MySQL Shell 8.4 Release Notes

Abstract
This document contains release notes for the changes in MySQL Shell 8.4.
For additional MySQL Shell documentation, see http://dev.mysql.com/.

Updates to these notes occur as new product features are added, so that everybody can follow the development
process. If a recent version is listed here that you cannot find on the download page (https://dev.mysql.com/
downloads/), the version has not yet been released.

The documentation included in source and binary distributions may not be fully up to date with respect to release
note entries because integration of the documentation occurs at release build time. For the most up-to-date
release notes, please refer to the online documentation instead.

For legal information, see the Legal Notices.

For help with using MySQL, please visit the MySQL Forums, where you can discuss your issues with other
MySQL users.

Document generated on: 2026-02-16 (revision: 30966)
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Preface and Legal Notices

This document contains release notes for the changes in MySQL Shell 8.4.

Legal Notices
Copyright © 1997, 2026, Oracle and/or its affiliates.
License Restrictions

This software and related documentation are provided under a license agreement containing
restrictions on use and disclosure and are protected by intellectual property laws. Except as expressly
permitted in your license agreement or allowed by law, you may not use, copy, reproduce, translate,
broadcast, modify, license, transmit, distribute, exhibit, perform, publish, or display any part, in any
form, or by any means. Reverse engineering, disassembly, or decompilation of this software, unless
required by law for interoperability, is prohibited.

Warranty Disclaimer

The information contained herein is subject to change without notice and is not warranted to be error-
free. If you find any errors, please report them to us in writing.
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Restricted Rights Notice

If this is software, software documentation, data (as defined in the Federal Acquisition Regulation), or
related documentation that is delivered to the U.S. Government or anyone licensing it on behalf of the
U.S. Government, then the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs (including any operating system, integrated
software, any programs embedded, installed, or activated on delivered hardware, and modifications
of such programs) and Oracle computer documentation or other Oracle data delivered to or accessed
by U.S. Government end users are "commercial computer software," "commercial computer software
documentation,” or "limited rights data" pursuant to the applicable Federal Acquisition Regulation and
agency-specific supplemental regulations. As such, the use, reproduction, duplication, release, display,
disclosure, modification, preparation of derivative works, and/or adaptation of i) Oracle programs
(including any operating system, integrated software, any programs embedded, installed, or activated
on delivered hardware, and modifications of such programs), ii) Oracle computer documentation and/
or iii) other Oracle data, is subject to the rights and limitations specified in the license contained in

the applicable contract. The terms governing the U.S. Government's use of Oracle cloud services

are defined by the applicable contract for such services. No other rights are granted to the U.S.
Government.

Hazardous Applications Notice

This software or hardware is developed for general use in a variety of information management
applications. It is not developed or intended for use in any inherently dangerous applications, including
applications that may create a risk of personal injury. If you use this software or hardware in dangerous
applications, then you shall be responsible to take all appropriate fail-safe, backup, redundancy, and
other measures to ensure its safe use. Oracle Corporation and its affiliates disclaim any liability for any
damages caused by use of this software or hardware in dangerous applications.

Trademark Notice

Oracle, Java, MySQL, and NetSuite are registered trademarks of Oracle and/or its affiliates. Other
names may be trademarks of their respective owners.

Intel and Intel Inside are trademarks or registered trademarks of Intel Corporation. All SPARC
trademarks are used under license and are trademarks or registered trademarks of SPARC
International, Inc. AMD, Epyc, and the AMD logo are trademarks or registered trademarks of Advanced
Micro Devices. UNIX is a registered trademark of The Open Group.

Third-Party Content, Products, and Services Disclaimer

This software or hardware and documentation may provide access to or information about content,
products, and services from third parties. Oracle Corporation and its affiliates are not responsible

for and expressly disclaim all warranties of any kind with respect to third-party content, products,

and services unless otherwise set forth in an applicable agreement between you and Oracle. Oracle
Corporation and its affiliates will not be responsible for any loss, costs, or damages incurred due to
your access to or use of third-party content, products, or services, except as set forth in an applicable
agreement between you and Oracle.

Use of This Documentation

This documentation is NOT distributed under a GPL license. Use of this documentation is subject to the
following terms:

You may create a printed copy of this documentation solely for your own personal use. Conversion
to other formats is allowed as long as the actual content is not altered or edited in any way. You shall
not publish or distribute this documentation in any form or on any media, except if you distribute the
documentation in a manner similar to how Oracle disseminates it (that is, electronically for download
on a Web site with the software) or on a CD-ROM or similar medium, provided however that the
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documentation is disseminated together with the software on the same medium. Any other use, such
as any dissemination of printed copies or use of this documentation, in whole or in part, in another
publication, requires the prior written consent from an authorized representative of Oracle. Oracle and/
or its affiliates reserve any and all rights to this documentation not expressly granted above.

Documentation Accessibility
For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program

website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support for Accessibility
Oracle customers that have purchased support have access to electronic support through My Oracle
Support. For information, visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit ht t p: / / www. or acl e. cont pl s/
t opi ¢/ | ookup?ct x=acc& d=tr s if you are hearing impaired.

Changes in MySQL Shell 8.4.8 (2026-01-20, LTS Release)

Note
@ These release notes were created with the assistance of MySQL HeatWave
GenAl.

Utilities Bugs Fixed
» MySQL Shell would not dump a table completely if it had a composite key, with an ENUM column

which was not the first in the key definition, and the key values were not listed alphabetically. (Bug
#38475999)

Changes in MySQL Shell 8.4.7 (2025-10-21, LTS Release)

Note
@ These release notes were created with the assistance of MySQL HeatWave
GenAl.

Utilities Bugs Fixed

» The copylnstance() utility failed when copying from server version 9.3.0 with MySQL Shell 9.3.1.
Error similar to the following was returned:

Requested MySQL version '9.3.1' is newer than the nmaxi mum version
'9.3.0" supported by this version of MySQL Shell (ArgunentError)

(Bug #38107377)

Changes in MySQL Shell 8.4.6 (2025-07-22, LTS Release)

Note
@ These release notes were created with the assistance of MySQL HeatWave
GenAl.

« Utilities Bugs Fixed
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» Bugs Fixed

Utilities Bugs Fixed

« util.dumplnstance returned the following error when run against MySQL HeatWave DB Systems:

ERROR: User 'admin' @% is granted restricted privilege: OPTI ON TRACKER OBSERVER
(fix this with "strip_restricted_grants' conpatibility option)
The list of privileges has been updated to include OPTI ON_TRACKER_OBSERVER. (Bug #37958876)

» The load dump utility failed if the target MySQL instance did not have Performance Schema enabled.
An error similar to the following was returned:

ERROR: [Wor ker006]: Error opening connection to MySQ.: MySQ. Error 1683 (HY0O0O):
‘ps_current _thread_id : The Performance Schema is not enabl ed.

As of this release, if the call to ps_current _thread i d() fails for any reason, it is logged, but
does not cause the load to stop. (Bug #37867455)
References: See also: Bug #36197620.

» MySQL Shell logging has been improved for LOAD DATA warnings generated by util.importTable and
util.loadDump. Previously, LOAD DATA warnings were printed to the terminal and were difficult to
locate in the log. For example:

War ni ng: schenma@ abl e@23. tsv. zst error 1062: Duplicate entry
'1234567' for key 'table. PRI MARY'

These messages have been improved, making them easier to find in the log. For example:

Warni ng: An error has been reported while | oading data into
“schema’. "table’ from'schema@abl e@23.tsv.zst' file, error 1062:
Duplicate entry '1234567' for key 'table. PRI MARY'

(Bug #37800574)

e The MySQL REST Service-specific account, oci r est , is automatically excluded when dumping with
ocm ds: t rue, or loading into MySQL HeatWave DB Systems. (Bug #37792183)

» The Upgrade Checker utility returned a false positive for partial keys in schemas referencing full keys
in other schemas. (Bug #37651453)

Bugs Fixed

» Kerberos authentication is now supported on macOS. The aut hent i cati on_kerberos_cl i ent
plugin is now bundled on macOS installations of MySQL Shell. (Bug #37777584)

* MySQL Shell could crash when dumping a table with a functional, or virtual, index.

The following error was returned:
Segnentation fault (core dunped)
(Bug #37770454)

Changes in MySQL Shell 8.4.5 (2025-04-15, LTS Release)

« Utilities Added or Changed Functionality

« Utilities Bugs Fixed
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» Bugs Fixed
Utilities Added or Changed Functionality

 Thenysqgl _option_tracker_persister roleis now excluded from the dump when oci nds:
true and is excluded when loading a dump into a MySQL HeatWave DB System. (Bug #37457569)

Utilities Bugs Fixed

e util.copySchenmas() could hang if a dump was loaded or copied using an account which lacked
the SELECT privilege on the Performance Schema. The operation hung when indexes were rebuilt.
Errors were returned similar to the following:

MySQ. Error 1142 (42000): SELECT conmand denied to user for table 'events_stages_current
As of this release, error handling is added for this issue. (Bug #37593239)

» Dump and load operations failed randomly due to a bug in the bundled Curl package.
Curl is upgraded to 8.12.1 in this release. (Bug #37576066)

* MySQL Shell was updated for compatibility with the privilege changes made in MySQL HeatWave
Service.

The following privileges were added to MySQL HeatWave Service;
e FLUSH_PRI VI LEGES

* TRANSACTI ON_GTI D_TAG

(Bug #37513534)

* Dump and load utilities did not retry transfers to HTTP storage if an error occurred. They also did not
report HTTP errors when reading from HTTP storage. This also affected PARs.

As of this release, transfers are retried and HTTP errors are reported. (Bug #37408073)

e util.inportTabl e(),importing from a single file, could close unexpectedly if one of the
background threads encountered an error. An error similar to the following was displayed:

|'i bc++abi: termnating
stack trace

(Bug #37408046)

Bugs Fixed

* Under certain circumstances MySQL Shell could crash during auto-completion on options such as
shel | . options. hi story. aut 0. (Bug #37528585)

Changes in MySQL Shell 8.4.4 (2025-01-21, LTS Release)

» AdminAPI Bugs Fixed

Utilities Added or Changed Functionality

Utilities Bugs Fixed

Functionality Added or Changed

» Bugs Fixed
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AdminAPI Bugs Fixed

e replicationLagof ReplicaSet. status() returned nul | if replication was idle.
As of this release, the following changes were made:
e replicationLagissettonul | if the replication connection, or SQL thread, is not running.

e replicationLagissettoapplier_queue_applied when the last queued transaction
matches the last applied transaction, or the applying transaction count is O (zero).

(Bug #35914505)

It was not possible to remove a member from a ReplicaSet using
Repl i caSet.renovel nst ance() with the f or ce option enabled, if the member was in an
ERROR state. (Bug #35282392)

» The ReplicaSet metadata schema table, | NSTANCES, was not populated properly when upgrading
the metadata schema to version 2.2.0. As a result, MySQL Router did not recognize the topology
and rejected connections to it. (Bug #116231, Bug #37101286)

Utilities Added or Changed Functionality

» The schema MYSQL_AUTOPI LOT is excluded by dump and load operations with oci nds: t r ue.
(Bug #37278169)

 As of this release, the upgrade checker utility writes all compatibility issues and fixes to the log file,
instead of only writing to the console. (Bug #37154456)

Utilities Bugs Fixed

e Ifconvert BsonTypes was enabled, the JSON import utility failed when importing negative BSON
values.

An error similar to the following was returned:

Val ueError: Unexpected data, expected to find an integer string processing extended JSON for $nur

(Bug #37243264)
« Amazon RDS made the following changes in 8.0.36:
« ltis no longer possible to grant BACKUP_ADM N.
* Itis no longer possible to lock MySQL system tables.
As a result, consistent dumps from Amazon RDS are not possible.

As of this release, if locking the MySQL system tables fails with an Access Denied error, a warning is
printed and the dump continues.

Additionally, for non-Amazon RDS instances, if the user has the BACKUP_ADM N privilege and LOCK
I NSTANCE FOR BACKUP succeeds, the MySQL system tables are not locked. (Bug #37226153)

» Under certain circumstances, such as a large amount of data chunking, the naxRat e dump option
did not properly limit the throughput due to a gap between the start of the dump and the start of the
data dump. As of this release, maxRat e is used only when data is being dumped. (Bug #37216767)

e MySQL Shell could hang when running a dump with consi st ent : tr ue under an account which
lacked privileges to execute FLUSH TABLES W TH READ LOCK.
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As of this release, query events are checked only if they contain data, and GRANT and REVOKE
statements are flagged as unsafe. (Bug #37158908)

Functionality Added or Changed

» As of this release, the Google V8 JavaScript engine is replaced by Oracle GraalVM. (Bug
#34370637)

Bugs Fixed

e In MySQL Shell 8.0.40, RPM installation failed on Oracle Linux 8 due to a dependency on Python
3.9. As of this release, MySQL Shell bundles Python 3.13. (Bug #37479400)

» Under certain circumstances, a Ctrl+c key combination could lead to a deadlock. (Bug #35998250)

Changes in MySQL Shell 8.4.3 (2024-10-15, LTS Release)

» AdminAPI Bugs Fixed
« Utilities Added or Changed Functionality
« Utilities Bugs Fixed

* Bugs Fixed
AdminAPI Bugs Fixed

* Running arescan() operation on a Replica Cluster, could result in a warning that
group_replication_view change uui d is required, but not configured. This occurred in a
mixed version ClusterSet, where the primary Cluster is on version 8.3.0, or higher, and the replicas
were on versions lower than 8.3.0. The check for group_replication_vi ew change_uui d was
incorrectly performed on the primary Cluster instead of the target Replica Cluster. (Bug #36657936)

* If clone-based recovery failed while adding an instance, the instance and Cluster could be left in an
inconsistent state, returning multiple errors, and unrecoverable by r escan() . It was not possible to
remove the instance with r enove_i nst ance( ), either.

add_i nst ance() did not properly handle clone-related errors and did not stop Group Replication if
errors were detected.

As of this release, add_i nst ance() handles clone-related errors, reverts the state of the target
instance and stops Group Replication on that instance. (Bug #36657628)

* Running AdminAPI operations against MySQL 5.7 instances resulted in an error, due to an attempt
to run a query on a non-existent Performance Schema table.

As of this release, error handling is included to account for such issues. (Bug #36652642)

It was possible to define duplicate instance definitions in the r epl i cat i onSour ces list of the
Cluster.add replica_instance() operation. The operation failed with an error.

As of this release, the r epl i cat i onSour ces list is validated for such duplicates in all operations
which use it. The operation fails with an informative error. (Bug #36614218)

» AdminAPIl commands which add or rejoin instances to Clusters using Clone did not check the
existing members for compatibility. If no compatible members were available, Group Replication fell
back to incremental recovery which can fail if Clone was the only supported provisioning method. An
unexpected and unhelpful error was returned.

As of this release, the following commands have been updated to check compatibility and provide
appropriate feedback:
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¢« ReplicaSet. add_i nstance()
e ReplicaSet.rejoin_instance()
e Cluster.add replica_instance()
e Cluster.rejoin_instance()
e ClusterSet.create replica_cluster()
For a donor to be considered compatible for a recipient:
e They must be running on the same operating system.
¢ They must be running on the same platform.
e The versions must be compatible:
» Both must be version 8.0.17, or higher.

« If both are version 8.0.37, or higher, only their major and minor versions need match. For
example, 8.4.0 and 8.4.3.

« For versions 8.0.17, or higher, and lower than 8.0.37, the major, minor, and patch numbers must
match.

(Bug #36054619, Bug #36682741)

Utilities Added or Changed Functionality

* As of this release, the MYSQL_OPTI ON schema is excluded by the dump utilities when oci nds:
t r ue and is automatically excluded when loading a dump into a MySQL HeatWave DB System.
(Bug #37023079)

» The compatibility option, unescape_wi | dcar d_gr ant s, is added in this release. When enabled,
this strips escape characters in grants on schemas, replacing escaped \ _ and \ %wildcards in
schema names with _ and %wildcard characters. When the parti al _r evokes system variable is
enabled, the \ character is treated as a literal, which could lead to unexpected results. It is strongly
recommended to check each such grant before enabling this option. (Bug #36524862)

» The index creation step of a load operation now includes percentage completion information. (Bug
#35495220)

Utilities Bugs Fixed

» The upgrade checker utility returned a false positive for foreign keys defined on tables in the Cluster
metadata schema. (Bug #36975599)

» Under certain circumstances, using zstd compression, the dump utilities could generate corrupted
data files. (Bug #36836188)

» Attempting to run the dump or copy utilities from MySQL Shell 8.0.x against a more recent version of
the server, such as 8.4.0, could result in a syntax error.

Many breaking changes have been made to MySQL syntax and configuration between 8.0.37 and
8.4.x, and higher, such as replacing SHOWV MASTER STATUS with SHOWN Bl NARY LOG STATUS, for
example. There were also many removals. See the release notes for those server versions for more
information.

As of this release, the dump and copy utilities raise an error when such incompatibilities are detected
and recommend the appropriate MySQL Shell upgrade.
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Important
A It is always recommended to use the latest version of MySQL Shell.

(Bug #36701854)

Running any of the diagnostics utilities against an instance with binary logging disabled, and using
an X Protocol connection, resulted in an error.

As of this release, the diagnostics utilities use classic connections, only. If the user connects to an
instance using X Protocol, and runs any of the diagnostics utilities, they automatically establish a
classic connection to the instance. (Bug #36613129)

The upgrade checker utility returned an error claiming that it was not possible to upgrade from
MySQL 8.0.x to MySQL 8.4.x. This upgrade path is possible.

See Upgrade Paths for information. (Bug #115798, Bug #36930714)

Running the diagnostic utility ut i | . debug. col | ect Di agnost i cs with the parameter
schemaSt at s: t r ue returned MySQL Error 1242 if a table had more than one column of type
BLOB. (Bug #115033, Bug #36658194)

The upgrade checker utility reported Zero Date errors for views using the NOW() and SYSDATE()
functions.

As of this release, views are excluded from the Zero Date check. (Bug #114347, Bug #36403042)

Bugs Fixed

MySQL Shell failed to start if installed by MSI on Microsoft Windows 11 with Visual Studio
Redistributable version 14.3x or lower. On Windows platforms, MySQL Shell requires Visual Studio
Redistributable version 14.4x or higher.

See Microsoft Visual C++ Redistributable latest supported downloads. (Bug #37049411)

The MySQL Shell MSI progress dialogs displayed numbered placeholders instead of the installation
values. (Bug #37033676)

When running MySQL Shell over SSH, if a command was entered on the command line, but not
executed, closing the SSH session could result in the command being executed without user input.
(Bug #36861912)

MySQL Shell set the environment variable PYTHONHOVE on all platforms even if Python was not
bundled. As of this release, PYTHONHOVE is no longer set and the bundled Python executable is
moved to another directory on Windows platforms, which corresponds to the structure used by a
standalone Python installation. (Bug #36836320)

The Python library hashl i b could not be imported on MacOS platforms. (Bug #36803237)

It was not possible to start MySQL Shell on Oracle Linux 8 running on ARM platforms if PAGE S| ZE
was set to 64K. An error similar to the following was displayed:

nysql sh: error while |oading shared |ibraries

libantlr4-runtine.so.4.10.1: ELF | oad conmmand al i gnnent
not page-aligned

(Bug #36792750)

MySQL Shell did not register interactive connections as interactive. As a result, the system variable
i nteractive_tinmeout was not honored.
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As of this release, interactive connections are treated as such. You can also define a connection as
interactive with the new MySQL Shell connection option, cl i ent -i nt er acti ve. (Bug #36339280)

» The URI parser threw an exception if the URI contained an unescaped @ character. (Bug
#36105235)

Changes in MySQL Shell 8.4.2 (Not released, LTS Release)

Version 8.4.2 has no release notes, or they have not been published because the product version has
not been released.

Changes in MySQL Shell 8.4.1 (2024-07-01, LTS Release)

» AdminAPI Bugs Fixed
« Utilities Added or Changed Functionality
« Utilities Bugs Fixed

* Bugs Fixed

AdminAPI Bugs Fixed

» MySQL Shell closed unexpectedly when calling certain AdminAPI functions on EL7 platforms. (Bug
#36651010)

» dba.reboot cluster from conpl ete_out age() disabled super _read_onl y onthe
primary member of an INVALIDATED Cluster. As a result, clients continued to perform updates and
introduce errant transactions.

As of this release, dba. r eboot _cl uster from conpl et e _out age() enables
super _read_onl y on the primary member and disables the Group Replication action
nysql di sabl e super read only if prinmary. (Bug#36562916)

« If an attempt to create a Replica Cluster failed due to a timeout and the revert also failed due to a
timeout, the Replica Cluster could be left in an inconsistent state; ONLINE, but not associated with
the ClusterSet's metadata. This specific issue was caused by low values for wai t _t i neout and
interactive_timeout.

The following changes were made:

e« wait_tineout ischecked and, if set to a value lower than the default of 8 hours, is setto 8
hours.

e Cluster.rescan() is extended with a new option, r epai r Met adat a which can be enabled to
resolve inconsistencies in the Cluster's metadata.

e Cluster.dissol ve() can now be used on Clusters in this inconsistent state.
(Bug #36495756)
Utilities Added or Changed Functionality

» The following check was added to the Upgrade Checker utility:

- forei gnKeyRef er ences: Checks for foreign keys referencing non-unique and partial indexes.

(Bug #36553868)
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Utilities Bugs Fixed

The formatting of the report returned by the Upgrade Checker utility's i nval i dPri vi | ege check is
improved in this release. Instead of returning a message for each user, the users are grouped with
the message. (Bug #36613895)

As of this release, all failed connections to the supported object storage platforms are retried three
times, with a 1 second delay between retries.

If a failure occurs 10 minutes after the connection was created, the delay is changed to an
exponential back-off strategy:

« First delay: 3-6 seconds
¢ Second delay: 18-36 seconds

e Third delay: 40-80 seconds
(Bug #36597063, Bug #36256053)

References: See also: Bug #35396788.

restrict _fk on _non_standard key, introduced in MySQL 8.4.0, prohibits creation of foreign
keys which reference only part of a composite key when enabled. This system variable is enabled
by default on MySQL HeatWave Service and resulted in errors loading dumps which contained such
keys when detected by the Upgrade Checker utility's f or ei gnKeyRef er ences check.

As of this release, a new compatibility option is added the dump utilities,
force_non_standard_keys. This disables checks for non-standard foreign keys, and cause
the loader to set the session value of restrict _fk on _non_standard key to OFF. (Bug
#36553849)

Primary keys defined on an ENUMcolumn were reported as missing for dumps with oci nds: t r ue.
This was caused by a fix in an earlier version which instructed the dump utility to ignore primary keys
or unique indexes which contain one or more ENUMcolumns when selecting an index for chunking.

As of this release, information about the index selected for chunking and whether the table has a
primary key is separated. (Bug #36493316)

References: See also: Bug #35180061.

It was not possible to run the Upgrade Checker utility against an MySQL HeatWave Service DB
System. An error was returned relating to missing RELQAD privileges. RELOAD is not granted to
MySQL HeatWave Service users.

RELOAD is not required by the Upgrade Checker when run against MySQL HeatWave Service
DB Systems, it is only required against MySQL 5.7.x. As such, the requirement is removed in this
release. (Bug #36361159)

The Upgrade Checker utility did not validate the value of the conf i gPat h parameter.

As of this release, the value of conf i gPat h is validated before running the upgrade checks. (Bug
#36332625)

The Upgrade Checker utility behaved inconsistently in the absence of certain privileges. Sometimes
returning an error and sometimes attempting to run its checks. (Bug #36332031)

The Upgrade Checker utility's sysvar Al | owedVal ues did not take into account empty strings
as valid values for certain variables, such as ssl _ci pher, resulting in false negative errors in the
report. (Bug #36298612)
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It was not possible to use the Copy utilities with certain MySQL-compatible databases. SQL syntax
errors were returned. (Bug #36297963)

util.collect _diagnostics() failedwithan Attri buteError when run against an InnoDB
Cluster on which the Group Replication plugin was uninstalled from one or more members. The utility
attempted to retrieve values for Group Replication system variables which did not exist because the
plugin was uninstalled.

Thanks to loannis Androulidakis for the contribution. (Bug #114707, Bug #36589677)

Under certain circumstances, the Upgrade Checker utility's reserved keywords check did not
generate warnings for the FULL and | NTERSECT keywords. (Bug #114423, Bug #36424093)

Fixed an issue with non-ASCII character handling in the Upgrade Checker utility's
schemal nconsi st ency check.

Thanks to Daniel Lenski and Amazon for the contribution. (Bug #114127, Bug #36340714)

Bugs Fixed

MySQL Shell closed unexpectedly if a native Python object was passed to a Python plugin function.
(Bug #36502096)

MySQL Shell did not prompt for a password if - p was specified on the command line without an
argument. (Bug #36433418)

Under certain circumstances, a password prompt was not returned although no password was
provided on the command line or defined in a configuration file. (Bug #36422502, Bug #36422492)

- - no- passwor d did not work if a password was defined in the server's configuration file or if it was
provided earlier in the command line. (Bug #36422408)

If | 0ogSgl was set to ERROR, MySQL Shell logged the SQL without filtering for unsafe statements. As
of this release, the pattern defined in | 0gSql . i gnor ePat t er nUnsaf e is used to filter unsafe SQL
from the log.

Also, the pattern which triggered the filter is logged. (Bug #36014067)

Special characters, such as tab or newline, were not supported in utility calls from the command line.
For example, in the following command, \ t was not properly handled:

> nysql sh root @ocal host -- util inport-table sanple_us.tsv --schema=test --tabl e=sanples --fieldsTermt
(Bug #34887426)

Upgrading MySQL Shell 8.0.35, or higher, on Windows platforms, resulted in multiple installations
instead of overwriting the existing installation. (Bug #113732, Bug #36259270)

Changes in MySQL Shell 8.4.0 (2024-04-30, LTS Release)

Important
A AdminAPI no longer supports MySQL 5.7. Any AdminAPI command run against
that version returns an error.
Deprecation and Removal Notes
AdminAPI Added or Changed Functionality
AdminAPI Bugs Fixed

Utilities Added or Changed Functionality
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« Utilities Bugs Fixed

» Functionality Added or Changed

» Bugs Fixed

Deprecation and Removal Notes

e The helper command, - - dba=enabl eXPr ot ocol , is deprecated and subject to removal in a future
release. (Bug #36380502)

» AdminAPI no longer uses the deprecated Group Replication system variable,
group_replication_allow |ocal |ower version_join. (Bug#36187059)

» The following functionality, deprecated in previous releases, was removed in this release:

¢ The following command line arguments:

- -ssl

- -node

--classic

--sqgln

--inmport

--recreate-schem

- - dbuser . The corresponding API attribute, dbUser was also removed.

- - dbpasswor d. The corresponding API attribute, dbPasswor d was also removed.
- n and - ¢ were removed from the \ connect command.

--fido-register-factor. The plugins aut henti cati on_fi do and
aut hentication_fido_client arenolonger packaged with MySQL Shell.

* The following functions:

arrayDel et e() and nmer ge() were removed from Col | ecti onModi fy.

ski p() was removed from Col | ect i onFi nd.

get War ni ngCount () was removed from BaseResul t .

get Aff ect edl t enCount () was removed from Resul t .

get Af f ect edRowCount () and nextDataSet() were renpved from Sgl Resul t

qguery() was removed from Cl assi cSessi on.

The oci Par Mani f est and oci Par Expi r eTi me options were removed from the Dump utilities.
(WL #11816, WL #15955)

» The following, deprecated in previous releases, have been removed from AdminAPI:

¢ Commands:

dba. confi gureLocal | nstance()

cl uster. checkl nstanceStat e()

13
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e Options:
o i pWitelist wasremoved from all commands which contained it.
e connect ToPri mary was removed from dba. get Cl uster ().
e cl ear ReadOnl y was removed from all commands which contained it.
« fail overConsi st ency was removed from all commands which contained it.
e mul ti Mast er was removed from dba. creat eCl uster ().
e groupSeeds was removed from all commands which contained it.

* nenber Ss| Mbde was removed from cl ust er . addl nst ance() and
cluster.rejoinlnstance().

e quer yMenber s was removed from cl ust er. stat us() .

e user and passwor d were removed from all commands which contained them.
e interactive was removed from all commands which contained it.

* wai t Recovery was removed from all commands which contained it.

e updat eTopol ogyMode was removed from cl ust er. rescan().

(WL #15870)

AdminAPI Added or Changed Functionality

» As of MySQL 8.4.0, the default value of gr oup_repl i cati on_consi st ency is changed from

EVENTUAL to BEFORE_ON_PRI MARY_FAI LOVER. As a result, the corresponding option in the
AdminAPI, consi st ency was updated for MySQL 8.4.0 or higher. For previous versions, the default
remains EVENTUAL. (Bug #36057775)

Cloning version compatibility checks for donor and recipient instances are relaxed. As of this release,
with certain conditions, only the major and minor version nhumbers need to match, the patch number
is now disregarded.

The following conditions apply:
« Only version 8.0.17, or higher, can perform cloning.
« If both versions are 8.0.37, or higher, only the major and minor versions are required to match.

« If the version is 8.0.17, or higher, and less than 8.0.37, major, minor, and patch numbers must
match.

(Bug #360544809)
InnoDB Cluster Read Replicas now support certificate-based authentication.
The following changes were made to the cl ust er . addRepl i cal nst ance() method:

e The option cert Subj ect was added. This option specifies the certificate subject of the instance,
used if the Cluster's menber Aut hType is CERT _SUBJECT or CERT_SUBJECT PASSWORD.

* The method now uses the Cluster's nenber Ss| Mbde value to configure the authentication type of
the Read Replica's replication channel.

14
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« The method performs a connectivity check, using the configured nenber Ssl Mode before updating
the topology.

« If the Cluster's nenmber Aut hType is CERT _SUBJECT or CERT _SUBJECT PASSWORD, the method
verifies the server's certificate.

cluster.options() was updated to return cer t Subj ect inthe t opol ogy array. (WL #16123)

As of this release, MySQL Router exposes its configuration in the Cluster metadata for all routers
bootstrapped against it. This information is stored as JSON in the Cluster metadata schema and can
be accessed by the MySQL Shell operation, obj ect . r out er Opt i ons() for Cluster, ClusterSet,
and ReplicaSets.

See Working with a Cluster's Routers.

The operation obj ect . rout i ngQpt i ons() is deprecated and scheduled for removal in a future
release. (WL #15954)

AdminAPI Bugs Fixed

The documentation for Rescanning a Cluster did not make clear that while
group_replication_transaction_size |imt issettothe maximum value in

Replica Clusters, the original value is stored in the metadata schema and is restored by
Cluster.rescan() inthe event of a switchover or failover. This overwrites any user-defined value
set on the Replica Cluster.

The documentation is updated with this information. (Bug #36494958)

If the primary instance of a Replica Cluster was changed, attempting to remove that Cluster from the
Cluster set failed with the following error:

ERROR: Error enabling automatic super_read_only nmanagenent at secondary: port:
MySQ. Error 3910 (HYO00): The function 'group_replication_enable_nenber_action' failed.
Menber nust be the primary or OFFLI NE.

(Bug #36400360)

If AdminAPI operations were run against an unsupported version of MySQL, an error was returned.
The error did not contain sufficient information.

As of this release, the error returned contains information on the minimum and maximum versions of
MySQL supported by the current version of AdminAPI. (Bug #36338711)

clusterSet.setPrinmaryC uster andreplicaSet. setPrimaryd uster invoked FLUSH
TABLES W TH READ LOCK when dr yRun was enabled. These operations no longer invoke that
statement for dry runs. (Bug #36314520)

cluster.setRoutingOption() accepted the address as the router name instead of the properly
qualified router identifier, addr ess: : r out er _nane.

As of this release, the router identifier is properly validated. (Bug #36267549)

When adding a Read Replica to a cluster which belonged to a ClusterSet, it was possible to specify a
replication source which was an instance of the primary or Replica Cluster. This could be done using
the repl i cati onSour ces parameter.

As of this release, a check is added which prohibits replication sources which do not belong to the
Cluster where the command was run to be used as a Read Replica's replication sources.

This check was also added for the cl oneDonor parameter of r ej oi nl nst ance(),
createReplicaC uster(),andaddRepl i cal nstance().
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Also, when calling set | nst anceOpti on() withtherepl i cati onSour ces parameter, the source
is checked to ensure it is not a Read Replica, the same instance, has a valid state, is reachable, and
belongs to the correct Cluster. (Bug #36229274)

It was possible to remove a Cluster member, in a ClusterSet, which belonged to another Cluster.
This could result in an unrecoverable ClusterSet.

As of this release, the instance targeted for removal is checked to ensure it is a member of the
Cluster from which the command is run. (Bug #36229123)

Attempting to use dba. r eboot Cl ust er Fr onConpl et eCut age() with a Read Replica as seed,
resulted in an error similar to the following:

Dba. r eboot C ust er Fr onConpl et eQut age: G oup replication does not seemto be active in instance

As of this release, the error message provides useful information on what has happened and how to
fix it. (Bug #36225607)

dba. cr eat eRepl i caSet with adopt Fr omAR: t r ue could fail if the host and port values returned
were not properly configured on the target instance. The error returned did not provide useful
information.

As of this release, if the target instance does not have properly configured host and port values, it is
ignored and the user is informed. (Bug #36201015)

The system variable bi nl og_transacti on_dependency_t racki ng was deprecated in MySQL
8.0.35 and 8.2.0 and was removed in MySQL 8.4.0. As of MySQL 8.4.0, the server uses the
WARI TESET behavior by default and it is no longer verified or set by the AdminAPI for MySQL 8.4.0.

The behavior is unchanged for previous versions of MySQL. (Bug #36057800)

An error should have been returned when cert | ssuer, cert Subj ect, replicati onSsl Mode,
and any value of cert | ssuer other than PASSWORD were used when adopting a Cluster or
ReplicaSet using adopt Fr onTGR=t r ue. Instead, the invalid options were ignored.

As of this release, dba. cr eat eCl ust er () and dba. cr eat eRepl i caSet () validate these
options and return an error if they are used with adopt Fr onGR=t r ue. (Bug #36029413)

Running Cl ust er. rej oi nl nst ance() on an instance in ERROR state, resulted in errors stating
that Group Replication settings cannot be changed while Group Replication is running.

As of this release, running Cl ust er. rej oi nl nst ance() on an instance in ERROR state,
automatically stops Group Replication before proceeding with the rejoin process. (Bug #35387205)

AdminAPI no longer retrieves information from the following tables on MySQL 8.4, or higher:
e nysql .slave_naster_info

« nysql.slave relay log info

The information which was retrieved from those tables is now retrieved from the Performance
Schema.

Note
@ Behavior is unchanged on instances older than MySQL 8.4.

(Bug #32091724)
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Utilities Added or Changed Functionality

A new entry, dbObj ect Type, is added to the Upgrade Checker utility's JSON output. It contains the
type of dbQhj ect which caused the check failure.

See JSON Output from the Upgrade Checker Utility. (Bug #36394895)

The Upgrade Checker now recommends an upgrade path for older versions. For example, if run
against MySQL 5.7, it recommends upgrading to MySQL 8.0 before attempting an upgrade to
MySQL 8.4. (Bug #36359408)

It is now possible to skip the default upgrade check when running a dump utility with oci nds: tr ue,
using the ski pUpgr adeChecks option.

See Options for Dump Control. (Bug #36227750)

Theutil .l oadDunp() summary is enhanced to show the time required for each stage, and
throughput progress now includes rows per second. (Bug #36197620)

It is now possible to specify the level of compression for gzip and zstd on the export Tabl es and
dump utilities.

e gzi p: Compression level can be set from 0 to 9. Default compression level is 1. For example:

"conpression": "gzip;level =4"

e zst d: Compression level can be set from 1 to 22. Default compression level is 1. For example:

"conpression": "zstd;|evel =15"

(Bug #36050770)

A new check is added to the upgrade checker utility, depr ecat edRout er Aut hivet hod. This
checks for deprecated or invalid authentication methods in use by MySQL Router internal accounts.
(Bug #36004507)

The Upgrade Checker check, or phanedRout i nes, is renamed or phanedCbj ect s and includes
support for orphaned events. (Bug #31335863)

The following options were added to the upgrade checker utility.

e i ncl ude: comma-separated list of checks to perform.

* excl ude: comma-separated list of checks to ignore.

e | i st:returns a list of all checks which apply to the current configuration.
See Utility Checks. (WL #15974)

The upgrade check, partiti onsWt hPrefi xKeys, is added to the Upgrade Checker utility. This
checks for columns with index prefixes as part of a table's partitioning key. This was deprecated in
MySQL 8.0.21 and removed in MySQL 8.4. The check is enabled by default for any upgrade from a
version prior to MySQL 8.4.0 to MySQL 8.4.0 or higher. (WL #16159)

The following checks were added to the Upgrade Checker utility:

e renovedSysVar s: Checks for system variables which are in use in the source but were removed
in the target version. Meaning the system variables are set on the source with non-default values.

» sysVar sNewDef aul t s: Checks for system variables with different default values in the target
version.
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e sysvar Al | owedVal ues: Checks system variables for valid values.
e invalidPrivil eges: Checks for user privileges that will be removed.
e pl ugi nUsage: Checks for deprecated or removed plugins.

(WL #16135)

Utilities Bugs Fixed

» Under certain circumstances, ut i | . | oadDunp() could fail while executing the final stage, the
postamble SQL file. The connection to the server was lost.

As of this release, if the connection was lost, it is retried. However, statements which are not
idempotent are not retried, nor are statements which load data. (Bug #36381849)

» Under certain circumstances, MySQL Shell could close unexpectedly while computing checksum
values. (Bug #36323625)

» Improved the performance of the upgrade checker utility on MySQL 5.7 instances containing
thousands of schemas and tables. (Bug #36223266)

» Under certain circumstances, a copy operation could stop responding while scanning the target
instance for metadata. (Bug #36221818)

e The dump utilities included the MySQL HeatWave Service-reserved username or acl e- cl oud-
agent resulting in the following error:

User 'oracl e-cloud-agent' @Il ocal host' is using an unsupported

authentication plugin 'auth_socket' (fix this with 'skip_invalid_accounts' conpatibility option)

The following users are now excluded when loading to, or dumping from, an MySQL HeatWave
Service instance:

* ocidbm

 oracle-cloud-agent

 rrhhuser

(Bug #36159820)

* Loading a dump on Windows platforms failed if sql _node was setto STRI CT_ALL_TABLES. The
following error was returned:

ERROR 1231 (42000): Variable '"wait_tineout' can't be set to the value of '31536000'

The load utility attempted to set a maximum value for wai t _t i meout which is not permitted on
Windows platforms. (Bug #36119568)

» Under certain circumstances dump and load operations could fail with CURL errors Connect i on
reset by peer.

As of this release, the operations are retried in the event of CURL errors
CURLE_SSL_CONNECT_ERRCR (35) and CURLE_SEND_ERROR (55) . (Bug #36022084, Bug
#36201255)

* Whenutil.dunplnstance() was run with oci nds: t r ue, the upgrade checker utility ran on
the entire instance even if schema or table filtering was enabled on the ut i | . dunpl nst ance()
operation.
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As of this release, the upgrade checker utility only runs on the schemas or tables being dumped.
(Bug #35891996)

» The upgrade checker utility did not check for the presence of columns partitioned with temporal types
which used non-standard temporal delimiters. As a result, the upgrade could fail or tables could be
inaccessible after the upgrade. Non-standard delimiters were deprecated in MySQL 8.0.29.

As of this release, the upgrade checker checks for such delimiters. (Bug #113050, Bug #36004848)

» The upgrade checker utility did not check for all old temporal types. Under certain circumstances, this
could result in an upgrade failure. (Bug #112991, Bug #36029331)

Functionality Added or Changed

* MySQL Shell's default mode is changed from j s (JavaScript) to sql in this release.

Note

S As of this release, to execute JavaScript code from the command line, you
must add the - - | s option to your command. For example:

nmysql sh user @ost: 3306 --js -e "println(session)"

(Bug #36348763)
* MySQL Shell's help command (\ hel p or\ ?) now supports autocomplete. (Bug #36340752)

» Output for the t hr ead - -1 ocks report now includes information on metadata locks. Also,
information on table handles, mutexes, data locks, and RWIlocks was added to the t hread --raw
| ocks report. (Bug #36055675)

» The V8 JavaScript engine used by MySQL Shell was updated to version 12.0.267.8. (WL #15948)

Bugs Fixed

» MySQL Shell returned a socket-specific connection message to the localhost although the
connection was TCP and to a remote host. This occurred if a socket path was specified either in the
configuration file or on the command line.

As of this release, the transport to use is determined by the right-most parameter on the command
line. (Bug #112115, Bug #35751281)
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