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Summary of decision

Thereisa real risk of significant harmto the individuals affected by
thisincident. The Organizationisrequired to notify those
individuals whose personalinformation was collected in Alberta
pursuantto section 37.1 of the Personal Information Protection
Act (PIPA).

JURISDICTION

Section 1(1)(i) of PIPA
“organization”

The Organizationisan “organization” as defined in section 1(1)(i)
of PIPA.

Section 1(1)(k) of PIPA
“personal information”

The incidentinvolved the following information:

® name,
e shippingaddress,

e billingaddress,

e paymentcard number, security code, and expiry date.

Thisinformationis aboutidentifiableindividuals and is “personal
information” as defined insection 1(1)(k) of PIPA. The information
was collected viathe Organization’s ecommerce website.

DESCRIPTION OF INCIDENT

O loss

[ unauthorized access W unauthorized disclosure

Description of incident

e On Decembers5, 2019, law enforcementinformed the
Organization that credit cards used onits website were
available for purchase ona dark website.




e The Organizationinvestigated, and confirmeditsthird-party
ecommerce platform, Salesforce Commerce Cloud, was
infected with malware that may have scraped information
entered by customersinto the platform duringthe purchase
process.

e Theearliest potential date of compromise identified by
forensicinvestigatorsis September 16, 2019, and the malware
was removed on November 11, 2019.

Affected individuals

The incident affected 231individualsin Alberta.

Steps taken to reduce risk of
harm to individuals

e Cooperatingwith law enforcementand paymentcard brands.

e Card brands have replaced cardsinvolvedinfraudulent
charges. All consumers potentially affected have been notified.

e Took stepstore-secure the online purchasing platformand
furtherhardenitagainst compromise.

Steps taken to notify
individuals of the incident

Affected individuals were notified by letter on February 10, 2020.

REAL RISK OF SIGNIFICANTHARM ANALYSIS

Harm

Some damage or detrimentor
injury that could be caused to
affected individuals as aresult
of theincident. The harm must
alsobe “significant.” It mustbe
important, meaningful,and with
non-trivial consequences or
effects.

The Organization reported “Harmto individuals is unlikely. Misuse
of credit card information is possible, but consumers are unlikely
to be responsibleforcharges.”

In my view, a reasonable person would consider the financial
information atissue could be used to cause the significantharms
of identity theftand fraud.

Real Risk

The likelihood that the
significant harm will result must
be more than mere speculation
or conjecture. There mustbea
cause and effect relationship
betweentheincidentandthe
possible harm.

The Organization reported “Harm to individuals is unlikely. Card
brands have identified fraudulent charnges [sic] related to fewer
than .01% of potentially affected customers.”

In myview, a reasonable person would consider that the likelihood
of harmresulting fromthisincidentisincreased becausethe
personal information was compromised due to the malicious
action of an unknown third party. Itappears the information was
exposed foralmost 2 months and some fraud has occurred. The
Organization can only speculate that affected individuals will not
be heldresponsible forany credit card fraud and misuse. Even if
thiswere the case, it does not necessarily mitigate the potential
harm from identity theft or otherforms of fraud.




DECISION UNDER SECTION 37.1(1) OF PIPA

Based on the information provided by the Organization and given the circumstances of the incident, |
have decided thatthere isa real risk of significant harm to the affected individuals.

A reasonable person would considerthe financial information atissue could be used to cause the
significant harms of identity theft and fraud.

The likelihood of harm resulting from thisincidentisincreased because the personal information was
compromised due tothe malicious action of an unknown third party. It appears the information was
exposed foralmost 2 months and some fraud has occurred. The Organization can only speculate that
affected individuals will not be held responsible forany credit card fraud and misuse. Even if this were
the case, it does not necessarily mitigatethe potential harm fromidentity theft or otherforms of
fraud.

| require the Organization to notify the affected individuals whose personalinformation was collected
inAlbertainaccordance with section 19.1 of the PersonalInformation Protection Act Regulation
(Regulation). | understand the Organization notified affected individuals by letter on February 10,
2020. The Organizationis notrequired to notify the affected individuals again.

Jill Clayton
Information and Privacy Commissioner



