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Abstract

The digital content exchange on the Internet is associated with information security risks.
Hiding data in digital images is a promising direction in data protection and is an alter-
native to cryptographic methods. Steganography algorithms create covert communication
channels and protect the confidentiality of messages embedded in cover images. Water-
marking algorithms embed invisible marks in images for further image authentication and
proof of the authorship. The main difficulty in the development of data hiding schemes
is to achieve a balance between indicators of embedding quality, including imperceptibil-
ity, capacity, and robustness. An effective approach to solving this problem is the use of
metaheuristic optimization algorithms, such as genetic algorithm, particle swarm optimiza-
tion, artificial bee colony, and others. In this paper, we present an overview of data hiding
techniques based on metaheuristic optimization. We review and analyze image steganog-
raphy and image watermarking schemes over the past 6 years. We propose three levels
of research classification: embedding purpose level, optimization purpose level, and level
of metaheuristics. The results demonstrate the high relevance of using metaheuristic opti-
mization in the development of new data hiding algorithms. Based on the results of the
review, we formulate the main problems of this scientific field and suggest promising areas
for further research.

Keywords Digital images - Steganography - Watermarking - Data hiding - Metaheuristic
optimization

1 Introduction

The exchange of multimedia files on the network is currently widespread and is used in a
variety of fields. Millions of people share images, audio recordings and video files every
day. However, there are a number of security aspects along with the many benefits of
such communication and it is necessary to ensure the protection of transmitted informa-
tion. Important areas of data protection are cryptography and hiding data in digital objects
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(Fig. 1). It should be noted that we consider only data protection methods that involve
some transformation of information, so Fig. 1 does not include password protection sys-
tems, access rights management, etc.

Many cybersecurity problems are solved using cryptography, including symmetric and
asymmetric cryptography methods. However, it is appropriate to use data hiding meth-
ods in some cases. Such methods include digital steganography and digital watermark-
ing. Steganography has the same goal as encryption, i.e. data privacy protection. Unlike
encryption, steganography methods hide secret information inside digital objects so that
an attacker cannot even know about its presence. An object with embedded information
can be safely transmitted over an open communication channel because it does not attract
attention. Important criteria of the embedding efficiency are imperceptibility and capacity.
Encryption and steganography are often combined in data protection schemes to improve
the security (Puteaux and Puech 2018; Yi and Zhou 2017; Elhoseny et al. 2018). There are
linguistic and technical (images, text, video, audio) steganography (Cheddad et al. 2010).

Watermark is a special mark, such as a logo, a hash code, or a random string. It is
embedded into a digital object in order to authenticate that object, control its integrity, or
protect the authorship. Fragile watermarks are destroyed by any change in the digital object
and are used to detect accidental distortions or attacks. Semi-fragile watermarks are usually
used to detect and localize fake content. Robust watermarks are for copyright protection,
so they can be detected even after post-processing of watermarked digital objects. Water-
marking is widespread in various fields, such as medicine (Parah et al. 2017; Thakkar and
Srivastava 2017a), science (Pizzolante et al. 2018), and cinema (Zhao et al. 2019; Dubey
and Modi 2021).

Various digital objects can be used as containers for embedding, such as Internet traffic
(Fathi-Kazerooni and Rojas-Cessa 2020; Lu et al. 2021), databases (Kumar et al. 2020;
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Xiang and He 2018), sensor network data (Xiao and Gao 2019; Chen et al. 2019), and text
documents (Xiang et al. 2018; Malik et al. 2017). However, hiding information in multime-
dia data is the most common (Dalal and Juneja 2021; AlSabhany et al. 2020; Subramanian
et al. 2021). This is due to the nature of such data, including significant size, a high level
of redundancy, and the prevalence of content-preserving post-processing methods. In this
study, we focus on embedding additional information into digital images.

There are a wide variety of steganography and watermarking techniques for digital
images (Evsutin et al. 2020; Singh et al. 2020; Wan et al. 2022; Kumar et al. 2022; Mandal
et al. 2022). The authors use different methods to improve the efficiency of their schemes,
such as interpolation (Zhang et al. 2017; Yang et al. 2017), edge detection (Parah et al.
2018; Ray et al. 2021), prediction errors (Chang et al. 2021; Bai et al. 2021), and neural
networks (Mellimi et al. 2021; Liao et al. 2021).

The key performance indicators of information embedding, namely imperceptibil-
ity, capacity and robustness, cannot have maximum values at the same time. This idea is
illustrated by the famous “magic triangle” (Dittmann et al. 2006), whose vertices contain
each of the three criteria (Fig. 2). Maximizing any of the performance indicators leads to
a decrease in the rest. Two of the three criteria located on the same side of the triangle can
be quite high, but this leads to a significant decrease in efficiency for the criterion located
on the opposite vertex. This simple figure shows that achieving a balance between different
embedding characteristics is challenging.

Some authors use optimization methods in their data hiding algorithms to solve the
described problem (Zhou et al. 2021; Wang et al. 2018b). A separate class consists of stud-
ies based on the use of metaheuristic optimization. Metaheuristic optimization effectively
explores the search space regardless of the specific problem and finds solutions for a wide
variety of problems, including non-linear and high-dimensional problems. The stochastic
nature of metaheuristics makes it possible to find an optimal, or close to it solution in a rea-
sonable time, excluding enumeration of all possible solutions. Therefore, authors of studies
on data hiding often turn to this tool to find various embedding options. The first embedding
schemes based on metaheuristics appeared quite a long time ago (Wang et al. 2001; Shih
and Wu 2005; Huang et al. 2007; Yu et al. 2009), and they used the Genetic Algorithm
(GA). However, the classic GA limits the scope of optimization problems to those for which
the binary representation of individuals in the population is suitable. Modern steganography
and watermarking algorithms use a large number of metaheuristics and different representa-
tions of individuals in a population (binary, integer, real values). This makes the algorithms
more flexible and allows them to solve a wide range of data hiding problems.

In this paper, we present a review of studies on embedding information into digital
images using metaheuristic optimization algorithms. It should be noted that despite the sig-
nificant interest in this topic, a small number of review papers have been published. Abdul

Fig.2 Magic triangle Imperceptibility
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Khalid et al. (2011) explore the application of bio-inspired algorithms as image processing
techniques, but do not consider data hiding issues. Johnvictor et al. (2022) focus on the
application of bio-inspired algorithms to image steganalysis. Soliman et al. (2014) include
in the review only medical image watermarking schemes using metaheuristic optimization.
Akay and Karaboga (2015) include several image and video watermarking schemes in an
overview of the applications of the Artificial Bee Colony (ABC) algorithm. Huang et al.
(2015) list a number of watermarking algorithms based on metaheuristics. Hanizan et al.
(2017) consider several GA based steganography schemes. Singh et al. (2021a) and (2023)
discuss some metaheuristic-based watermarking algorithms in their reviews of watermark-
ing techniques; however they also do not discuss steganography schemes. Kapadia and
Nithyanandam (2022) include only reversible data hiding schemes in the review.
Therefore, the main contribution of our study is as follows:

e We present an extensive research overview in the field of image steganography and
watermarking using metaheuristic optimization over the past 6 years (2017-2022);

e We propose three levels of classification of studies in the field of image data hiding
using metaheuristic optimization: embedding purpose level, optimization purpose level
and metaheuristics level;

e We analyze optimization problems that are relevant to embedding information into dig-
ital images and show which of the metaheuristics are most often used to solve them;

e We formulate the problems of the subject area and indicate promising directions for
further research.

The rest of the paper is organized as follows. In Sect. 2, we describe the background of
our research. In Sect. 3, we present an overview of image data hiding schemes based on
metaheuristic optimization, including steganography and watermarking ones. Section 4
contains a discussion of the review results, including an analysis of current trends and
promising research directions. Section 5 summarizes our study.

2 Background

This section contains the background of our research. Here we provide basic information
about image data hiding and key performance indicators of embedding. We also describe
the basic concepts of metaheuristic optimization and provide a brief overview of the
metaheuristics that different authors use in their data hiding schemes.

2.1 Data hiding in digital images
2.1.1 The general scheme

Data hiding is one of the information security areas. It consists in embedding additional
information into some digital objects, in particular, images. As a result, such informa-
tion becomes a part of the original image. The general scheme of this process is shown
in Fig. 3. Data hiding methods are divided into steganography methods and digital water-
marking methods depending on the embedding purpose.

Steganography techniques aim to ensure the confidentiality of embedded information.
To do this, a secret message is imperceptibly embedded in the image. The presence of an
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Fig.3 The general scheme of image data hiding

attachment is not known to a third party, so an image with embedded information can be
safely stored and transmitted over open communication channels. An efficient steganogra-
phy scheme provides high embedding invisibility, due to which an attacker cannot detect a
secret message.

Digital watermarking techniques are used to protect a cover image itself. A watermark is
usually a logo or some information about an author of a digital object. Watermarking pro-
vides image authentication and the ability to verify copyright. Since many digital images
are subject to various attacks, such as JPEG compression, many watermarking schemes
provide for robust embedding to achieve a high level of security. In most cases, watermark-
ing is done in an invisible way, but sometimes visible watermarks are used.

Steganography and watermarking methods are divided into spatial domain methods and
frequency domain methods. Embedding information into the spatial domain of images con-
sists in changing image pixels depending on information bits. Spatial domain schemes usu-
ally have a low level of robustness and are mainly used to solve steganography problems.
Known methods include Least Significant Bit (LSB) (Muhammad et al. 2017; Zakaria
et al. 2018), Quantization Index Modulation (QIM) (Chen and Wornell 2001; Zhang et al.
2018), Pixel Value Difference (PVD) (Pradhan et al. 2018; Ganguly et al. 2020), Histogram
Shifting (HS) (Li and Li 2017; Ying et al. 2019), and others.

Frequency domain methods embed information in the frequency coefficients of images.
Performing a frequency transform increases the computational complexity of the embed-
ding scheme, but frequency domain embedding usually provides a higher level of robust-
ness than spatial domain embedding. Most robust watermarking schemes work with the
frequency domain of images. Such schemes can be based on the Discrete Wavelet Trans-
form (DWT) (Liu et al. 2018; Chauhan et al. 2019) and other types of wavelet transforms,
for example, the Integer Wavelet Transform (IWT) (Nazari and Mehrabian 2021; Zhang
et al. 2020), on the Discrete Cosine Transform (DCT) (Ariatmanto and Ernawan 2020;
Roy and Pal 2017), etc. Some authors propose hybrid schemes that combine several fre-
quency transformations at once to form a hiding space (Hasan et al. 2021; Abdulrahman
and Ozturk 2019). In many schemes, the authors apply Singular Value Decomposition
(SVD) to the resulting array of frequency coefficients and use singular values for embed-
ding to increase efficiency (Singh and Singh 2017; Anand and Singh 2020). A common
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embedding operation is a linear combination of the original image elements and the water-
mark according to the formula

I'=T+SFxW, (D

where I is an original image, I’ is a watermarked image, SF is a scaling factor, * is a some
linear operation, and W is a watermark. The scaling factor SF is also called the embedding
strength. It affects the embedding robustness and the distortion level of the watermarked
image. Increasing SF value increases the resistance of the watermark to various attacks, but
worsens the embedding imperceptibility and vice versa. A parameter with a similar mean-
ing is often used in watermarking schemes that use other embedding operations.

2.1.2 The key performance indicators

The key performance indicators of embedding additional information into digital images
are imperceptibility, capacity, and robustness. The use of various optimization techniques
in data hiding schemes is usually aimed at achieving the best values for one or more of
these criteria.

Imperceptibility characterizes the visual quality of images with embedded information.
The human eye is not very sensitive to small changes in pixel intensity, but it is able to
distinguish more significant distortions. The high embedding imperceptibility means that
the distortion caused by the embedding is not visible and does not affect the viewer’s per-
ception of the image. The main metrics of the imperceptibility are the Mean Squared Error
(MSE), the Root Mean Square Error (RMSE), the Peak Signal-to-Noise Ratio (PSNR), and
the Structural Similarity Index Measure (SSIM) (Kadhim et al. 2019).

The MSE metric evaluates the differences between two images and is calculated using
the following formula:

mxn

MSE(LI') = m+<n 3 (r-1). )
i=1

where m and n are width and height of an original image, /; is an original image pixel
value, Il.’ is a stego or watermarked image pixel value. The RMSE metric is as follows:

RMSE(L,I') = \/MSE(LI"). 3)

Low MSE and RMSE values indicate a similarity of images before and after embedding.

PSNR is the most common metric for assessing the invisibility of information embed-
ding. The PSNR value is measured in decibels (dB). High values of the PSNR metric mean a
high level of similarity between two images. PSNR = 30 dB is the lower limit of acceptable
embedding quality (Cheddad et al. 2010). The following formula is used to calculate PSNR:

1 2552
PSNR(I,I ) =10x loglo m . (4)

The SSIM metric is also quite widely used to assess the embedding invisibility. Some
researchers show that SSIM more accurately characterizes the visual differences between
two images (Setiadi 2021), but this metric is less common than PSNR for studies on data
hiding. SSIM is calculated using the formula
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(2ucus + K,) X (2005 + K
(12 + 12+ K) x (2 +02+K,)

SSIM(1,I') = )

where pu.- is a mean pixels value of a cover image, ug is a mean pixels value of a stego
image, aé is a variance of cover image pixel values, a§ is a variance of pixel values of stego
image, o is a covariance of both images, K, and K, are constants.

Steganography schemes are characterized not only by visual invisibility, but also by sta-
tistical one, which means resistance to steganalysis. There are many different steganalysis
methods. In the simplest case, differences between histograms of a cover image and a stego
image are analyzed, or individual statistical indicators are investigated (Fridrich et al. 2001;
Andriotis et al. 2013). More complex schemes use classifiers and neural networks to extract
and analyze features (Singhal and Bedi 2021; Shojae Chaeikar and Ahmadi 2019). A steg-
anography algorithm is considered resistant to stegoanalysis if the stegoanalyzer fails to
detect the presence of embedded data in a stego image with accuracy better than random
guessing. The most common methods of steganalysis are the following:

e Histogram analysis evaluates visual similarity between distributions of pixel values of a
cover image and a stego image;

e The Regular-Singular (RS) steganalysis divides stego image pixel values into groups
and determines the presence of a secret message by ratios in regular and singular
groups;

e The chi-square test compares frequency distribution in a stego image with some sample
distribution;

e The Kullback—Leibler (KL) divergence measures the distances between probability dis-
tributions and evaluates similarity of two images in steganalysis schemes;

e The sample pair analysis estimates message length after LSB embedding based on rela-
tionships among multi-sets pair;

e The feature-based steganalysis is a class of steganalysis schemes based on machine
learning methods that analyze an extensive set of features.

Capacity indicates how much information is hidden in a digital image. Capacity can be
expressed in absolute terms, such as the number of embedded bits, pixels, or characters, or
in relative terms. The ratio of the total number of embedded bits to the image size in pixels
is commonly used to estimate capacity and is measured in bits per pixel (bpp):

B

EC= ,
mxn ©)

where B is the total number of embedded bits.

Robustness refers to the stability of information extracting. In an ideal scenario, embed-
ded information is extracted from the image without any errors, i.e. the extracted data
is exactly the same as the original data. However, in practice, the number of incorrectly
extracted bits is affected by various factors, such as rounding errors or post-processing of
a stego image or watermarked one. Various post-processing operations such as JPEG com-
pression, cropping, rotation, etc. are called attacks in the context of watermarking. Some
authors use robustness benchmarks, such as StirMark (Petitcolas et al. 1998; Petitcolas
2000) or Checkmark (Pereira et al. 2001). StirMark 4.0 is the most well-known tool to
benchmark watermarking algorithms. It simulates many common attacks to image water-
marking algorithms. Typical tests (Petitcolas and Fates 2004) are:
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e Signal processing tests which typically apply transformation to the image but to not
change its size (no resampling required);

e Geometric transformations which require the use of resampling algorithm as they
change the size of the picture;

e Special transforms which basically include any other test not falling in the previous cat-
egories.

Checkmark is another solution to test the robustness and it includes attacks which take into
account powerful prior information about the watermark and the watermarking algorithms.

An embedding algorithm is robust if it demonstrates the resistance to some number of
attacks. Most authors use Bit Error Rate (BER), Bit Correct Rate (BCR), Normalized Cor-
relation (NC), and Normalized Cross-Correlation (NCC) metrics to assess robustness. BER
shows the ratio of a number of incorrectly extracted bits to a total size of the embedded
data. BER can range from O to 1, where O means no extraction errors. This metric is calcu-
lated by the formula:

Be
BER = B @)

where B, is a number of error bits. The BCR metric shows the ratio of correctly extracted
bits to the total size of embedded data and is expressed by the following formula:

B.
BCR = EL = 1—- BER, (8)

where B, is a number of correct bits.

Digital images are often used as embedded information. For example, many watermark-
ing schemes use a logo as a watermark. NC and NCC metric show the correlation between
the original image (secret message or watermark) and the extracted image. They can range
from O to 1, where 1 means two images match exactly. NC is calculated using the formula:

XL X (W) X W y)
Z:lzl Z;le (W(x, y)z)

where W is an original image (secret message or watermark), and W’ is an extracted image.
NCC is calculated using the formula:

YT (W) x Wx.y)
NCC = . (10)

VI i (W) L, T (W)

In some studies, the authors use the Correlation Coefficient (CC):

NC

, (€))

S E (Ween = W) x (Weey - W)

= \/Z:’Ll 2 <<W(x,y)—W)2>\/Z;n=1 hI- <<W/(x7y)—W)2>’ 11)

where W and W’ are the mean of values in W and W, respectively.

cc
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2.2 Metaheuristic optimization
2.2.1 The general scheme of metaheuristic optimization

Optimization chooses the best solution from a set of options under certain constraints.
However, in some problems solution space of the problem is infinite or it is too large for
assessment of all the solutions (Akyol and Alatas 2017). Metaheuristic optimization is a
class of optimization algorithms that finds solutions to such problems in a reasonable time
using a directed search mechanism. Metaheuristic algorithms or metaheuristics are not
guaranteed to find an optimal solution, but choosing a solution that is close to optimal is
a good compromise between optimization quality and computational complexity in many
problems.

The general scheme of metaheuristic optimization is illustrated in Fig. 4. The optimiza-
tion process can be divided into an initial phase and a solution search phase. At the ini-
tial phase, an initial set of solutions, called the population, is formed. The initial popula-
tion is usually generated randomly. The number of individuals in the population and its

Fig.4 The general scheme of
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Evaluate the objective
function of each
individual

INITIAL PHASE

ey preececccccccccccccns
cccsccsscsccsccssns

-------------.¢-------------.‘

Update individuals
according to specific
metaheuristic

v

Evaluate the objective
function of each
individual

Y

SEARCH PHASE

Is stop criterion
reached?
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dimension is determined by the optimization parameters and depends on each specific task.
For each individual of the population, the calculation of the objective function, also called
the fitness function, is performed. Next, the search for the optimization problem solution
is performed. This is an iterative process that repeats until a certain stopping condition is
reached. Such a condition can be the achievement of a certain number of generations or
objective function estimates, as well as the achievement of a certain value of the objective
function. The optimization process changes the individuals of a population according to the
rules of a specific metaheuristic algorithm in order to get closer to the best solution. There
are exploration and exploitation phases of the search. Exploration expands the scope of
the search to explore new areas while exploitation focuses on discovered promising areas
(Hussain et al. 2019). The objective function is estimated for the modified individuals of
the population at each generation, and usually individuals with better objective function
values form a new generation of solutions. Finally, the individual of the population corre-
sponding to the best value of the objective function becomes the solution of the optimiza-
tion problem.

It is worth noting that single-objective optimization problems are solved in most data
hiding schemes based on metaheuristics. The target of single-objective optimization is to
find the best solution that corresponds to either minimum or maximum value of a single
objective function (Halim et al. 2021). However, metaheuristic optimization can also be
used to solve multi-objective optimization problems.

2.2.2 Brief overview of metaheuristics

There are many different metaheuristics (Fan et al. 2020; Azad et al. 2020; Stegherr et al.
2022). In this subsection, we provide a brief overview of the metaheuristics that authors
of data hiding scheme use to solve various optimization problems. Their classification is
shown in Fig. 5.

Metaheuristics

Nature-based Human-based Math-based

Tas
& 86
Evolution-based Others

A | WYy

Swarm-based

W GF

Fig.5 Classification of metaheuristics
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Most metaheuristics are inspired by various natural phenomena. For example, in data
hiding schemes, Genetic Algorithm (GA) (Deb 2000) and Differential Evolution (DE)
(Storn and Price 1997) are often used, which are inspired by evolutionary processes
and natural selection. Principles similar to GA are used in Genetic Programming (GP)
(Koza 1994), which finds a computer program of unspecified size and shape to solve or
approximately solve a problem.

Swarm-based algorithms are inspired by the group behavior (swarm intelligence) of
individuals in nature. This class of algorithms is most common for solving various data
hiding problems. The most commonly used algorithm is Particle Swarm Optimization
(PSO) (Trelea 2003), which is inspired by the behavior of flocks of birds in nature. Com-
petitive Swarm Optimizer (CSO) (Cheng and Jin 2015) is similar to PSO but uses a pair-
wise competition mechanism during optimization. Artificial Bee Colony (ABC) (Karaboga
and Basturk 2007) is based on the intelligent behavior of honey bee swarm. Firefly Algo-
rithm (FA) (Yang 2010) is inspired by the flashing lights of fireflies in nature. Ant Colony
Optimization (ACO) (Dorigo et al. 2006) takes inspiration from the foraging behavior of
some ant species. The main inspiration of Harris Hawks Optimization (HHO) (Heidari
et al. 2019) is the cooperative behavior and chasing style of Harris’ hawks in nature called
surprise pounce. Grey Wolf Optimizer (GWO) (Mirjalili et al. 2014) algorithm mimics the
leadership hierarchy and hunting mechanism of grey wolves in nature. Whale Optimiza-
tion Algorithm (WOA) (Mirjalili and Lewis 2016) mimics the social behavior of hump-
back whales. Fruit fly Optimization Algorithm (FOA) (Pan 2012) is based on the food
finding behavior of the fruit fly. Cuckoo Search (CS) (Gandomi et al. 2013) is based on
the obligate brood parasitic behavior of some cuckoo species. Bat Algorithm (BA) (Yang
and Gandomi 2012) is based on the echolocation behavior of bats. Artificial Immune Sys-
tem (AILS) (Alonso et al. 2015) is based on the manner in which immune systems respond
to perceived threats to the system. Monarch Butterfly Optimization (MBO) (Wang et al.
2018a) simulates the migration behavior of monarch butterflies in nature. Elephant Herd-
ing Optimization (EHO) (Wang et al. 2016) algorithm is inspired by the social skills and
structural independence of the elephants in herds. The main inspiration of Salp Swarm
Algorithm (SSA) (Mirjalili et al. 2017) is the swarming behavior of salps when navigat-
ing and foraging in oceans. Bacterial Foraging Optimization Algorithm (BFOA) (Das et al.
2009) is inspired by the social foraging behavior of Escherichia coli. Dragonfly Algorithm
(DA) (Mirjalili 2016a) is inspired by the static and dynamic swarming behaviors of drag-
onflies in nature. Grasshopper Optimisation Algorithm (GOA) (Saremi et al. 2017) mimics
the behavior of grasshopper swarms in nature. Slime Mould Algorithm (SMA) (Li et al.
2020) is aroused by the diffusion and foraging conduct of slime mould. Dipper Throated
Optimization (DTO) (Takieldeen et al. 2022) algorithm is inspired by the dipper throated
bird. Manta Ray Foraging Optimization (MRFO) (Zhao et al. 2020) is based on intelligent
behaviors of manta rays. Shark Smell Optimization (SSO) (Abedinia et al. 2016) is based
on the ability of shark, as a superior hunter in the nature, for finding prey. Antlion Optimi-
zation (ALO) (Mirjalili 2015) mimics the hunting mechanism of antlions in nature. Beetle
Swarm Optimisation (BSO) (Chen et al. 2018) is based the foraging principle of the beetle.

Some nature-inspired algorithms are based on natural phenomena that cannot be
attributed to imitation of the evolutionary process or examples of swarm intelligence.
For example, Invasive Weed Optimization (IWO) (Mehrabian and Lucas 2006) mimic
robustness, adaptation and randomness of colonizing weeds. The inspiration for the
Sunflower Optimization Algorithm (SFO) (Gomes et al. 2019) comes from sunflowers’
motion to capture solar radiation.
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Some metaheuristics are inspired by the behavior of individuals and social groups. For
example, Seeker Optimization Algorithm (SOA) (Dai et al. 2009) is based on the con-
cept of simulating the act of human searching. Imperialist Competitive Algorithm (ICA)
(Lin et al. 2012) is inspired by human’s socio-political evolution. Cohort Intelligence (CI)
(Kulkarni et al. 2016) is inspired by the candidates’ self supervised learning behavior in a
cohort. Teaching—Learning-Based Optimization (TLBO) (Rao et al. 2011) is inspired by
teaching—learning process. Social Group Optimization (SGO) (Satapathy and Naik 2016) is
inspired from the concept of social behavior of human toward solving a complex problem.

Some of the metaheuristic optimization algorithms do not have any prototype in the real
world and are based on some mathematical concepts. For example, Bayesian Optimization
Algorithm (BOA) (Pelikan et al. 2002) is based on constructing, learning, and sampling
of Bayesian probabilistic networks. The Jaya (Venkata Rao 2016) algorithm is based on
the general idea of heuristic search and is distinguished by the absence of configurable
parameters. Sine Cosine Algorithm (SCA) (Mirjalili 2016b) is based on sine and cosine
mathematical functions. Archimedes Optimization Algorithm (AOA) (Hashim et al. 2021)
is devised with inspirations from Archimedes’ Principle. Stochastic Fractal Search (SFS)
(Salimi 2015) uses a mathematic concept called the fractal.

3 Overview of data hiding schemes based on metaheuristic
optimization

3.1 Classification

In this paper, we present an overview of data hiding schemes based on metaheuristic opti-
mization over the past 6 years. We considered 147 studies published from 2017 to 2022.
We included “Article” type publications from peer-reviewed scientific journals such as
“Multimedia Tools and Applications”, “IEEE Access”, “Future Generation Computer Sys-
tems”, “Optik”, “Expert Systems with Applications”, and others. The research includes
publications from Springer (69 studies), Elsevier (31 studies), IEEE (14 studies), MDPI
(8 studies), Taylor & Francis (3 studies), and other publishers. The distribution of publica-
tions by year is as follows: 2017—12 studies; 2018—19 studies; 2019—18 studies; 2020—
24 studies; 2021—31 studies; 2022—43 studies.
We propose the following classification of the considered studies (Fig. 6):

(1) The first level of classification is related to the purpose of information embedding. We
separately analyze steganography methods and digital watermarking methods.

(2) The second level of classification is related to the purpose of applying metaheuristic
optimization. Our research shows that optimization goals depend significantly on the
embedding goal. In the case of steganography, the authors use metaheuristics to find
the optimal arrangement of information bits in the cover image. In the field of image
watermarking, the most common problem is choosing the optimal scaling factor. We
also separately consider studies whose authors solve other problems using metaheuris-
tics.

(3) The third level of classification is the level of metaheuristics. We group the considered
studies according to the frequency of using metaheuristics within the first and second
level classification.
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Level 1

Embedding
purpose

purpose

Metaheuristics
based data hiding

Steganography

Watermarking

Bit arrangement
optimization

Others

Scaling factor
optimization

Level 2
Optimization

PSO ABC GA FA

Level 3

Metaheuristics

DE GWO Others

Fig.6 Classification of reviewed studies

We note the embedding domain, features of data hiding schemes, and embedding per-
formance indicators in research analysis. We also indicate the objective function if it is
described in the relevant study.

3.2 Image steganography schemes based on metaheuristics

In this subsection, we discuss the use of metaheuristic optimization to improve the effi-
ciency of steganographic embedding of information into digital images.

3.2.1 Bit arrangement optimization

The efficiency of steganography schemes significantly depends on the message bit loca-
tion in the image pixels or in the frequency coefficients. Embedding additional data in
some elements can lead to more noticeable distortion of the stego image than in others.
Metaheuristic optimization is a good solution to the problem of finding the best arrange-
ment of message bits within a cover image.

An illustration of this process is shown in Fig. 7. It shows a schematic representation
of an image pixel block. White “pixels” are not used for embedding information, while
blue “pixels” contain embedded data. A different arrangement of message bits in the pixel
block leads to a different quality of embedding. Note that in this example, the PSNR values
are chosen arbitrarily, they are not related to any particular image and embedding algo-
rithm, but only illustrate a possible relationship between the location of the message bits
in the image block and the invisibility of the embedding. As the figure shows, optimization
allows us to find a better location for the message and significantly improve the embedding
efficiency.
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GENERATION 1
Preecccccccccsscccccccaaagy

GENERATION 2
Preeccccccoccccsccccccaaaagy

reecay

GENERATION N
Preeccccccccccsccccccaaaagy

Fig. 7 Finding the best arrangement of message bits within a cover image block

The PSO algorithm is the most popular among steganography schemes that use
metaheuristics to optimize the position of message bits in the elements of a cover image.
The authors of various studies prefer PSO due to its fast convergence and high efficiency,
despite the problem of choosing optimization parameters. Data hiding schemes in the spa-
tial domain of images usually combine metaheuristics with classic LSB embedding. In this
case, the optimization is aimed at selecting suitable pixels or blocks of pixels for embed-
ding. For example, Shukur and Jabbar (2018) embed secret message bits into optimal
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image elements using LSB substitution. They use PSO to achieve high embedding imper-
ceptibility. Mohsin et al. (2019) use PSO to provide high-capacity embedding in the spatial
domain of images. In particular, metaheuristics are used to find the best embedding starting
point and pixel scan direction. In another study, Mohsin et al. (2021) propose to use LSB
steganography in a blockchain-based system for exchanging medical data between hospi-
tals. PSO is used to find the best bit locations for hiding secret data in host images. The
optimization goal is to achieve the maximum PSNR value. Jaradat et al. (2021) use chaotic
PSO. The optimization goal is also to maximize the PSNR metric value. Li and He (2018)
use PSO to improve the quality of PVD-embedding. Optimization algorithm selects the
ideal pixel gray values among numerous modulus function solutions. The authors propose
to use two different objective functions. One of them ensures the successful embedding and
extraction of the secret information and is calculated using the following formula:

Minimize f = |(g; + ;) mod 21 —b;|+|(g; +g5) mod 2% —b| + (g, +gp) mod 2% — by,

12)
where g, g/, &), & are pixel values of a stego image, #; is a number of embedded secret bits,
and b; is a decimal value of #;. The other objective function chooses the best solution among
the solutions found by the first objective function. PSNR is used as the second objective
function.

Most of the studies belongs to the frequency embedding. In this case, the optimization
process searches for the most suitable frequency coefficients or their blocks for embed-
ding. For example, a scheme for embedding a secret message into the DWT domain is
proposed by Sharma and Batra (2021). The pre-processing stage uses Huffman encoding
to compress data and improve security. Metaheuristic optimization is used to find the best
positions to embed information. Nipanikar et al. (2018) use PSO to hide the speech signal
in the DWT domain of digital images. Speech signal is first converted to sparse represen-
tation and then to binary form. PSO finds suitable embedding positions. The authors use
the cost function to evaluate the fitness of each pixel position. The proposed cost function
depends on the intensity, entropy, and edge of the individual seed points of the chromo-
somes. Mubhuri et al. (2020) present a steganography method that hides information in IWT
coefficients. The authors apply PSO to find the optimal substitution matrix for converting
secret data into their substituted forms. The PSNR metric is used as the objective function.
The proposed scheme embeds information in the k LSBs of the IWT coefficients. An opti-
mal pixel adjustment procedure minimizes the variations in the modified coefficient values
from the original values. Wang and Li (2022) propose an image steganography algorithm
for underwater acoustic communication based on IWT and PSO. The secret information
is generated using the interleaved packing method and then embedded in the transform
coefficients whose positions are found using PSO. The objective function is defined as the
number of bits of the secret data that match the lowest significant bits of the high frequency
coefficients. Jeevitha and Amutha Prabha (2020) propose a solution for the medical data
protection based on steganography. Canny edge detection method implemented to detect
the smooth edges to hide the secret data. The embedding domain is Hidden Markov Tree
(HMT) Contourlet Transform (CT) domain.

GA optimization is also quite widespread in the considered class of image steganog-
raphy schemes. An example of a spatial domain embedding scheme can be found in
(Wazirali et al. 2019). This scheme is based on LSB substitution. GA is used to find
the best sequence of operations in the process of executing a steganographic algorithm,
such as pixel scanning, pixel shifting flipping secret bits, and others. This scheme pro-
vides the optimal arrangement of the secret message bits in the cover image. The PSNR
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metric is used as an objective function. Wang et al. (2017) propose a reversible data hid-
ing scheme in the spatial domain based on the HS technique. GA is employed to search
the nearly optimal zero and peak bins. The fitness function is the difference between the
possible maximal distortion for the given HS-based multiple embedding in one gen-
eration and the current distortion. Zhang et al. (2022) also propose a reversible scheme
based on the HS technique. K-means clustering is used for contrast enhancement was
employed to generate seven sharply-distributed clusters. GA is used to adaptively search
for the optimal embedding points for each clustering. The objective function matches
the embedding distortion of each chromosome. Vazquez et al. (2022) proposes a data
hiding scheme that does not involve direct embedding and uses one-to-one correspond-
ence between the bits that make up the secret image and the host pixels. The extraction
step requires a seed value for the initial population of the GA search. The objective
function shows the number of bits for which a one-to-one correspondence is established
between the secret image and the cover image.

A number of studies are devoted to frequency domain embedding using GA opti-
mization. Biswas and Bandyapadhay (2020) use GA when embedding information into
the DCT domain of digital images using the LSB method. GA optimization increases
the robustness of the algorithm and allows it to withstand any rigorous testing and
brutal attack. The insertion position value is used as the fitness function. Sabeti and
Aghabagheri (2022) propose an embedding scheme for JPEG images based on variant
embedding rate for all non-zero DCT coefficients. GA finds the best embedding loca-
tions and maximizes PSNR during optimization. Almawgani et al. (2022) embed infor-
mation into the DWT domain. GA is used to find the optimal mapping function for each
block in the image. PSNR 1is used as a fitness function. The secret message is encoded
and compressed using the Lempel-Ziv—Welch (LZW) algorithm to increase the embed-
ding capacity. The embedding is done using the LSB method and the optimal pixel
adjustment process reduces the embedding error between the cover image and the stego
image. Sabeti et al. (2022) use the edge intensity criterion to select appropriate DWT or
IWT coefficients for embedding and obtain the highest PSNR value. Uma Maheswari
and Jude Hemanth (2017) choose Fresnelet Transform (FT) or CT to create a hiding
space. They explain this choice by the ability of these transformations to provide higher
capacity and security. Metaheuristics are used to find the best coefficients for embed-
ding. In particular, the authors evaluate the performance of GA and PSO. The PSNR
metric is an objective function. Jude Hemanth et al. (2018) apply a modified version
of GA to find the optimal frequency coefficients of FT or Discrete Ripplet Transform
(DRT) for data hiding. Hossain et al. (2022) use the Ballot Transform (BaT) to trans-
form non-overlapping groups of pixels into an integer polynomial sequence in coeffi-
cient form. The motivation for choosing BaT to form the hiding space is to increase the
speed of the embedding algorithm. GA is used to find the embedding positions of the
secret message bits in the coefficients obtained after the transformation. The optimiza-
tion aims to maximize the PSNR value.

Some researchers use FA optimization. For example, a matrix XOR encoding steg-
anography technique is proposed by Khari et al. (2020). Adaptive FA is used to optimize
the selection of cover blocks within the image. A reversible steganography algorithm
based on Fractional Fourier Transform (FrFT) is presented by Amsaveni and Bharathi
(2021). The authors solve the problem of finding the best positions for HS technique
embedding using FA. The objective function is as follows:
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Minimize f = Ax (1 - SSIM(I,1")) + (1 — 2) X BER, (13)

where 4 is the weighting constant.

There are examples of the application of another swarm-based metaheuristics. Khan
(2018) uses ACO to detect complex region of cover image to embed information in the spatial
domain using the LSB method. The study compare 4 versions of the algorithm using different
function: Flat, Gaussian, Sine and Wave function. In another study, Khan et al. (2020) propose
a double asymmetric data hiding technique based on ACO. Sharma et al. (2022a) use the Huf-
man encoding algorithm to convert the secret information into a bitstream, which is further
embedded in the frequency domain of images. A hybrid metaheuristic optimization scheme
combining FA and ACO is applied to select the best embedding positions.

Walia et al. (2018) improve the performance of LSB steganography by using CS optimiza-
tion and maximizing the PSNR value. As a result, an optimal stego key is obtained, which
determines the order of permutation within the cover image, the scanning direction, and bit
replacement parameters. Gurunathan and Rajagopalan (2020) propose an algorithm combin-
ing steganographic embedding and JPEG compression. The CS algorithm is used for search-
ing an optimal substitution matrix for LSB embedding in the domain of quantized DCT coef-
ficients. The standard PSNR metric is also used as the objective function.

Sarmah and Kulkarni (2018) propose a steganography scheme for compressed JPEG
images based on human-based metaheuristic. The scheme hides the secret message bits in
the quantized DCT coefficients. The CI optimization algorithm is used to identify the optimal
substitution matrix. The PSNR metric is used as the objective function. In another study, Sar-
mah and Kulkarni (2019) propose an improved CI to reduce the computational complexity of
the optimization process.

Weng et al. (2022) propose a reversible data hiding scheme for JPEG images with multi-
ple two-dimensional histograms. Metaheuristic optimization is used to find the optimal com-
plexity threshold and two-dimensional histogram mapping for each selected two-dimensional
histogram. The authors combine PSO and DE to reduce the computational complexity of the
algorithm. Wang et al. (2022) propose an algorithm that not only hides data in digital images,
but also turn ordinary samples into adversarial samples. Information embedding is performed
using the LSB method. The boundary position DE metaheuristic algorithm proposed by the
authors is used to select the effective embedding region with adversarial effect. The authors
note that the optimization algorithm is distinguished by its simplicity and efficiency, combined
with fast convergence.

Other metaheuristics are less popular for this class of steganography algorithms. For exam-
ple, Banharnsakun (2018) uses ABC to optimize the block assignment for a secret image
embedding. The evaluation of the objective function consists in calculating the MSE metric.
The study demonstrates that the algorithm resists some noise attacks better than similar steg-
anography schemes. Ding et al. (2020) propose an image steganography scheme based on
evolutionary multi-objective optimization for implementation in the Internet of Things (IoT)
using mobile edge computing. This scheme uses AIS-based optimization and the Pareto opti-
mal method to search perturbation locations on the cover image. A high-pass filters bank is
used to preprocess the cover image to form the candidate locations of the perturbation. The
fitness function is

1

Maximize | = 1= Ssia+ kL

(14)
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where KL is a KL divergence. Hassaballah et al. (2021) propose to use the HHO algorithm
to improve the efficiency of LSB embedding for industrial IoT applications. The HHO
algorithm is used to select the most appropriate image pixels that can be used to hide the
secret data bits in the IWT coefficients. The proposed method converts secret data into
an encoded form based on optimal encoding vectors created by the HHO algorithm. The
optimal pixel adjustment process is used to improve the visual quality of stego images.
Hameed et al. (2022) also combine LSB and HHO. The optimization is aimed at finding
the encoding vector to convert the secret message to its encoded form. The encoded form
corresponds to the best position of the message in the cover image. The HHO based data
encoding operation uses the PSNR metric as an objective function. Molaei and Ebrahimza-
deh (2019) use BOA to find the optimal mapping vector for optimum embedding of infor-
mation into the low-order bits of the host image using modulus function. The authors use
a composite objective function consisting of the sum of squared errors and the average
SSIM value between images before and after embedding. Ambika et al. (2019) propose
to increase the security of steganography in the DWT domain by separately encrypting
each bit plane of the secret image. ‘R’ component is encrypted by Blowfish algorithm;
‘G’ component is encrypted using advanced encryption standard, and ‘B’ component is
encrypted using signcryption algorithm. Multiobjective WOA is used to select the ele-
ments of the cover image that are most suitable for hiding information. The objective func-
tion maximizes the PSNR value. In another study, Ambika and Biradar (2020) propose a
scheme combining EHO and MBO to protect the confidentiality of information transmitted
over communication channels. Metaheuristic optimization solves the problem of choosing
suitable image elements for embedding. The fitness function depends on the cost func-
tion, which calculates the edge, entropy, and intensity of the pixel. Ambika et al. (2022)
use GWO to find the best pixel positions of the cover image when embedding a secret
image into an IWT domain. The secret image is encrypted using the signcryption algo-
rithm before embedding. Roselin Kiruba and Sree Sharmila (2021) use a hybrid of FOA
and SOA called the fruit fly optimization hybridized improved seeker algorithm to find
optimal locations for hiding data in the spatial domain. The embedding scheme hides the
secret message in the LSBs of the respective quantized DCT coefficients. Ben Ali (2019)
proposes a novel nature-inspired Smell Bees Optimization Algorithm (SBOA) that strongly
mimics the behavior of the honey bees olfactory perception, as well as a scheme for
embedding information into the spatial domain of images based on a new metaheuristic.
The objective function is the MSE between the cover image and the stego image. Eshmawi
et al. (2022) use CSO for better message localization. The optimization aims to maximize
the PSNR value.

A summary of each of the reviewed studies, including key performance indicator val-
ues, are presented in Table 1. In the “Performance indicators” column, we show the values
of the main quality metrics and brief information about robustness and resistance to stega-
nalysis. We use data that have been experimentally evaluated by the authors of relevant
studies. Note that robust schemes can provide resistance to a large number of attacks, so in
this study we use three levels of robustness or the name of the benchmark (if available) to
avoid excessive increase in the size of the paper. A low level of robustness corresponds to
resistance to no more than 5 types of attacks, a medium robustness level includes from 6 to
10 types of attacks, and a high robustness level includes 11 or more types of attacks. We do
not separately consider attacks that belong to the same type, but have different parameters,
for example, JPEG compression with different quality factors. We also provide NC, NCC,
CC, BER, and BCR values under attacks. We indicate the capacity calculated by formula
(6) for comparison of different studies. If the authors of the relevant study provide only the
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cover size or only the message size, the capacity is not specified. “CLR” indicates a color
cover image, and “GS” indicates a grayscale cover image.

3.2.2 Other optimization purposes

This subsection provides an overview of steganography schemes in which metaheuristic
optimization is used to solve problems other than the choice of message bit placement. For
example, Karakus and Avci (2020) use an improved pixel similarity-based LSB method
using GA optimization to embed doctors’ comments in medical images. Parameters to be
optimized by using GA in this study are navigating window size, navigating window direc-
tion, layer selection, bit planes detection, normalization coefficient, secret bit direction
value, bit planes direction value, secret bit pole value, and threshold value. The PSNR met-
ric is used as an objective function. Reshma et al. (2022) propose a steganography scheme
based on the pixel prediction approach. The support vector neural network classifier is used
to identify suitable pixels. The authors apply GA to set the neural network, and the opti-
mization task is to minimize the error. The CT coefficients are used to embed informa-
tion. Alsalhi (2019) presents a quantum steganography scheme based on adaptive neural
networks. A modified version of PSO is involved in the neural network training process.
Kasana et al. (2017) hide secret information in the LWT domain of digital images after
pre-scrambling by Arnold transform. The authors apply GA to find the optimal scaling fac-
tor. The objective function is calculated by the formula:

Maximize f = PSNR(I,I') + NC(W, W'). (15)

Pandey (2020) uses steganography in a scheme for the secure transmission of medi-
cal data. First, confidential information is encrypted using a new algorithm based on a bit
mask oriented GA. The protected data is then embedded into the DWT domain of medical
images. Du and Yin (2022) propose a reversible scheme for embedding data into JPEG
images. Unlike most research in the field of image data hiding, in this scheme, the embed-
ding is done directly into the bitstream. GA optimization is aimed at reducing the size of a
stego file.

Some authors use metaheuristics for the rate allocation. A scheme for reversible data
hiding based on multiple histograms modification is presented by Wang et al. (2020). The
authors use GA for the rate allocation among multiple histograms to minimize distor-
tions. Prabha and Jagadeeswari (2020) solve a similar optimization problem. The authors
describe a scheme for reversible information embedding into images that are compressed
using vector quantization and side match vector quantization. The hybrid embedding
domain combines DCT and Burrows Wheeler Transform (BWT). The enhanced ICA opti-
mization algorithm is used to signify the embedding rate of each region in a cover image
by choosing a threshold value. Contrast sensitive function is used as a fitness function.
Tang et al. (2022) propose an adaptive steganography technique based on edge detection
and matrix coding. Edge detection is based on fuzzy logic. GA is used to optimize the
number of secret bits depending on the size of the message, the number of edge regions,
and the sensitivity of the human eye to changing RGB components. The optimization aims
to minimize the difference between the embedding capacity and the secret message size.
Mehbodniya et al. (2022) propose a reversible embedding scheme based on the difference
expansion method using multilevel thresholding. The authors divide the cover image pix-
els into several classes using SMA and then embed the data into the pixels of each class
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using difference expansion. Increasing the correlation between pixels of each class is used
to increase the capacity and reduce the distortion level of the stego image.

In some schemes, metaheuristics are used to form the hiding space. Pramanik et al.
(2020) propose a steganography scheme for the secure transmission of a user’s secret pass-
words. The scheme combines GA and PSO while embedding information in the coeffi-
cients of the Bi-Orthogonal Wavelet Transform (BOWT). PSO is used to get an enhanced
version of the original cover image. The GA selects the best hidden image among a set of
hidden images which are created after mutation. Jaya Prakash and Mahalakshmi (2022) use
neural networks and AOA to create a mosaic image. The neural network is applied for style
transfer of images and the AOA is used to optimize the tile fitting process. The resulting
mosaic image is used for reversible data hiding based on the LSB method.

Another possible optimization problem is edge detection. Dhawan et al. (2021) propose
an IoT data security solution based on image steganography. SSA is used to localize the
edge and smooth blocks of cover image. Embedding information in areas with different
properties is carried out with different parameters. The authors also use a hybrid fuzzy
neural network to improve the quality of the stego image. The objective function is the
Manhattan distance of 8-neighboring pixels from the center pixel. The maximum value of
the objective function represents the higher chance of edges. In (Dhawan et al. 2022), the
authors propose an embedding scheme in the IWT domain, where SSA is used for edge
detection in a similar way. A deep enhanced stacked auto encoder is used to enhance the
quality of the stego images.

Table 2 provides a summary of the reviewed studies.

3.3 Image watermarking schemes based on metaheuristics

In this subsection, we present an overview of research that uses metaheuristic optimization
to improve the efficiency of embedding watermarks in digital images.

3.3.1 Scaling factor optimization

The efficiency of image watermarking schemes often depends on an optimal embedding
parameter, called the scaling factor or embedding strength factor, which provides a balance
between embedding imperceptibility and robustness. Metaheuristic optimization can find a
suitable value of the scaling factor. In most studies, various attacks affect the watermark in
the optimization process in order to select solutions with increased robustness.

The scheme for finding the best value of the scaling factor using metaheuristic optimi-
zation is shown in Fig. 8. As the figure shows, the minimum value of the scaling factor
provides high embedding imperceptibility, but also leads to low embedding resistance to
attacks. The maximum value of the scaling factor provides high robustness, but the visual
quality of the image is significantly degraded. Optimization allows us to find such a value
of the scaling factor that provides an acceptable level of imperceptibility and robustness
at the same time. To do this, in many schemes, authors combine the imperceptibility and
robustness metrics in the objective function. PSNR or SSIM metrics evaluate the similar-
ity of the original and watermarked images, while NC, NCC, CC, BER or BCR metrics
evaluate the similarity of the original watermark and the extracted watermark after apply-
ing various attacks.

We present an overview of studies in which metaheuristics are used to optimize the
scaling factor or embedding strength factor. In almost all cases, the hiding space is a
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Fig. 8 Scaling factor optimization

frequency domain. We group studies by metaheuristics. The largest number of studies
contains schemes that combine the embedding of a watermark into the DWT domain,
SVD and PSO. For example, Ahmadi et al. (2021a) propose a scheme that combines
robust and fragile watermarks. The robust watermark is embedded into the blue channel
of RGB color space based on DWT, Human Visual System (HVS) and SVD using PSO
optimization. A fragile watermark is embedded into all RGB channels by manipulating
the diagonal singular values for the purpose of authentication. The objective function is
as follows:

N
. 1
Maximize f = SSIM(LI') + 5 % ; NC;(W, W), (16)

where N is a number of attacks. In another study, Ahmadi et al. (2021b) present DWT-
SVD-PSO watermarking scheme. Its feature is implementing HVS as a sum of visual and
edge entropies to select the most suitable embedding block regions. PSO finds the scaling
factor value. The objective function maximizes the robustness for a fixed target value of
PSNR. The objective function is calculated by the formula

N
Maximize f = NC(I,I') + 1%] x " NC,(W,W'). (17)
i=1

In Kumar et al. (2021), the magic square scrambling method is applied to the water-
mark before embedding. After that, the watermark is embedded into the hybrid domain
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of the Fractional Quaternion Wavelet Transform (FrQWT) and SVD. PSO is applied to
optimize the performance of the watermarking scheme, an objective function is defined
as

Maximize f = a X BCR(,I') + f X BCR(W, W!) + y X BCR(W, W3), (18)

where a, f, and y are weighting parameters, W; is an extracted watermark without attack,
and Wé is an extracted watermark after attack. Mohan et al. (2021) also embed the water-
mark in the DWT-SVD domain. Before embedding, the watermark is scrambled by
using a step space-filling curve to improve security. The combination of the PSO and FA
metaheuristics finds the optimal values for the embedding parameters. The objective func-
tion is as follows:

N
Minimize f = o X ————— 1%] XY

PSNR(I ) (19

“~ NC; (W wry’
where «a is a balancing factor. Shen et al. (2021) combine PSO and GWO to effectively
implement adaptive color multi-watermarking embedding. They hide 4 watermarks in the
DWT-SVD domain after pre-transforms such as Arnold transform and gyrator transform.
The hybrid optimization scheme finds the optimal embedding regions and embedding
strengths, and the objective function is calculated using the following formula:

N N,
! J 4
Maximize f = CC I, I + N X Z Z CC W, W (20)

i=1 j=1

where N,, represents the number of watermarks. Another example of DWT-SVD schemes
is presented by Thakkar and Srivastava (2017b). The authors propose the following expres-
sion for the objective function:

CCU,I'y+ CC(W, W)

Maximize f = : > . 21)

In another study, Thakkar and Srivastava (2019) embed watermarks into the Complex
Wavelet Transform (CWT) and SVD domain. The authors use Jaya and PSO algorithms
to improve embedding efficiency. The comparison of the algorithms shows that Jaya is
better for finding the optimal scaling factor. In a later study, Thakkar and Srivastava
(2021) compare the performance of PSO-based image watermarking with and without
Arnold transform applied to the watermark. Experimental results show that a scrambled
watermark is more suitable for robust embedding. The objective function is

N
Maximize f = CCU,I") + 1%{ x ) CC(W.W'). (22)
i=1

A modified version of the multi-objective PSO is proposed by Saxena and Mishra
(2017). The authors note that their algorithm is characterized by increased performance
due to the new leader selection strategy and personal best replacement scheme. They
also investigate the applicability of the proposed algorithm for improving the image
watermarking quality. In the optimization process, it is necessary to simultaneously
maximize CC(I,I") and CC(W, W’). Zheng et al. (2018) propose a new modification of
the PSO algorithm called guided dynamic-PSO. They demonstrate the efficiency of this
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algorithm on the example of embedding watermarks in the DWT-SVD domain. The
objective function is the sum of correlation coefficients:

Maximize f = CC(I,1') + CC(W, W'). (23)

Bansal et al. (2022) combine PSO and fuzzy logic. The watermark is obtained from fuzzy
inference system using luminance sensitivity, edge sensitivity, and contrast sensitivity. The
embedding is done in DWT-SVD coefficients using the scaling factor found by PSO. The
objective function is given below:

N
Maximize f = PSNR(I,I") + a X )" NC,(W, W), (24)
i=0

where i = 0 means no attack, « is a balancing factor. Anand and Singh (2022) use a combi-
nation of Redundant Discrete Wavelet Transform (RDWT) and randomized SVD (RSVD)
to form the watermark hiding space and a combination of PSO and FA to find the optimal
scaling factor.

A number of studies present a combination of several transforms and SVD to form a water-
mark hiding space. Zhou et al. (2019) and Wu et al. (2020) use a set of transformations includ-
ing LWT, DCT, Discrete Fractional Angular Transform (DFAT), and SVD to form the hiding
space. The optimization of the watermark embedding parameters is carried out using PSO,
while the objective function is as follows:

N
Maximize f = [n x PSNR(I,I")| x [1%] Z 1, X CC(W, W’)] , (25)
i=1

where #, and # are the weight coefficients. Kang et al. (2020) propose a robust blind water-
marking scheme combining multi-dimensional PSO, intertwining chaotic map-based
watermark image encryption, and hybrid DWT-DCT-SVD domain. The objective function
is calculated using the following formula:

|2, BER, (W W) |

Maximize f = PSNR(1,I') +41 — ~ X A, (26)

where A is used to adjust the balance of PSNR and BER. A semi-blind image watermark-
ing scheme is proposed by Cheema et al. (2020). It is based on Finite Ridgelet Transform
(FRT), DWT, SVD, and PSO. The scheme hides one pixel of the color watermark in one
pixel of the color image. The objective function is:

N

PSNRU,I') + YN NCC(W, W")

Minimize f = 27

Zhang and Wei (2019) embed watermarks into a hybrid DCT-DWT-SVD domain. The
authors use PSO with the following objective function:
i=1

N
Minimize f = —% X (PSNR(I, I') + Y NCC,(W, W’)>. (28)
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A robust double-encrypted watermarking algorithm based on the Redistributed Invariant
Wavelet Transform (RIDWT) and DCT is proposed by Li et al. (2021). Arnold transform and
FrFT are applied to the watermark before embedding. PSO is used to obtain optimal embed-
ding factors that provide a balance between imperceptibility and robustness. The objective
function is as follows:

N
>N Necw, Wy
(29)
where PSNR ;g (I I ) is the expected PSNR value, and r,, r, are random numbers between
0 and 1. Laxmanika and Singh (2022) apply bi-dimensional empirical mode decomposition
to watermark before singular decomposition to decompose from higher frequency to lower
frequency. PSO is used in the embedding and extracting steps to get the scaling factor
matrix. Awasthi and Srivastava (2022) propose and compare two watermarking schemes:
in the LWT-DCT-SVD hybrid domain and in the DWT-DCT-SVD hybrid domain. The
authors also compare the performance of two metaheuristics for choosing the optimal scal-
ing factor: Jaya and PSO. The objective function is given by the expression

Minimize f = r; X log )PSNR(I, I") = PSNR 0 (1, 1’)) +7, X

1 N ' 1 U
LN cc(w. W'y — LPSNR(LI)

BRI
K

where K is a number of images used. The results of the comparison show that PSO is more
effective in improving robustness, while Jaya provides better embedding imperceptibility.
The choice of DWT or LWT affects the running time of the algorithm. Mahto et al. (2022)
use each color image channel to store additional information. They embed the PAN num-
ber in the DWT domain of the red channel, they embed the account number in the spatial
domain of the green channel, and the blue channel is used to embed the watermark image
into the domain combining LWT, Schur decomposition and the Tensor SVD (TSVD).
Finding the best scaling factor value for watermark embedding is done with a hybrid opti-
mization scheme based on PSO and FA. The objective function has the following form:

1 1 n 1
Minimize f =y X —————+ |- x Y —— |,
inimize f =y PSNRU.T) + ln ; NC,(W, W/)] (31)

Minimize f =

where y is a stabilising factor which balances the quality and robustness effects. In
Mabhto and Singh (2022), a similar principle is followed for other frequency transforms. FA
is used to select the scaling factor.

Some watermarking schemes do not use SVD. For example, Balasamy and Ramakrishnan
(2019) propose an authentication scheme for medical images in which the PSO finds the optimal
weights of each watermarked bit. The DWT domain is used to embed the watermark. Swaraja
et al. (2020) propose a blind dual medical image watermarking framework based on DWT and
Schur Decomposition (SD). The authors use a hybrid scheme that combines metaheuristics
such as PSO and BFO to find optimum threshold parameters. Global exploration is done by
PSO and local exploration done by BFO. The objective function is calculated as follows:

N
_1 ‘ /
+ <1 v ;NCZ(W,W )),

(32)

Minimize f = A |PSNR(L,1') = PSNR e (1.1)

target (
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where A is a coefficient.

A number of studies do not use wavelet transforms when forming the watermark hid-
ing space. An approach for copyright protection of multi-spectral images using PSO and
Kernel Extreme Learning Machine (KELM) is described by Sisaudia and Vishwakarma
(2021). KELM is applied as a non-linear regression model for prediction of DCT coef-
ficients where watermark bits are embedded. PSO is used to optimize the strength of the
embedding of watermark bits in the DCT domain. The objective function is as follows:

N
Y NCC(W, W)

Minimize f = =NCC(LI') + (33)

Cedillo-Hernandez et al. (2021) propose to generate a pseudo-random watermark
using secret keys. The spread spectrum method is used to embed the watermark in
the annular middle frequency region of the DFT coefficients. PSO is used to optimize
embedding parameter values including a strength factor and two radiuses defining the
embedding area. The objective function is as follows:

>V BCR; (W, W')

, (34)
N

Maxixize f = VIF(I,I") +

where the VIF metric measures the imperceptibility between the original image 7 and its
watermarked version I’. The VIF metric is defined as

¥ I( Evz,k.az,k| §Zk )
VIF = k€echannels ) (35)
Y 1(62,1( -EZk |sZ )

ke&channels

where CZ* represents Z elements of the random field, E and G denote the visual signal at
the output of the HVS model from the original and watermarked images respectively. Hsu
and Hu (2020) propose a scheme based on crisscross inter-block Quaternion Discrete Fou-
rier Transform (QDFT). The authors apply PSO to optimize the embedding parameters and
use the following objective function:

N
Minimize f = —F (PSNR(I,I')) x SSIM(1,1') X (e - %{ Z BER(W, W’)), (36)
i=1

where € represents the acceptable upper bound BER value (%), the sigmoid function F is
defined as

1

F(y) = 1o o2

(37
where f indicate the acceptable lower bound of SSIM. Li et al. (2018) propose a water-
marking scheme based on the Quaternion Discrete Cosine Transform (QDCT) and SVD.
They use an encrypted binary computer-generated hologram as a watermark. In this
scheme, the PSO algorithm solves two different problems. First, the authors use PSO when
generating the watermark to improve the reconstructed image quality. The objective func-
tion is the BCR metric. Second, the authors use PSO to optimize the embedding strength
factor. In this case the objective function is:
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10
Maximize f = PSNR(I,I') +2 X | ). (NC(W, W) + BCR(W, W")) | . (38)

i=1

Hsu et al. (2022) form an embedding space using QR Decomposition (QRD). The
authors combine PSO with a super-resolution convolutional neural network to increase effi-
ciency. Metaheuristic optimization aims to find the optimal embedding parameters, while
the neural network improves the visual recognition of extracted watermarks. The objective
function is given below:

Minimize f = min (PSNR(,1')/38,1) x SSIM(1,1")

| © | © (39)
- . Nx (=¥ 1-BER, ).
xN;‘NCCI(W,W)x(N; Z(W,W))

Various researchers use the ABC metaheuristic in watermarking schemes. For exam-
ple, Ansari and Pant (2017, 2018) find optimal embedding parameters in the DWT-SVD
domain using the ABC metaheuristic. The authors explain the choice of this optimization
algorithm by a small number of parameters and fast convergence. The objective function is

N
Maximize f = BCRUI,I') + 1%] x Y BCR,(W.W'). (40)
i=1

Gao and Chen (2021) propose a watermarking scheme in the DWT-SVD domain.
Arnold transformation is applied to randomize the watermark before embedding. Speed-Up
Robust Feature (SURF) and random sample consensus algorithms are used to increase the
robustness of the embedding against geometric attacks. The improved ABC algorithm is
used to optimize the embedding strength. The objective function is as follows:

N

Minimize f = =BCRU,I') + ———————.
>N BCR(W, W)

(41)

Sharma et al. (2019) combine RDWT and SVD with ABC optimization, and the objec-
tive function is as (16). In later work, Sharma et al. (2021d) use ABC to achieve a balance
between imperceptibility and robustness when embedding watermarks in a hybrid LWT-
DCT domain. The objective function is as (40). A DWT-SVD-ABC scheme is presented by
Sharma et al. (2021e). The following objective function is applied to optimize the strength
factor using ABC:

100 1 N

Minimize f = + + .
inimize f PSNRU,I) " BCRU.T) " ¥N R (w. wr) (42)

Another scheme combining wavelet transform, SVD and ABC optimization is pre-
sented by Salehnia and Fathi (2021). The authors suggest using Arnold transform to
encrypt the watermark and LWT to reduce the number of errors when extracting a
watermark. ABC optimization selects three scaling factors. The objective function is
as follows:
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(43)

MaximazeszSNR(I,I')/(l - I
A

> ONC(W, W) )

where N, indicates a number of unintentional attacks. Singh et al. (2021b) use the IWT-
SVD hybrid block transform. The proposed scheme encrypts the watermark using a
pseudo-random key that is adaptively generated from the host image and the watermark.
Blocks with low entropy are selected for embedding using a pseudo-random number gen-
erator. A scaling factor a is chosen adaptively for each image to improve the visual quality
of the embedding. The authors compare the performance of GA, ABC, and FA to optimize
the scaling factor. Experimental results show that GA provides the best embedding quality.
The objective function is calculated as follows:

PSNR(I,I SSIM (1,1 Cor(W,W') x BER(W, W'
Mazimize f = * (): (LI) | (Corl )Z WD 4y

T T (Weey) - W)’
Cor w, W (45)

\/Z LT (Wey2)yJZ Z, (Wi, W)

Lei et al. (2019) use the IWT domain to embed two watermarks. The low frequency
coefficients are used to embed a robust watermark for copyright protection, and the high
frequency coefficients are used to embed a fragile watermark for content authentication.
The objective function combines metrics of imperceptibility, capacity, and robustness
and is calculated as follows:

3% PSNR(I,I') X (1 — EC) X BCR, (W, W')
PSNR(I,T") + (1 — EC) X BCR,,(W.W') + (1 — EC) X PSNR(I.I')’
(46)

Maximize f =

BCR,, (W, W') = a; X BCR; (W, W'), (47)

'MZ

1l
-

L
N 15
where «a is a weighting factor. In Kasana and Kasana (2017), a feature is that singular val-
ues of LWT coefficients of the cover image are utilized to create reference image instead of
embedding the watermark. ABC is used to find an optimal embedding strength, the objec-
tive function is formed as follows:

1
CC(W,W"+CC{, 1)

Minimize f = (48)

Garg and Kishore (2022a) propose a blind scheme that hides the watermark in the
hybrid DWT-DCT domain using ABC. The objective function is

N
+ (1 - 11\/ D NCC(w, W’)>.
i=1
(49)
Abdelhakim et al. (2018) propose a block embedding scheme that embeds water-

marks in the FrFT and SVD domain. The quality threshold-based fitness function evalu-
ates the fitness of each solution according to its rank within the solutions. Ansari et al.

Minimize f = 10 X ‘PSNR(I, I') = PSNR o (1, T')
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(2017) hide watermarks in Slantlet Transform (ST) coefficients. The authors explain the
choice of this transformation by the increased resistance to image processing attacks.
The ABC algorithm is used to achieve the optimal balance between robustness and
imperceptibility. The objective function is calculated as follows:

N
s 20 1
Mll’llleef = PST(II/) + ]T] ZBERl(W, W,) (50)
’ i=1

A watermarking scheme for color images based on DCT and Non-Negative Matrix
Factorization (NNMF) is proposed by Sharma et al. (2022¢). The optimal embedding

strength factor is found using the multi-objective ABC. The set of objective values for
each color channel is described as follows:

Minimize f = ( 100 ! ! ! ! )

PSNR(I, 1) BCR(W, W') BCR,(W, W') BCRy(W,W')  BCRy(W, W')

(G
There are several watermarking schemes that use GA optimization. Sivanantha-
maitrey and Kumar (2022a) combine Stationary Wavelet Transform (SWT), SVD and
GA in their dual watermarking scheme. A grayscale watermark is embedded in the fre-
quency coefficients of the green RGB component of the cover image to provide copy-
right protection. A binary watermark is embedded into the spatial domain of the blue
component of the cover image to localize distortion. The objective function is as (17).
In another paper, Sivananthamaitrey and Kumar (2022b) compare the performance of
GA, IWO, and TLBO for a watermarking scheme in the SWT-SVD domain. The results
show the superiority of the new metaheuristics compared to the classical GA in terms
of embedding robustness, capacity, and running time. Barlaskar et al. (2022) use the
sequential two-stage correction module to provide high robustness. Geometric correc-
tion module improves resistance to geometric attacks and uses a hybrid deep convo-
lution neural network model integrated with support vector regressor. Non-geometric
correction module corrects the watermark embedded region by computing the global
mean, block mean, and variance of the DCT mid-band frequency components of the
watermarked image. GA finds an optimal scaling factor, and the objective function is
the sum of PSNR and the product of NC’' and the weighting factor, where

XL XL WEDX WG

mXn

NC' (52)

and watermark bit is set to 1 if the watermark bit is 1 otherwise it is set to— 1. Kumari
and Mustafi (2022) propose an embedding scheme based on the blind source separation
technique that mixes the original image and the scaled and padded watermark image. The
authors find the optimal coefficients of the mixing matrix using GA and the RMSE metric
as an objective function.

Some researchers use DE optimization. Ali et al. (2020) propose a watermarking
scheme in the spatial domain. In this scheme, DC-coefficients of DCT are computed in
the spatial domain without using a real DCT. The embedding efficiency of the quantiza-
tion-based watermarking is controlled by DE. The objective function is as (49). A simi-
lar objective function is used by Vali et al. (2018). The authors embed the watermark
into the RDWT and SVD domain. The self-adaptive DE algorithm is used to optimize
the scaling factor values. This version of DE saves the user from choosing optimization
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options, since they are configured in an adaptive way. Salimi et al. (2020) use DE twice.
First, DE is used to find suitable locations for watermark blocks and to select optimal
values for alpha-blending coefficients. In this case, the objective function is formed as
follows:

Minimize f = —(k,PSNRUI,I') + kyPSNR(W, W")) + k,, hy +k, h,, (53)

where k; and k, are weight coefficients, and k,; are penalty coefficients, h; values depend
on the ratio of the current PSNR value to an acceptable lower bound for PSNR. Next, DE
is applied again to select the best embedding parameters for the found optimal values. The
objective function is:

Minimize f = —PSNR(I,I") + k, hs. (54)

Cui et al. (2018) embed watermarks into the DWT-SVD domain. However, before doing
frequency transformation, they convert the host image from RGB space to YIQ space, which
is more suitable for HVS. The objective function combines imperceptibility and robustness
metrics:

Maximize f = NCC(I,I') + NCC(W, W'). (55)

A small group of studies is devoted to the combination of GWO and image watermarking.
For example, Pandey et al. (2020) use GWO when embedding a watermark into singular val-
ues of LWT coefficients. The objective function is as follows:

N

100 100 Y [1=Neew, wh). (56)
i=1

+ +
SNR(I,I')  SSIM(I,I")

Minimize [ = P

Hsu and Hu (2021) embed a watermark in the QDCT coefficients. GWO is used to increase
robustness and imperceptibility, and denoising convolutional neural network is used to make
the extracted binary watermark more visually recognizable. The objective function is as
follows:

PSNR(L,I')

Minimi —
inimize f min ( 0

,1> X SSIM(1,I') x (1 — BER(W,W')). (57)

Sharma et al. (2021a) propose a video watermarking technique, but individual frames are
used as cover objects. The hiding space is formed by applying Graph-Based Transform (GBT)
and SVD. The hybrid GWO-GA optimization technique is used to find the main embedding
parameter, while the PSNR metric is considered as a fitness function. Dappuri et al. (2020)
use enhanced GWO in their watermarking algorithm based on SVD in Translation Invariant
Wavelet (TIW) domain. The authors choose TIW as frequency transform for its increased
robustness to image processing operations.

There are several examples of watermarking schemes based on FA optimization. For exam-
ple, Kazemivash and Moghaddam (2018) propose an image watermarking scheme based on
predictive model using regression tree. The low frequency subband of the LWT is used to
embed the watermark after the Fibonacci-Q transformation. FA is applied to find the best scal-
ing factor and the objective function is calculated using the following formula:
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N
Maximize f = [PSNR,(I.1') + NCOW, W'),.] + lw X (% X ZNC,.(W, W’))] ,
i=1

(58)
where AF means an attack-free phase, and w is used for balancing effect of PSNR and NC.
Altay and Ulutas (2021) apply the Fibonacci-Lucas transform to the watermark to improve
security. A modified version of FA called self-adaptive step FA is used to select the opti-
mal embedding parameters in the DWT-SVD domain. The objective function is as follows:

N
Maximaze f = 0.01 x PSNR(I,1I') + 1%7 X ' NC,(W, W'). (59)

Moeinaddini and Afsari (2018) use opposition and dimensional based modified FA
(Verma et al. 2016), which differs from the classical FA in less computational complex-
ity. The embedding procedure is based on changing the differences between image ele-
ments, and optimization is used to find the best threshold value. The objective function is
as follows:

N
Minimize f = |PSNRtarget(1, I') - PSNR(LT') | Z (1=NC,(W.W')).  (60)

Devi et al. (2022b) optimize the scaling factor using a combination of Jaya and FA
metaheuristics to achieve a better balance between exploration and exploitation search. The
choice of a specific metaheuristic for each new generation of optimization depends on the
value of the objective function. If it cannot be improved by Jaya, FA is used instead. The
objective function is given by the following expression:

N N

Maximize f = (PSNR(I,I') + SSIM(I,1)) [y + <Z Cor (W, W') + ZBER W, W) >/y,

i=1 i=1
(61)
where y is the chosen population value.

FOA-based scheme is proposed by Zhang and Ma (2019). Algorithm is designed for
virtual reality technology, but its general scheme is similar to the classical image water-
marking. In particular, the authors use the quantization-based embedding approach. FOA is
used to adaptively determine the embedding strength of watermarking. The objective func-
tion is formed as follows:

N

1 1
Minimi _ '
inimize f PSNRULT) + ; NC.(W, W) (62)

Liu et al. (2019) and Nazir et al. (2021) also combine image watermarking and FOA.
The authors hide the watermark in a hybrid domain based on DWT, Hessenberg Decompo-
sition (HD), and SVD. FOA is used to find the optimal scaling factor. The objective func-
tion is as follows:

N
Maximize f = w, %PSNR(I, I') + w,SSIM(I,I') + a);]lv Z NCC(W, W), (63)
i=1
where 4 is the weighting factor, @, »,, @, are the proportion coefficients.
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We also note examples of using other metaheuristics to optimize the scaling factor.
A multi-objective ACO is used by Makbol et al. (2017). The authors use IWT coeffi-
cients as a watermark hiding space to counter the false positive problem. The aim of the
optimization is to achieve a high PSNR value and a maximum CC value. CS is applied
to optimize the watermark embedding parameters by Ali and Ahn (2018). The authors
explain the prospects of this metaheuristic for image watermarking by a small num-
ber of customizable optimization parameters. The objective function is as (49). Swaraja
et al. (2021) present a hierarchical layered watermark structure for medical images. The
authors use RDWT and QR decomposition to form the hiding space. A robust water-
mark is used to protect the copyright, while a fragile watermark is used to detect distor-
tion and recover damaged areas. The particle swarm BFO algorithm is used to increase
the embedding robustness. Pourhadi and Mahdavi-Nasab (2020) propose a BA based
scheme. A feature of the scheme is the use of the SURF technique. SURF corrects geo-
metric distortions both at the stage of embedding watermark into the Stationary Wave-
let Transform (SWT) domain and at the watermark extracting stage. BA is applied to
optimize the embedding strength factors and the objective function is constructed as
follows:

Minimize f = a X f; + (10 — @) X f5, (64)

where «a is a weighting factor,

o401
' = PSNRU.T) T NCU.IY (65)
1 < 10w
=1 10 S BER (W, W).
h= NXZNC(WW’ Nx; (W, W) (66)

=

Koley (2022) proposes a watermarking scheme for 3D red-cyan anaglyph stereo.
The hiding space is formed using the Shearlet Transform (ST) and Maximum Noise
Fraction (MNF) transform. The author applies Henon chaotic encryption to the water-
mark to improve security. BA is used to select the embedding strength factor in order to
strike a balance between stealth and robustness. The objective function is given by the
expression

Minimize f = SSIM(W, W', — SSIM(L,1"), (67)

where avg is a mean value for N attacks. Devi et al. (2022a) propose an encrypted water-
mark embedding scheme for protecting aerial remote sensing images. Embedding proce-
dure uses a hybrid RDWT and SVD domain. Embedding strength optimization also uses a
hybrid scheme that combines 2 swarm intelligence algorithms: GOA and BA. The objec-
tive function is as (61). Chakravarthy et al. (2019) use SCA to select the best scaling fac-
tor when embedding a watermark into the IWT-SVD domain. The objective function is
as (33). TLBO-based scheme is proposed by Moosazadeh and Ekbatanifard (2019). An
embedding operation is based on the relationships between the DCT coefficients. TLBO is
used to optimize embedding parameters and select the appropriate watermark location. The
objective function is as follows:
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N
Maximize f = PSNR(I,I') + Y A,NC(W, W), (68)

i=1

where 4, is a weighted factor. Chacko and Chacko (2022) propose a watermarking scheme
for medical imaging that uses a neural network to extract data. The authors use HHO to
find embed options. The objective function is:

N
Maximize f = PSNR(I,I') + < )" (NCC(W. W) X a;), (69)
i=0

Z|=

where a is a weighting factor. Sharma et al. (2021b) use DA to optimize watermark-
ing in a hybrid DWT-DCT domain. In another study, Sharma et al. (2021c) use GOA to
solve a similar problem. Both metaheuristics show the same efficiency in optimizing the
embedding strength. In (Sharma et al. 2022b), the authors apply MRFO to optimize the
locally relevant multiple embedding strengths in a Dual Tree Complex Wavelet Transform
(DTCWT) based watermarking scheme. After optimization, the authors apply a bi-direc-
tional extreme learning machine to learn the values of multiple embedding strengths. This
design of the algorithm speeds up its operation and improves performance. The objective
function of the optimization algorithm is as follows:

N
Maximize f = log | SSIM(I,I') + 1%] ZNC,.(W, whHl. (70)
i=1

El-Kenawy et al. (2022) combine the DTO algorithm with the SFS algorithm for
DCT-DWT image domain. The SFS is used with the DTO to improve the exploration of
the search space to efficiently find the best set of parameters. Rai and Goyal (2022) com-
bine fuzzy inference systems, Back Propagation Neural Network (BPNN) and SSO to
embed a watermark into the DCT frequency domain. Fuzzy-BPNN finds suitable areas
for imperceptible embedding and the optimal embedding parameters are determined
using the SSO algorithm. The objective function is as (68). Sinhal and Ansari (2022)
use Q-factor Wavelet Transform (TQWT) and DCT to form an embedding domain. ALO
is used to get optimal values for TQWT and watermark embedding parameters such as
Q-factor, redundancy and embedding strength. To avoid increasing the computational
complexity of the algorithm due to the use of metaheuristic search, the authors suggest
using the general values of optimized parameters obtained for a large number of differ-
ent images. The optimization process uses the following objective function:

1 % 1
o "
Minimize f = ; BER(W. W)+ pora T 1)

A summary of each of the reviewed studies, including embedding efficiency indica-
tors, is presented in Table 3.
3.3.2 Other optimization purposes

There are also studies in the field of image watermarking that use metaheuristic opti-
mization to solve other problems. They are mainly aimed at choosing the optimal

@ Springer
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arrangement of watermark bits in data elements of a host image. Such studies mainly
use FA-optimization. For example, Kazemivash and Moghaddam (2017) embed water-
marks into the LWT domain, and FA optimization selects suitable image blocks. In par-
ticular, FA finds blocks that need to be ignored during embedding in order to achieve
the greatest efficiency. The objective function combines the imperceptibility and robust-
ness metrics and is constructed as follows:

1 /
X <PST(I,I’) + BER(W, W )>]+

X N : . N (72)
+KﬁXgm)+<ﬁXZBERf(W’W>)]’

i=1

where first bracket is for attack free phase and second one for attacked phase, and w is
used for balancing effect of PSNR, BER and NC. Moeinaddini (2019) combines Hadamard
Transform (HT) and distinct discrete FA for selecting suitable blocks to balance transpar-
ency and robustness. Fitness function is as follows:

14 1 1

Minimize f =
inimize f PSNR(LT) + SSIM(1,1") "

N
, (73)
%; NC,(W, W")

where y is used for balancing effect of PSNR.

In some papers, the authors use other metaheuristics. A robust watermarking method for
high dynamic range images is presented by Bakhsh and Moghaddam (2018). An RGB-to-
LogLUV transform is performed at the beginning of the embedding procedure to improve
resistance to the tone mapping attacks. The watermark bits are embedded into the DWT coef-
ficients. ABC is employed to find the best block for watermark embedding. The HDRVDP
metric is used to calculate the fitness function (Mantiuk et al. 2011). Li et al. (2017) propose
a watermarking approach for 3D scenes. A holographic watermark is embedded in a Multi-
level Cellular Automata (MCA) transform and GA optimization is used to search for optimal
embedding blocks. The objective function is calculated as follows:

K
Maximize f = PSNR(II') + 7, SSIM(I.I') + v, ) BCR,(W.W'), (74)
i=1

where K represents the number of watermarks, y, and y, are the weighting factors.
Hemamalini and Nagarajan (2020) use DA to select suitable areas for embedding. The
objective function is based on edge level, neighbourhood strength, gradient energy, and
wavelet energy of the pixels. Lydia et al. (2021) combine Discrete Shearlet Transform
(DST) and Discrete Curvelet Transform (DCurT) to form an embedding domain. Random
GOA algorithm selects optimal DCurT coefficients for embedding. The optimization goal
is to achieve the maximum value of the PSNR metric. Basu et al. (2022) use DE to look for
an optimized location of the watermark in the spatial domain in order to embed it into the
cognitively insignificant regions. The same scaling factor is used for both DE optimization
and embedding and extracting operations. The value of the objective function is a vec-
tor whose elements are the sums of the squares of the pixel values for the corresponding
lines of the image. Optimization is aimed at finding the minimum values of the target vec-
tor. Soppari and Chandra (2022) propose a blind digital image watermarking model based
on the multi-objective hybrid metaheuristic-based clustering approach. Metaheuristic
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optimization is used for watermark region selection. The scheme combines SFO and BSO
algorithms. The objective function is as follows:

1 1
Minimi =——+MSE+ —,
inimize f st + 5e (75)
where PC (Pearson Coefficient) is the covariance of the two images divided by the prod-
uct of their standard deviations. Garg and Kishore (2022b) optimize watermark embedding
positions in a hybrid DWT-DCT domain using SGO. The objective function is defined by
the following expression:

N
Maximize f = PSNR(I,I') + a X Z NCC(W, W), (76)

i=1

where a is a weighting factor.

Shih et al. (2018) use PSO to find the optimal capacity. The content of the host image
is automatically analyzed to determine the unchanging regions of interest. The rest of the
image is used to embed the watermark. The objective function is calculated as follows:

Maximize f = 0,0 + 0,EC, 77
where w,, @, are weighting factors, and EC is the number of bits to be embedded,

_ 2pchg X Opg X 00
(m + mg) x (2 + o)

(78)

Embedding parameters optimization is a common task, however, in some cases, it is
necessary to optimize extraction parameters. Anis et al. (2021) use ABC optimization in a
watermarking scheme based on the QIM method. The authors investigate the model of the
channel distortion and modify the extraction process to increase the robustness. The ABC
algorithm is used to determine the optimal channel distortion parameters. The objective
function is formed as follows:

1

Maximize f = —————,
BER(R,R)

(79

where R is a reference message (known sample of watermark), and R is the extracted refer-
ence message. Saadati et al. (2021) hide watermarks in the ST-SVD domain. WOA is used
at the information extraction stage to optimize the scaling factor. The objective function is
the PSNR between the original and extracted watermark.

Arsalan et al. (2017) propose a reversible watermarking technique for protecting medi-
cal data in the IWT domain. The key feature of this scheme is the use of high-frequency
IWT coefficients compading before embedding to combat rounding errors. GP is used to
find the companding factor, the fitness function is based on the PSNR metric.

Table 4 provides a summary of the reviewed studies.

4 Discussion

In this section, we analyze and discuss the results of the review, as well as highlight prom-
ising areas of research in the field of image data hiding.
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4.1 Analysis

We have considered 147 data hiding schemes based on metaheuristic optimization; 57 of
them are steganography schemes (38.78%), and 90 are watermarking schemes (61.22%).
The use of metaheuristic optimization to improve the efficiency of watermarking schemes
is more common.

According to the review, 26 steganographic schemes (45.61%) perform embedding
in the spatial domain (or bitstream), and 31 steganographic schemes (54.39%) perform
embedding in the frequency domain. The spatial and frequency schemes of steganography
use metaheuristic optimization in approximately equal proportions. The vast majority of
watermarking schemes are frequency domain embedding schemes. Only three watermark-
ing algorithms work in the spatial domain. This is mainly due to the fact that frequency
embedding is more robust than spatial embedding, and watermarking efficiency directly
depends on the robustness level.

Metaheuristics were used for the message bit arrangement optimization in 43 steganog-
raphy schemes (75.44%). In 14 cases (24.56%), the authors used optimization algorithms
to solve other problems, including data hiding method selection (1), neural network setup
(2), scaling factor selection (1), secret message encryption (1), rate allocation (4), creating
a hiding space (2), edge detection (2), and code mapping (1). Thus, in the field of steg-
anography, metaheuristics are mainly used for the optimal message bit arrangement in the
embedding area.

Optimization was used to select the scaling factor in 77 watermarking schemes
(85.56%). In 13 cases (14.44%), the authors used metaheuristics to solve other problems,
including bit arrangement selection (9), rate allocation (1), extraction parameter selection
(2), companding (1). Thus, in the field of watermarking, metaheuristics are mainly used to
optimize the scaling factor or embedding strength.

Figure 9 illustrates the proportion of the optimization purposes in the total number of
studies. Summarizing the review of all research in the field of image data hiding based on
metaheuristics, we can note the following main optimization purposes:

scaling factor selection (78, 53.06%);
bit arrangement selection (52, 35.38%);
rate allocation (5, 3.40%);

neural network setup (2, 1.36%);
extraction parameter selection (2, 1.36%);
creating a hiding space (2, 1.36%);

edge detection (2, 1.36%);

data hiding method selection (1, 0.68%);
secret message encryption (1, 0.68%);
companding (1, 0.68%);

code mapping (1, 0.68%).

The reviewed studies use 40 different metaheuristics. It should be noted that we do not
consider modifications as individual algorithms, and in the case of hybrid schemes, we
consider each component separately.Steganography schemes use 23 different metaheuris-
tics. Some authors use more than one metaheuristic in their schemes, so the total number of
metaheuristic use cases is greater than the number of papers devoted to steganography, and
is equal to 63 (48—bit arrangement selection and 15—others). Authors most often choose

@ Springer
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I scaling factor selection

I Bit arrangement selection
0,
35.37% I Others

11.56%

53.06%

(@)

I Bit arrangement selection

[ ]Rate allocation

I Neural network setup

[ Creating a hiding space
[ ] Edge detection

I Scaling factor selection
[ Data hiding method selection
|:| Secret message encryption
Il Code mapping

I Scaling factor selection

I Bit arrangement selection
[ Extraction parameter selection
[ ]Rate allocation

[ ] Companding

85.56%
10%

2.22%
1.11%
1.11%

©

Fig.9 Optimization purposes: among all studies (a); among steganography schemes (b); among water-
marking schemes (c)
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15432 A. Melman, O. Evsutin

GA and PSO when developing steganography schemes. GA is used 19 times (30.16%), and
PSO is used 14 times (22.22%). PSO is used to select the bit arrangement for steganog-
raphy algorithms 12 times (25.00%), and GA is used to solve the same problem 11 times
(22.92%). In the context of other optimization problems, PSO is used 2 times (13.33%) and
GA is used 8 times (53.33%). This indicates the high flexibility of GA optimization, and
the ability to adapt the algorithm to a variety of tasks. The other 21 metaheuristics are used
in no more than three different studies. Figure 10a shows the frequency of using various
metaheuristics for steganography embedding.

Image watermarking schemes use 28 metaheuristics. The total number of metaheuristic
use cases is 106 (92—scaling factor selection and 14—others). PSO is the most popular
algorithm among authors of watermarking methods and is used 29 times (27.36%). The
second and third places are occupied by other algorithms based on swarm intelligence, in
particular, ABC is used in 16 cases (15.09%) and FA is used in 11 cases (10.38%). The
top three look similar among studies where optimization is applied to the scaling factor
selection: PSO (28, 30.43%), ABC (14, 15.22%), and FA (9, 9.78%). Swarm intelligence
algorithms are also popular in watermarking schemes for other optimization problems.

20 30
15
2 220
= 3
G G
S 5]
Q Q
= 3
g g
= £10
5
0 0
<O0LTNHOLLALLOTLOCOLL <L QLLLROLLL EOLO000NOE000LONO0OL
) = PRECASAO0 FEAROIPOEOTEELULEONO
SEQECUAZREROCENEELESIRE  IRCSRRRSImITEELNR
(@) (®)
50 B Watermarking
I Steganography

)
S

Frequency of use
353
(=]

o

Fig. 10 Frequency of use of metaheuristics in image data hiding schemes: steganography (a); watermarking
(b); all schemes (c)
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However, their choice is not systematic. Figure 10b shows the frequency of using various
metaheuristics for image watermarking.

Thus, the most popular strategy for applying metaheuristics for steganography is to find
optimal embedding positions using GA or PSO. A popular metaheuristic-based watermark-
ing strategy is to choose a scaling factor using PSO.

Figure 10c illustrates the use of metaheuristics for all of the studies. PSO is the most
popular algorithm among authors of data hiding methods (43, 25.44%), GA comes in sec-
ond (26, 15.38%), and ABC comes in third (17, 10.06%). These are classic metaheuris-
tics. Since their development, a large number of studies have been published on the practi-
cal application of these optimization algorithms, including the estimation of optimization
parameters. It is also worth noting that over the past 6 years there has been an increase
in research interest in the use of metaheuristics to solve problems in the field of image
data hiding. Figure 11 shows the frequency of use of metaheuristics in image data hid-
ing schemes by year. As can be seen, there is a tendency to evaluate the performance of
new optimization algorithms for data hiding. However, the proportion of classic algorithms
such as PSO and GA remains high.

4.2 Promising areas of research

As the review shows, the use of metaheuristics to improve the efficiency of hiding data in
digital images attract the attention of researchers, and interest in this topic has been grow-
ing in recent years. Here we formulate a list of promising research areas in the field of
metaheuristic optimization application for image steganography and watermarking.

(1) Comparing the efficiency of metaheuristics for data hiding areas In most of the con-
sidered works, there is no detailed argumentation for the choice of one or another

20 [_J2022

B 2021
I 2020

40
I 2019
Q 2018
=
< 30 2017
>
Q
5
220
e
=~
10
0

Fig. 11 Frequency of use of metaheuristics in image data hiding schemes by year
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metaheuristic. However, it is obvious that different metaheuristics can demonstrate
different efficiency in solving the same problem (Uma Maheswari and Jude Hemanth
2017; Thakkar and Srivastava 2019; Singh et al. 2021b). Comparison of the efficiency
of different optimization algorithms on the example of one embedding algorithm or
one class of embedding algorithms seems to be a promising task.

(2) Combining metaheuristics There are hybrid schemes that combine different metaheuris-
tics to solve an optimization problem (Ambika and Biradar 2020; Pramanik et al. 2020).
This approach provides flexibility in optimization settings and the ability to choose
optimal solutions or close to them at different stages of the data hiding algorithm. The
search for effective combinations of different metaheuristics can also be considered as
a possible direction of research.

(3) Evaluation of efficiency dependence on objective function Basically, the authors use the
classical embedding imperceptibility and robustness metrics and their combinations
to construct the objective function. However, the design of the objective function can
have a significant impact on the optimization quality. Evaluation of the efficiency for
different objective functions in solving one problem seems to be a promising research
direction. The object of study can be both the construction of the objective function
and the setting of weight coefficients, which are often used in composite objective
functions. New objective functions may include, for example, different metrics of
similarity of pixel histograms and frequency coefficients before and after embedding,
blockiness, image quality index, and others. It is expedient to evaluate the efficiency
of new objective functions both for different embedding operations and for different
embedding domains.

(4) Increasing the robustness of steganography schemes and their resistance to stega-
nalysis Many authors use PSNR and MSE metrics as objective functions to maximize
embedding imperceptibility. However, improving robustness can significantly increase
the practical applicability of embedding schemes, and inclusion of robustness metrics
in the objective function is relevant not only for watermarking schemes, but also for
steganography. Another interesting approach is to increase the resistance of embedding
to steganalysis using metaheuristic optimization. In the considered studies, resistance
to steganalysis is mainly determined by the basic embedding method (basic opera-
tion), and optimization is aimed at improving the visual invisibility of embedding.
The development of new constructions of objective functions, which include statistical
invisibility metrics, is a promising direction.

(5) Adjustment of the metaheuristic optimization algorithm parameters The efficiency of
finding the best solution depends on the choice of metaheuristic parameters, such as
population size, number of generations, and others. However, in some of the considered
works, the authors do not indicate the optimization parameters, and also do not present
the results of experiments to estimate the best parameter values. Such an experimental
study can determine the appropriate parameter values for various metaheuristics and
optimization problems.

(6) Application of new metaheuristics in data hiding tasks In recent years, the authors of
various studies have often turned to new algorithms for metaheuristic optimization.
However, the pace of creation of new metaheuristics and effective modifications of
known metaheuristics is far ahead of the pace of new data hiding scheme development.
Thus, performance evaluation of metaheuristic optimization algorithms developed in
recent years for steganography and watermarking is a promising area of research.
Researchers should focus not only on the assessment of imperceptibility, robustness and
other indicators of the embedding quality, but also on the assessment of the statistical
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significance of the results obtained using metaheuristics, the assessment of conver-
gence, the relationship between the obtained increase in efficiency and computational
complexity.

(7) Development of new metaheuristics It should be noted that the growing interest in
the use of metaheuristic optimization in solving any scientific and applied problems
indicates the high relevance of the development of new metaheuristics. As shown in
Fig. 11, researchers have increasingly used new algorithms, the applicability of which
for steganography and watermarking has not yet been evaluated. The development of
new metaheuristics will allow researchers to find new options for solving the problems
of embedding additional information in digital images.

5 Conclusion

The use of metaheuristic optimization to improve the efficiency of image data hiding
schemes is quite widespread. A review of current studies showed that this area is actively
developing at the present time. Steganography algorithms mainly use metaheuristics
to choose the best location of the secret message bits in the cover image. Watermark-
ing schemes mainly apply metaheuristic optimization to find the optimal scaling factor.
Authors often use well-known metaheuristics in their schemes, such as GA and PSO.
Recently, the use of new metaheuristics has also been noted.

The data hiding schemes of recent years show high rates of embedding efficiency. How-
ever, some problems associated with the development, configuration and application of
metaheuristics for data hiding have not yet been solved. Based on the results of the review,
we noted a number of promising areas that may be interest to researchers in the field of
image steganography and watermarking. We expect that the trend towards an increase in
the number of studies combining image data hiding and metaheuristic optimization will
continue, and new effective solutions will be obtained in the future.
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