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Abstract—Steganographic embedding is an effective method of
protecting information transmitted over an open communication
channel. Steganography techniques hide information in digital
objects by embedding to make it invisible to an attacker. The most
common covers for hiding additional information are multimedia
data, in particular digital images. The embedding effectiveness is
mainly assessed by the criteria of invisibility and capacity. One
of the ways to improve the embedding efficiency is to choose
the best location of message bits within the cover object, but
it usually takes a long time to iterate through a large number
of such embedding options. In this paper, we propose a new
approach to finding the best option for steganographic embedding
of information into the phase spectrum of the discrete Fourier
transform based on the methods of combinatorial generation. The
results of the experiments show that the new approach allows
us to reduce the best embedding option search time, while the
invisibility and capacity indicators remain high.

Index Terms—information security, steganography, digital im-
ages, combinatorial generation, combinatorial set

I. INTRODUCTION

In recent years, there has been an active development of
various networking technologies. The COVID-19 pandemic
has become an additional incentive for the development of
remote communication means. Millions of users exchange a
large number of messages on the Internet every day. In this re-
gard, the importance of ensuring the security of the transmitted
information increases. One of the promising solutions of this
problem is data hiding technology, which allows information
to be embedded in digital objects.

In this paper, we consider the technology of hiding data in
digital images using steganography methods. The main idea
of steganography is to make the presence of additional data
invisible to the attacker. Steganography allows us to create
covert data transmission channels by embedding information
into digital objects and to protect the confidentiality of em-
bedded information. Digital images are common covers for
steganographic embedding due to their widespread use on
the Internet. Sharing photos and illustrations, for example, on
social networks, is common, so the transmission of the stego
image does not attract attention.
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It is necessary to provide a high embedding quality to make
a steganographic attachment invisible to an attacker. There
are many different approaches to improving the embedding
efficiency. One of them is related to the selection of the best
arrangement of the secret message bits in the digital image data
elements, such as pixels or frequency coefficients. Algorithms
based on this approach find individual embedding options for
each message or its fragment, depending on the properties of
the image or a separate image block into which information
needs to be embedded. This is called adaptive embedding.
This approach allows us to ensure high imperceptibility of
embedding; however, it is associated with a number of prob-
lems. First, it is necessary to transmit additional information
(bit location map) to the recipient along with the stego image
in many cases for the correct extraction of the embedded
message. This is a sign that unmasks a covert data transmission
channel. Secondly, enumerating a large number of options
takes a lot of time, which makes it impossible to use it
in practice. We proposed the solution for the first of these
problems earlier [1], however, the problem of irrational time
expenditures was not previously considered by us.

In this study, the embedding option is a ternary sequence,
each element of which means either embedding a message
bit (0 or 1) in an image data element or skipping a data
element. The information is embedded into the phase values
of the discrete Fourier transform coefficients according to
the selected embedding option. We propose a new approach
to choosing the best option for embedding information into
digital images based on the methods of combinatorial gener-
ation, which allows us not only to increase the invisibility of
embedding, but also to reduce the amount of time to find the
best embedding option.

II. RELATED WORK

To date, a large number of different algorithms for hiding
information in digital images have been developed [2], [3].
Many studies have focused on improving the efficiency of
embedding by finding the best location for the message bits
in the hiding space. Here we provide some examples of such
studies.
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In [4], the authors propose a high capacity edge-based
scheme that chooses the region to embed messages using a
local complexity measure of standard deviation. The authors
of the study [5] select the most robust embedding areas using
saliency differences to reduce modification in smooth areas of
cover images. To do this, the authors apply distortions such
as compression, noising, and scaling to the cover image and
compare the calculated characteristics of different blocks for
images before and after distortions. Research [6] proposes
a scheme to improve the robustness of embedding to JPEG
compression by choosing appropriate cover elements. In [7],
it is proposed to use a fuzzy system for adaptive embedding
of information into image pixels. A fuzzy inference approach
allows us to select the appropriate embedding capacity for each
of the R, G, and B channels. The authors of [8] propose a two-
step cost function for estimating embedding regions based on
the two-dimensional singular spectrum analysis and weighted
median filter. In [9], a template matching based embedding
location detection is used to reduce the embedding error.

Choosing the best positioning of message fragments in
image data elements is quiet common for reversible embedding
algorithms. A feature of reversible embedding is the ability
to restore the cover image in its original form after extract-
ing the embedded information. For example, [10] proposes
a reversible embedding scheme for JPEG images. During
embedding, the stego image distortion is assessed based on
the distribution of the discrete cosine transform coefficients,
and preference is given to those blocks whose change leads to
less distortion. Distortion modeling for reversible embedding
in compressed images is also used in paper [11]. A reversible
scheme for selecting suitable pixels of uncompressed images
is presented in [12]. It’s feature is grayscale invariance.

Metaheuristic optimization is another promising method of
choosing the most appropriate positions for embedding secret
message bits. Examples of such studies are presented in papers
[13], [14], [15], [16].

Thus, it can be noted that choosing the best positions for em-
bedding additional information into digital images is common.
However, the previously proposed studies have not used the
methods of combinatorial generation. The set of all possible
embedding options can be considered as some combinatorial
set. The use of combinatorial generation methods allows us
to develop various kinds of combinatorial algorithms, which
can efficiently perform the process of generating elements of
combinatorial sets [17]. Therefore, in our study, we propose
a new approach to solving the problem of choosing the best
embedding option using the combinatorial generation methods.

III. PROBLEM STATEMENT

In [1], it is proposed to embed information into the phase
spectrum of the discrete Fourier transform by replacing the
original phase values with new ones, depending on the values
of the message bits. This scheme uses 21 elements of 8 x
8 blocks for embedding. The algorithm provides error-free
extraction of embedded information through an iterative em-
bedding procedure. After the message fragment is embedded

in the block, it is extracted and checked for errors. The errors
are corrected and the extraction and error checking procedures
are repeated. Iterations continue until an error-free extraction
of information is achieved, or until a certain threshold value
is reached. In this case, the block is processed in such a way
that its elements do not contain bits of embedded information.
Such “empty” blocks are ignored when extracting information
from the stego image on the recipient side.

A feature of the algorithm is adaptive embedding. This
means that when embedding a message fragment M into an
image block, the best arrangement of the message bits X
is chosen taking into account the properties of this block.
According to the [1] algorithm, each element of the embedding
area can be interpreted as containing a bit of information (0
or 1), or as not containing a bit of information (we denote it
as —1) depending on its value before embedding. The values
0, 1, and -1 form a sequence F'.

Let us formalize the problem. Let F' = (f1, fo,..., fn) and
M = (mi,ma,...,my,) be sequences where n = 21, f; €
{-1,0,1}, and m; € {0,1}. It is required to find such a
sequence X = (x1,x2,...,T,) which contains the minimum
number of changes d relative to the sequence F', while the
elements x; = 0 and z; = 1 form a sequence that is the prefix
of the sequence M. The maximum length of X is c.

The algorithm [1] is based on the following two types of
changes in the sequence F' when forming the sequence X:

Case 1. If f; # —1 then x; < m;_; where k is determined
by the number of such cases when z; = —1,7 = 1,i— 1.
In this case, each element f; # —1 from the sequence F is
sequentially associated with elements from the sequence M to
form the sequence X. If f; # m;_j then there is an increase
in the number of changes in sequence X relative to sequence
F,ied<+d+1.

Case 2. If f; = —1 then the element z; can either remain
unchanged relative to the sequence F' (case 2a), or the next
element from the sequence M is assigned to the element z;
(case 2b).

The criterion for choosing a variant of the sequence X is
to maximize the following characteristic:

=1-2- 1)

where s is the number of cases when z; = f; # —1 and
i =1,n; d is the number of cases when z; # f;; c = s+d is
the number of cases when z; # —1.

The number of variants of sequences X for a given sequence
F' is determined by the number of situations [ when f; = —1
and ¢ = 1, n, since only in this case there is a choice of further
action, i.e. case 2a or case 2b. Thus, the cardinality function of
the set of sequence X variants is 2. The problem being solved
is to reduce the search space of the sequence X variants and
at the same time obtain an embedding option that provides
high efficiency of information embedding.
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Fig. 1. A state space tree for multiple variants of X sequences.

IV. PROPOSED APPROACH

We chose the backtracking method to develop an algorithm
for generating X sequence variants. This is one of the general
methods for developing combinatorial generation algorithms
[18]. This method is only used for exhaustive generation and
can be applied to combinatorial sets that are described by
only one parameter. The problem to be solved fully fits these
constraints.

On the basis of the general recursive algorithm of the
backtracking search method, an algorithm for listing of the
considered combinatorial set is obtained. This algorithm can
be represented as a pre-order traversal of the state space tree
shown in Fig. 1.

The height of this state space tree is [. Choosing the left son
at level j (j = 1,1) of the state space tree determines the case
when the element f; = —1, is assigned to the element x; =
—1, while f; is the j-th element among [ of such elements.
Choosing the right son determines the situation when the next
element from the sequence M is assigned to the element x;.
Each variant of the sequence X is formed by a set of changes
determined by the path between the root and a leaf of the
state space tree. Note that changes for each f; # —1 are not
specified in this tree.

It is proposed to use an approach that calculates the possi-
bility of obtaining the value of the characteristic () not less
than the current maximum value @Q,,., for a given prefix of
the sequence X in order to minimize the number of generated
sequence X variants. Thus, the following inequality must be
satisfied:’

1-—- 2d_* > Qmaa: (2)
c
or
d_ < M 3)
c* 2

where d* and ¢* are the possible values of d and ¢ values
respectively for the X sequence with the given prefix.

The value of the fraction ‘cl—: is minimal for a sequence X
with a given prefix of length ¢, if all the remaining n — %
elements of the sequence X coincide with both the sequence
F (then the current d value does not increase) and the sequence
M (then the current ¢ value is increased by n — ¢). Therefore,

it is necessary to add a check for the following condition:

d < 1- Qmax ( 4)
c+n—1 2

The described approach reduces the embedding option
search time, but it does not extend the possibilities for finding
the best option. To solve this problem, we propose to extend
the set of types of changes in the sequence F' when forming
the sequence X by adding new elements x; = —1 such that
fi # —1. Thus, either the next element from the sequence
M is assigned to the element x; for any value of the element
fi or the value z; = —1 is set. In this case, the number of
sequence X variants for a given sequence F' is determined
by the total number of sequence elements n, since there is a
choice of further action for each value of the element f; . Then
the cardinality function of the set of variants of sequences X
is 2™, that is, there are more new variants of X sequences for
this approach than for the original one.

The general structure of the state space tree is the same as
the structure of the state space tree shown in Fig. 1. The height
of this state space tree is n. Choosing the left son at level
(i = 1,n) of the state space tree determines the case when
element x; is associated with an element from the sequence M.
Choosing the right son determines the case when the element
x; = —1. Each variant of the X sequence is specified by a
set of changes determined by the path between the root and a
leaf of the state space tree.

This approach allows us to obtain X sequences for which
the @ value is greater than for the original generation
algorithm. At the same time, we reduce the number of
generated sequences by skipping such sequences, whose
prefix guarantees the worst result in terms of the () value.
The pseudocode for the new algorithm FindAIX(X, ¢, ¢, d)
is as follows:

if the condition (4) is true then
if i = n then
Calculate ) by the formula (1)
if Q > Q0. then
Qma:c (_ Q
end if
Return X
else
T; < Mg
if f; = m. then
FindAlIX(X, 1+ 1, c+ 1, d)
else
FindAIIX(X, i+1,c+1,d+1)
end if
T; +— —1
if f; = —1 then
FindAlIIX(X, i+ 1, ¢, d)
else
FindAlIX(X, i+ 1,¢,d+ 1)
end if
end if
end if
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Fig. 2. Comparison of the effectiveness of the new and old approaches to finding the best embedding option: (a) PSNR; (b) capacity.

_Joud
0.20 [ New

0.18 M

. 0.16
151

o
“ 0.14
o

-3 0.12q
=)
& 0.10-
Q

© 0.08-

on

5 006
0.04
0.02-

0.00

T T B 1 T
12345678 91011121314151617181920
Image number

(@)

[ _Joud

0.0010

. 0.0008

ime, sec.

0.0006

o
8
=

Average search ti

0.0002

0.0000 -
1234567 891011121314151617181920

Image number

()

Fig. 3. Comparison of the average time to find the best embedding option for an image block: (a) a general view of the histogram; (b) an enlarged view of

the histogram.

V. EXPERIMENTAL RESULTS AND DISCUSSION

For the experiments, we used 20 grayscale images such as
Lena, Peppers, Sailboat, etc. All images were 512 x 512 pixels
in size and were presented in PNG format.

We evaluated the maximum embedding capacity, embedding
imperceptibility, and the average time to find the best embed-
ding option for each block. The embedding capacity indicates
how many message bits the stego image contains. Impercepti-
bility shows the difference between the images before and after
embedding. We used the standard metric called peak signal-to-
noise ratio (PSNR) to assess the embedding imperceptibility.
This is calculated by the formula

2552
PSNR (dB) = 10log, o | (3)

64
_ 1 g2
MSE = > (I = 8:)", 6)

=1

where I; is the intensity of the cover image block pixel, S; is
the intensity of the stego image block pixel.

Fig. 2(a) shows a comparison of the embedding capacity
for the previous version of the algorithm (“Old”) [1] and the
new version of the algorithm based on the proposed approach
(“New”). We can see that for all images there was a decrease
in the number of embedded bits. On average, the decrease in
the capacity value is 6.19 %.

Fig. 2(b) demonstrates the value of the PSNR metric for all
experiments. In all cases, with the exception of one (image 8),
there is an increase in the PSNR value, which characterizes the
embedding imperceptibility. The increase in the PSNR value
was 2.48 % on average.

Fig. 3 shows the change in the average time taken to find
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the best embedding option.Fig. 3(a) shows a general view of
the histogram. For clarity, we also present an enlarged view of
the histogram in Fig. 3(b). As can be seen from the histogram,
the application of the new approach significantly reduces the
processing time of image blocks. On average, it takes 99.75 %
less time to find the best embed option based on the proposed
approach.

Experimental results show that the proposed approach can
significantly reduce the time spent on finding the best em-
bedding option with a slight decrease in capacity and an
increase in PSNR. The decrease in the embedding capacity,
despite the expansion of the search space for embedding
options, is explained as follows. Evaluation of the quality of
the embedding option does not provide for a criterion related
to the presence or absence of errors in the considered option.
This means that some of the good options in terms of capacity
may be unsuitable for ensuring error-free embedding, so these
options are skipped after a trial embedding of information.
However, the proposed approach saves time for the preliminary
generation of variants, while maintaining an acceptable em-
bedding efficiency, which increases its applicability in practice.
In the future, it is planned to improve the proposed approach
to achieve higher efficiency indicators.

VI. CONCLUSION

This study proposed a new approach to finding the best
option for steganographic embedding of information into the
phase spectrum of the discrete Fourier transform based on the
methods of combinatorial generation. This approach is based
on the backtracking method. The evaluation of the suitability
of the options depends on the number of changes made to
the sequence initially contained in the image block, as well
as on the total capacity. The experimental results showed a
significant decrease in the embedding option search time for an
image block with a slight decrease in the capacity indicator and
a slight improvement of the embedding invisibility level. Re-
ducing the search time for the best embedding option increases
the practical applicability of the steganographic algorithm. A
further research direction will be related to the modification of
the criterion for evaluating embedding options to include the
PSNR metric and the component for checking the presence of
errors during extraction.
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