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Abstract

Large Language Models (LLMs) have demon-
strated exceptional success across a variety of tasks,
particularly in natural language processing, leading
to their growing integration into numerous facets
of daily life. However, this widespread deployment
has raised substantial privacy concerns, especially
regarding personally identifiable information (PII),
which can be directly associated with specific indi-
viduals. The leakage of such information presents
significant real-world privacy threats. In this paper,
we conduct a systematic investigation into exist-
ing research on PII leakage in LLMs, encompass-
ing commonly utilized PII datasets, evaluation met-
rics, and current studies on both PII leakage attacks
and defensive strategies. Finally, we identify unre-
solved challenges in the current research landscape
and suggest future research directions.

1 Introduction

In recent years, large language models (LLMs) have achieved
notable advancements, enabling their broad integration into
diverse real-world applications. However, this rapid adop-
tion has also amplified security risks, particularly concern-
ing privacy leakage. LLMs are primarily trained on exten-
sive, publicly available datasets from the Internet, including
personal blogs, online forums, Wikipedia, and institutional
websites [Radford et al., 2019; Ouyang et al., 2022], which
often contain substantial amounts of unauthorized personal
information. Due to the absence of robust privacy protection
measures in most datasets, there exists a significant risk of ex-
posing personal privacy information, the scale of which can
be considerable. This threat becomes particularly alarming
when LLMs are capable of accurately generating specific per-
sonal private information, commonly referred to as personally
identifiable information (PII) [McCallister et al., 2010].

PII encompasses personal data such as names, email ad-
dresses, phone numbers, occupations, home addresses, ed-

*Haitao Xu is the corresponding author.

ucational backgrounds, and even social security numbers or
private passwords [Lukas er al., 2023]. The inadvertent leak-
age of PII embedded in the training data of LLMs can lead
to severe consequences, including identity theft, fraud, and
cyberattacks. Furthermore, PII included in user prompts may
be memorized and unintentionally disclosed by LLMs [Staab
et al., 2024]. More critically, adversaries can actively exploit
query-based attacks by crafting prompts to elicit PII outputs
from the LLM, thereby enabling PII extraction. As a result,
protecting LLMs and users from PII leakage has emerged as a
critical challenge in both research and practical deployment.

While substantial research has been conducted on privacy
leakage in LLMs, investigations specifically targeting PII
leakage remain in their early stages. Two categories of pri-
vacy leakage research have involved the exposure of PII. The
first category primarily explores the utilization of jailbreak
techniques to circumvent the security constraints and ethical
guidelines of language models, thereby obtaining unautho-
rized information [Deng et al., 2024; Shen et al., 2024]. This
line of research focuses on developing methods to prompt
LLMs to respond to PlI-related inquiries without refusal [Zou
et al., 2023; Yu et al., 2024], rather than generating verifiably
authentic PII. The second category concentrates on the leak-
age of training data within LLMs, which may include PII.
However, this body of work is constrained by the fact that
only a relatively small fraction of the extracted PII is genuine,
as the extraction of PII demands a significantly higher level of
precision compared to the extraction of general training data.

Figure 1 provides an overview of the growing number of
studies on PII leakage from 2021 to 2024, encompassing both
attack and defense perspectives. Specifically, the figure enu-
merates the models involved and the corresponding timelines
of each study. It shows that studies on PII leakage have cov-
ered both open-source models (e.g., GPT-2 and BERT) and
closed-source models (e.g., GPT-3.5 and GPT-4). However,
a comprehensive investigation into PII leakage in LLMs has
yet to be conducted. Similarly, existing surveys on privacy
leakage [Yan er al., 2024; Yao et al., 2024] have not provided
a thorough analysis of PII leakage, making it challenging to
gain a holistic understanding of the overall landscape of this
field. To address this gap, this paper aims to deliver an exten-

10409



Proceedings of the Thirty-Fourth International Joint Conference on Artificial Intelligence (IJCAI-25)
Survey Track

Llama-3.2 (1B/3B, 2024/09) 1 ¢

Llama-3.1 (8B, 2024/07)
Llama-3 (8B/70B, 2024/04) { ®

Phi-3 (3.8B/7B, 2024/04)
OLMo (7B, 2024/02)
Mistral (7B, 2023/09) {
vicuna-v1.5 (7B/13B, 2023/08)
Llama-2 (7B/13B/70B, 2023/07)
Falcon (7B/40B, 2023/06) |
RedPajama-INCITE (3B/7B, 2023/05) |
ChatGLM (6B, 2023/03) 1
Pythia (70M/1.4B/6.9B/12B, 2023/02) 1
Llama (7B/65B, 2023/02)
OPT (1.3B/2.7B/6.7B, 2022/03)
GPT-NeoX (20B, 2022/02)
GPT-J (6B, 2021/06) 1 ° °

GPT-Neo (125M/1.3B/2.7B, 2021/03) ® Y
GPT2 (124M/355M/774M/1.5B, 2019/11) {

BERT-base (110M, 2018/10)

On PII Extraction Attack
On PII Extraction Defense

Open-Source Model

GPT-40-mini (2024/07) §
GPT-40 (2024/05) 1
Gemini-v1-beta (2023/12) 4
GPT-4-turbo (2023/11)
ERNIE-Bot-turbo (2023/08) 4
GPT-4 (2023/03) 4 ®

New Bing (2023/02) 1
GPT-3.5-turbo (2022/11) 4

Codex (2021/08)

Closed-Source Model

§3SS§TITESS
S S 8 S
N SN 8888
$ ~
] F

o

5
s =5
S &
S S
N &

Figure 1: Overview of PII Leakage Studies. The X-axis shows relevant studies from 2021 to 2024. The Y-axis lists the models evaluated,
divided into open-source (upper section) and closed-source (lower section). Open-source models are labeled with parameter sizes and release
dates, ordered by release time. Closed-source models are marked only by release dates, as their parameter sizes are not publicly available.

sive survey of PII leakage issues in LLMs, with a particular
focus on attack and defense methods for PII extraction. Our
primary contributions are as follows:

* We introduce the commonly used datasets and evaluation
metrics for PII leakage and analyze their application sce-
narios in PII leakage research.

* We conduct a systematic and comprehensive survey of PII
leakage attack and defense methods, presenting core tech-
niques and target LLMs of each study. We categorize these
methods, analyze their strengths and limitations, and sum-
marize their evaluation results for comparative analysis.

* We discuss the limitations of current PII leakage research
and propose several future research directions and perspec-
tives, providing insights and inspiration for further studies.

The remainder of this paper is structured as follows: §2
introduces the background of PII leakage; §3 outlines the
commonly used datasets and evaluation metrics for PII leak-
age; §4 reviews existing techniques for PII leakage attacks;
§5 presents defense methods against PII leakage; §6 explores
future research directions; and §7 concludes the paper.

2 Background

In this section, we provide definitions and classifications of
PII and PII leakage in LLMs and introduce two model capa-
bilities of LLLMs that can lead to PII leakage.

2.1 PII

Personally identifiable information (PII) refers to any data
that can potentially identify a specific individual [McCallister
et al., 2010]. PII can be categorized into two distinct types:
Direct Identifiers and Quasi-Identifiers. Direct identifiers are

data elements that, on their own, can directly identify a spe-
cific individual, such as email addresses, phone numbers, and
social security numbers. In contrast, quasi-identifiers are data
points that, while not individually sufficient for identification,
can be combined with other information to potentially iden-
tify an individual, such as name, dates of birth, or zip code.

2.2 PII Leakage

PII leakage occurs when an individual’s sensitive personal in-
formation is disclosed without their consent. In the context of
LLMs, PII leakage can occur through the following scenarios:

* Training Data Leakage via Adversarial Prompts. An
attacker crafts carefully designed prompts to induce the
LLM to reproduce large portions of its training data verba-
tim, from which PII can be extracted [Carlini et al., 2021;
Carlini et al., 2023].

 PII Extraction via Targeted and Non-Targeted Queries.
An attacker can design queries to prompt the LLM to dis-
close one or more pieces of PII about an individual. PII
extraction attacks on LLMs can be categorized into two
types: targeted PII extraction and non-targeted PII extrac-
tion, as outlined by [Chen et al., 2024b; Zhang et al., 2023].
Targeted PII extraction involves using partial PII already
known to the attacker to guide the LLM in revealing ad-
ditional PII about a specific individual. In contrast, non-
targeted PII extraction leverages known PII of individuals
within a specific profession to induce the LLM to disclose
PII of as many individuals as possible in the same field.

« PII Exposure via Fine-Tuning or User Prompts. When a
user fine-tunes LLMs with a dataset containing PII or in-
puts prompts that include PII, the model may memorize
this information, leading to unintended leakage in subse-
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quent queries. Additionally, the fine-tuning process itself ~ * Common Crawl. The Common Crawl dataset* is a large-

can weaken the LLM’s security mechanisms, exacerbating
PII leakage from training data [Chen ef al., 2024b].

2.3 LLM Capabilities Contributing to PII Leakage

According to [Huang et al., 2022], two capabilities of LLM
could lead to privacy leakage: (i) Memorization: When an at-
tacker provides the context of PII in the training data, LLMs
can output the corresponding PII. (ii) Association: When an
attacker queries an individual’s information with providing
their name, LLMs can infer and output the PII associated
with that individual. [Carlini et al., 2019] demonstrated that
neural networks inevitably develop unintended memorization
during training. This phenomenon refers to the unintended
storage and potential leakage of rare or unique sequences

from the training data, such as credit card numbers, social .

security numbers, or other private information. [Biderman et
al., 2024] studied the memorization capability of models and
identified the phenomenon of emergent memorization, where
models do not gradually memorize data but instead exhibit a
sudden increase in memorization once their scale surpasses a
certain threshold. [Shao et al., 2024] investigated the associa-
tion capabilities of LLMs. Their study demonstrated that PII
could be extracted without requiring the exact prefix of the
target information in the training data, highlighting vulnera-
bilities in the association mechanisms of LLMs.

scale web archive regularly updated through web crawlers,
gathering public webpages from across the globe. As
of December 2024, Common Crawl includes 2.64 billion
webpages (394TB). It contains diverse PII and serves as
training data for models like GPT-3. Its subsets, including
RefinedWeb?, Dolma®, and RedPajama’, have been used in
studies like [Nasr et al., 2023] to verify PII authenticity.

AidPrivacy. Designed for privacy research, Ai4Privacy®
is an open-source dataset containing annotated PII from so-
cial media, emails, online shopping, and healthcare records.
It features PII-Masking-300k’, specifically used for train-
ing and testing PII extraction in LLMs. Ai4Privacy has
been employed in [Rashid et al., 2025; Chen ef al., 2024b].

Industry Datasets. Several industry-specific datasets are
also used as test sets for PII extraction. For exam-
ple, [Afreen et al., 2020] uses the litigation case dataset
ECHR!® and the healthcare information dataset Yelp-
Health'!, while [Li et al., 2023] uses a self-built academic
institution page dataset. [Rashid et al., 2025] uses the news
dataset MIND'?, and [Akkus et al., 2024] uses the legal text
dataset Freelaw!3, which is also a subset of the Pile. These
datasets contain PII relevant to their respective professions,
typically including personal information such as names,
email addresses, physical addresses, and phone numbers.

3 Evaluation 3.2 Performance Metrics

In this section, we introduce datasets and evaluation metrics The following metrics are commonly employed in studies on
commonly used in existing research on PII leakage. PII leakage.

3.1 Datasets * TP and Accuracy. The primary metrics are True Positive

The following datasets have been widely employed as test
sets or ground truth for evaluating PII leakage.

e Enron. The Enron dataset' is a widely used public
dataset comprising approximately 500,000 emails from En-
ron employees (2000-2002), including extensive PII such
as names, email addresses, and phone numbers. Known
for its large scale and rich metadata, it has been utilized
to train models like Pythia and is frequently referenced in
PII extraction research [Huang et al., 2022; Li et al., 2023;

Nakka et al., 2024a; Wang et al., 2023]. .

» WikiText. Released by DeepMind in 2017, WikiText? con-
tains over 100 million tokens from verified Wikipedia arti-
cles, including PII like names and birth dates. Studies such
as [Borkar, 2023; Panda et al., 2024; Chen et al., 2024b]
have used it for fine-tuning to examine PII leakage risks.

* Pile. The Pile’, a large-scale 825GB text dataset from
EleutherAl, aggregates sources such as books, research pa-
pers, articles, GitHub repositories, Wikipedia, social me-
dia, and blogs. Since Enron dataset is part of the Pile, it
also contains significant PII, including names, email ad-
dresses, and phone numbers. It has been used to train open-
source models (e.g., GPT-Neo) and validate PII extraction
in [Zhang et al., 2023; Shao et al., 2024; Kim et al., 2024].

! https://www.cs.cmu.edu/~enron/
2 https://huggingface.co/datasets/Salesforce/wikitext
3 https://pile.eleuther.ai/
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(TP) and Accuracy. TP represents the number of correctly
extracted PII instances, while accuracy measures the pro-
portion of correct extractions among all attempts. Accu-
racy is often represented as Attack Success Rate (ASR), Ex-
traction Rate, or Hit Rate. If extracting the same PII in-
volves multiple attempts and at least one successful attempt
is counted as TP, accuracy is often referred to as Top-n Ac-
curacy or hit@n [Li et al., 2023], where n denotes the num-
ber of execution attempts.

Recall and Precision. When ground truth is unavailable
for the extracted PII, additional verification is required. Re-
call measures the proportion of verifiably identified PII in-
stances among all assessed instances and is often synony-
mous with ASR or extraction rate. When evaluating the
effectiveness of the procedure in determining the validity
of PII, Precision is used to measure the proportion of veri-
fiable PII instances among all instances identified as PII.

4 https://commoncrawl.org/

3 https://huggingface.co/datasets/tiiuae/falcon-refinedweb

6 https://allenai.org/dolma

7 https://github.com/togethercomputer/RedPajama-Data

8 https://www.aidprivacy.com/

9 https://huggingface.co/datasets/ai4privacy/pii-masking-300k
10 https://echr-opendata.eu/

11 https://business.yelp.com/data/resources/open-dataset/

12 https://msnews.github.io/

13 https://github.com/thoppe/The- Pile- FreeLaw
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» Exact Match and Partial Match. For certain types of PII
that can be divided into multiple substructures, TP for PII
extraction can be further categorized into Exact Match and
Partial Match [Wang et al., 2023]. Exact match refers to
cases where the extracted PII is identical to the ground
truth, while partial match indicates cases where the ex-
tracted PII shares some substructure (e.g., email domain or
prefix) with the ground truth.

* String Similarity. For PII in string format without sub-
structures, string similarity, such as Cosine Similarity and
Longest Common Subsequence (LCS), are used to measure
extraction accuracy. Cosine similarity calculates the cosine
of the angle between two strings treated as word frequency
vectors, while LCS measures the length of the longest com-
mon subsequence between two strings [More et al., 2024].

¢ Other Metrics. Additional metrics, such as Attack Cost
and Bypass Rate [Chen et al., 2024b], may also be utilized.
Attack cost measures the financial overhead of PII extrac-
tion, while bypass rate quantifies the frequency of PII ap-
pearing in all LLM responses, indicating the effectiveness
in circumventing the LLM’s security alignment strategies.

4 Attack

In this section, we examine mainstream PII extraction at-
tacks, categorized into three types: those originating from
leaked training data, those executed through crafted prompts,
and those conducted via fine-tuning, as detailed in §2.2. Ta-
ble 1 provides a comparative analysis of representative stud-
ies on PII extraction from 2021 to 2024, focusing on core
techniques, prompt formats, targeted victim LLMs, evalua-
tion datasets, and the highest reported evaluation results. The
common prompt formats for PII extraction (4th column) are
summarized below, with a comprehensive review of these
studies reserved for §4.1-84.3.
Common Prompt Formats for PII Extraction. Prompts
utilized in studies on PII extraction can be classified into
five formats: (1) Natural Language: Direct queries, such
as What is the email of Jane Doe?, designed to
elicit PII from the LLM; (2) Text Completion: Incom-
plete passages, e.g., Jane Doe [mailto:,prompting the
LLM to fill in missing PII, such as an email address; (3)
Template: Structured prompts, e.g., {"name": "Jane
Doe", "email":, formatted in JSON or SQL to query
the LLM; (4) True-Prefix: Real textual prefixes from training
data, where a prompt matching the prefix (e.g., <prefix>)
increases the likelihood of the LLM generating the associated
PII (e.g., <PII>); (5) Few-Shot: Providing the LLM with a
small set of labeled examples to facilitate task understanding.
As shown in Table 1, the true-prefix method is mainly uti-
lized in fine-tuned PII extraction tasks and often yields su-
perior evaluation outcomes. The text completion approach
is most frequently adopted for PII extraction via crafted
prompts, whereas both true-prefix and natural language tech-
niques are commonly applied for extracting PII from leaked
training data. Furthermore, the few-shot techniques typically
enhances evaluation results compared to scenarios where
few-shot learning is absent, as evidenced by studies [Huang
et al., 2022; Chen ef al., 2024b].

4.1 Attack Type 1: Extracting PII from Leaked
Training Data

This category of PII extraction attacks involves prompting the
LLM to generate extensive training data, from which PII is
extracted using methods like regular expressions. Early work
[Carlini et al., 2021] introduced a training data extraction
attack that utilized black-box querying and model sampling
techniques, extracting 78 PII samples (including names, ad-
dresses, and emails) from 1,800 candidate outputs.

Subsequent studies disrupt model alignment to exploit the
LLM’s memory capabilities. [Nasr er al., 2023] developed
a divergence attack, employing repetitive word generation
prompts to deviate the model from its standard behavior. This
approach resulted in 16.9% of 15,000 generated responses
containing memorized PII, with 85.8% of it being authentic.
Similarly, [Bai er al., 2024] proposed an attack leveraging
special characters in prompts to trigger the release of mem-
orized PII, particularly phone numbers and emails. These
methods highlight that inducing continuous, nonsensical out-
puts can inadvertently expose PII.

In contrast to general data leakage, [Zhang et al., 2023]
investigates targeted extraction, where attackers reconstruct
missing content using partial knowledge. By optimizing
model responses with a loss smoothing mechanism and em-
ploying local normalization for candidate suffixes, the study
shows that longer prefixes improve PII extraction accuracy,
while excessively long suffixes may impede reconstruction.

4.2 Attack Type 2: Extracting PII via Crafted
Prompts

Recent research has focused on extracting PII from LLMs
through carefully crafted prompts, utilizing memorization
and association to enhance effectiveness. [Huang et al., 2022]
evaluated techniques such as direct querying, text completion,
in-context learning, and few-shot learning to assess the im-
pact of memorization and association on PII leakage, as dis-
cussed in §2.3. The study revealed that memorization poses a
greater risk, as LLMs tend to recall and expose repeated data.
While association is less effective for direct PII extraction, it
facilitates inference and reconstruction when sufficient con-
text is provided, with larger models exhibiting higher leak-
age risks. [Shao et al., 2024] further quantified association
capabilities, designing tasks to measure LLLMs’ ability to in-
fer missing PII based on statistical patterns, confirming that
larger models demonstrate stronger inference abilities.

Other studies explore inference techniques for PII extrac-
tion and verification. [Lukas et al., 2023] introduced a game-
based framework defining three PII leakage attacks: black-
box extraction via blank queries, PII reconstruction from con-
text, and PII inference (extending reconstruction by provid-
ing candidate options), achieving up to 10 times more PII
leakage. [Niu et al., 2023] investigated PII risks in code-
generation models like GitHub Copilot, optimizing prompts
with code-formatted prefixes to induce PII-containing com-
pletions. Using blind membership inference, the study found
that 16.8 out of 1,000 Copilot queries resulted in PII leakage.

Emerging strategies focus on optimizing prompt formats
for enhanced PII extraction. [Li ef al., 2023] proposed a
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[Carlini ef al., 2021]| ~ Mult-strategy true-prefix GPT:2 ; 78 Extracted PII of

1800 extracted data (TP)

[Nasr et al., 2023]

prompt-guided
LLM misalignment

natural language

2175 Extracted PII of
15000 extracted data (TP)

GPT-2, LLama-2
Falcon and et al.

Pile, RefinedWeb
RedPajama, Dolma

[Bai et al., 2024]

prompt with
special characters

natural language

3.6% for GPT-3.5
(Accuracy for PII)

Falcon, GPT-3.5
LLama-2 and et al.

loss smoothed

62.8% (Recall for

PII Extraction
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Fine-tuning

[Chen et al., 2024b]
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[Zhang et al., 2023] soft prompting true-prefix GPT-Neo Pile correct predicted suffix)
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[Huang et al., 2022] memorization completion, few GPT-Neo Enron Ac307u.?aéc% f(05r Se};?;ﬂ)
and association -shot, template y
measuring LLM’s  [true-prefix template| GPT-Neo, GPT-J-6B . 3.31% for GPT-NEOX
[Shao et al., 2024] association capability | text completion GPT-NeoX Pile (Accuracy for email)
PII reconstruction . ECHR, Enron 70% in ECHR
PII Extracti [Lukas et al., 2023] and inference text completion GPT-2 Yelp-Health (Accuracy for PII)
xtraction —
. membership inference ] 1.68% (top-5
télro;gg [Niu er al., 2023] for PII validation template Codex (GPT-3) - Aceuracy for PIT)
ralte . COT prompting natural language Enron, Academic 59.09% in Enron
Prompts [Li e al., 2023] for PII extraction text completion GPT-3.5 Institution Page (Accuracy for email)
[Nakka ef al., 2024al adding other PII true—preﬁ)s GPT.I-6B Enron 6.86% (top-2308
as true prefix text completion Accuracy for phone)
[Kim ez al., 2024] soft prompt tuning text completion OPT-1.3B Pile 1.3% (Accuracy for phone)
PII recovery text completion GPT-2, GPT-3.5 Enron, Ai4Privacy [69.90% for GPT-3.5 in Enron

few-shot

Llama-2 and et al. ECHR, WikiText | (5-shot Accuracy for email)

[Akkus et al., 2024]

fine-tuning with
LLM-generated
data

true-prefix, text
completion, few
-shot, template

58 extracted email in Enron
for Pythia-2.8b (TP)

Pythia Suite

Llama-3 and et al. Enron, Freelaw

adding posion prefix

50% in Enron

[Panda et al., 2024] . : true-prefix Pythia Suite Enron, WikiText
via fine-tuning (PII accuracy)
PII extraction Enron, WikiText-103 44 Extracted email
[Borkar, 2023] after fine-tuning true-prefix GPT2 Common Crawl in Enron (TP)
. . 177 Extracted PII of
. bounded unlearning . Llama2-7B MIND, WikiText-103 .
[Rashid et al., 2025] for posioning true-prefix GPT-Neo-1.3B AidPrivacy 500 extracted data in MIND

for LLama2-7B(TP)

Table 1: Review of mainstream PII leakage attacks across three categories, published between 2021 and 2024

multi-step jailbreaking attack inspired by Chain-of-Thought
(CoT), dividing the process into sub-tasks to bypass security
alignment, achieving a 59.09% extraction rate for frequent
Enron email addresses on GPT-3.5. [Nakka et al., 2024a]
demonstrated that adding unrelated PII as a prefix improved
extraction rates by 5 to 18 times, particularly for phone num-
bers. [Kim et al., 2024] extended research into white-box at-
tacks, using soft prompt tuning to refine black-box prompts,
increasing extraction success rates from 0.0047% to 1.3%.

4.3 Attack Type 3: Extracting PII via Fine-tuning

Fine-tuning adapts pre-trained models to specific tasks but
significantly heightens PII leakage risks. [Chen et al., 2024b]
fine-tuned LLMs on a small PII-containing dataset until its
perplexity fell below a threshold, reinforcing memorization.
Notably, fine-tuning could also restore forgotten PII from the
original training data. Experiments on targeted and non-
targeted PII extraction revealed that fine-tuning APIs are
highly susceptible, and conventional privacy mechanisms fail
to counter this attack. In contrast, [Akkus et al., 2024] in-
vestigated fine-tuning on LLM-generated PII datasets. Us-
ing Pythia fine-tuned on Enron to produce synthetic PII, they
fine-tuned another LLM and observed that it still leaked real
PII, despite training on seemingly unrelated synthetic data.
[Panda er al., 2024] introduced a neural phishing attack, em-
bedding a poison prefix into the fine-tuning dataset. After

training, attackers with partial prior knowledge and the poi-
son prefix could extract PII, particularly numeric data like
phone numbers. Even if a PII instance appeared only once,
the model memorized and later reproduced it.

Research has explored unlearning to mitigate PII leakage
induced by fine-tuning. [Borkar, 2023] found that removing
easily extractable data increased the vulnerability of new data.
Using a fine-tuned GPT-2 model trained on the WikiText-103
dataset, they showed that fine-tuned LLMs leak PII not only
from fine-tuning but also from pre-training. [Rashid er al.,
2025] proposed bounded unlearning, a poisoning technique
that amplifies privacy leakage by maximizing loss on noise
data. Their evaluation showed that poisoned fine-tuned mod-
els were more prone to membership inference and PII extrac-
tion attacks, making it easier to identify training datasets. De-
spite amplifying PII leakage, fine-tuning did not significantly
impair overall model performance.

4.4 Evaluation Benchmarks for PII Extraction

Several studies have proposed benchmarks to evaluate PII
leakage. [Nakka er al., 2024b] introduced PII-Scope, a com-
prehensive benchmark assessing LLLMs’ PII leakage across
various privacy attack scenarios, including true-prefix [Car-
lini et al., 2021; Carlini ef al., 2022], template [Huang er al.,
2022], few-shot [Huang et al., 2022], PII-Compass [Nakka et
al., 2024al, and soft prompt embeddings attacks [Kim ez al.,
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2024]. Evaluations under single-query, multi-query, and fine-
tuning conditions reveal that existing PII attacks can triple ex-
traction efficiency with limited query budgets. [Wang et al.,
2023] evaluated GPT-3.5 and GPT-4 for PII leakage using En-
ron, targeting email addresses. Employing techniques such as
direct queries, code completion, and few-shot prompting, the
study found that GPT-4 and GPT-3.5 achieved PII extraction
rates of 48.19% and 44.47%, respectively.

[Li et al., 2024] proposed LLM-PBE, a privacy eval-
uation framework encompassing multiple attacks, includ-
ing data extraction, membership inference, jailbreaking, and
prompt leaking. It assesses privacy risks across LLM’s life-
cycle, from training to deployment. Experiments on Llama-2
demonstrated that data type, length, and pretraining size in-
fluence privacy risks, with richer contextual PII more likely to
be memorized during fine-tuning. The study also highlighted
that training data containing sensitive personal or domain-
specific information increases the risk of unintended PII leak-
age. [More er al., 2024] investigated extraction attacks from
an adversarial perspective, integrating multiple attack strate-
gies and leveraging defense-unprocessed model checkpoints.
The study explored how model size and prompt variations af-
fect attack performance, incorporating LLM-PBE [Li ef al.,
2024] to measure extraction risks across model checkpoints
and sizes. Results indicated that access to multiple model
checkpoints significantly increases PII extraction rates.

4.5 Comparison between PII Extraction Attacks

PII extraction based on leaked training data benefits from a
simple attack setup, requiring only natural language or true-
prefix prompts to retrieve large amounts of training data, even
from smaller models like GPT-2 and GPT-Neo. For instance,
[Zhang et al., 2023] achieved up to 62.8% recall in PII extrac-
tion using a predicted suffix verbatim approach. However, a
major limitation is that only a small portion of the retrieved
training data contains PII.

In contrast, PII extraction via crafted prompts employs di-
verse prompt formats and targets LLMs of varying parameter
sizes, closely mirroring real-world attack scenarios. Studies
such as [Lukas ef al., 2023; Li et al., 2023] report high suc-
cess rates in targeted PII extraction. Nevertheless, its general-
izability is questionable, as evaluations often rely on limited
datasets and define success based on extracting PII even once
across multiple attempts, inflating reported accuracy.

Fine-tuning-based PII extraction can retrieve PII not only
from fine-tuning datasets but also from the original training
data, often with high accuracy. However, it requires true-
prefix prompts for effective extraction, limiting its applica-
bility when the fine-tuning or training dataset is unknown.
Additionally, this method becomes ineffective when access
to fine-tuning interfaces is restricted.

5 Defense

The core defense techniques against PII extraction attacks can
be categorized as follows:

* Defense during Model Training. This approach addresses
sensitive information during the training phase. Common
techniques include data cleaning [Kandpal et al., 2022] and

differential privacy [Hoory er al., 2021]. While iterative
data cleaning enhances privacy protection, it requires re-
training the model, which is computationally expensive.

* Defense via Model Adaptation. This approach modifies
parameters or structures of a trained LLM. Techniques in-
clude model editing [Meng er al., 2022], fine-tuning [Yu
et al., 20211, and unlearning [Jang et al., 2022]. Although
cost-effective by reducing training costs, residual memo-
rization of sensitive data may persist.

* Defense during Query Execution. This approach alters
user queries (e.g., by modifying or filtering prompts) during
LLM execution to prevent sensitive data exposure.

Since most publicly available LLMs are pre-trained mod-
els, retraining is often impractical for users, making post-
training defenses through model adaptation or query-time in-
terventions more prevalent. Table 2 reviews recent studies on
post-training defenses against PII leakage.

Defenses Represer}tatlve C".re Involved LLMs
Studies Techniques
[Chen et al., 2024a] |de3CtVate neUTONS| Gy
storing PII
[Wu et al,, 2023]  |Privacy attribution BERT
Defense via score ranking
shuach et al., b LJ-
Model | [Ashuach er al., 2024] | _ Privacy rank GPT-I-6B
Adaptation ed_ltmg for neuron
[Venditti er al., 2024] [Private association) - qpp ; g
editing for neuron
user-led data Llama3-8B
(Zhou et al., 2024] minimization GPT-40
generative BERT, GPT-3.5
[Sun et al., 2024] desensitization |Llama-3 and et al.
Defense [Frikha ef al.. 2024] private attribute Llama3
during " randomization Phi-3
eshmukh et al., obfuscation 3.
Query |Deshmukh er al., 2023]| PI obfuscati GPT-35
Execution | [Chong er al., 2024] local LLM-based GPT-3.5
topic identification
. local LLM GPT-40-mini
[Siyan et al., 2024] privacy filtering |Llama-3 and et al.

Table 2: Review of Mainstream PII Leakage Defenses

5.1 Defense via Model Adaptation

This category of defenses focuses on PII unlearning and edit-
ing Pll-related neurons in LLMs. [Chen et al., 2024a] em-
ploys learnable binary weight masks to identify and deacti-
vate neurons storing PII. Experiments reveal that most pri-
vacy neurons are located in MLP layers, and deactivating
them reduces PII memorization accuracy on the Enron dataset
from 45.83% to 5.60%. Similarly, [Wu ef al., 2023] uses gra-
dient attribution to assign privacy scores to neurons, identi-
fying high-risk neurons and erasing their activation values to
prevent PII retention. The study finds that privacy neurons
are concentrated in the upper Transformer layers and aggre-
gate over time during training. Inspired by [Wu ez al., 20231,
[Ashuach et al., 2024] proposes REVS (Rank Editing in the
Vocabulary Space), which identifies sensitive tokens, maps
them into the vocabulary space to locate critical layers and
neurons influencing token generation, and lowers their rank-
ing in the model’s output. This approach reduces memoriza-
tion while maintaining general text generation capabilities,
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achieving 99.95% deletion accuracy on SSNs and 97.22% on
emails. [Venditti et al., 2024] introduces Private Association
Editing (PAE) to modify key neurons and disrupt associations
between PII and its owner. By defining PAE rules for data re-
moval and replacement and adjusting key parameters in Feed-
Forward Networks, PAE reduces privacy leakage by 60.52%
under a 200-token prompt attack on the Enron dataset.

5.2 Defense during Query Execution

Defenses at query time primarily focus on detecting and re-
placing user PII before it is processed by a LLM.

PII Replacement. [Zhou et al., 2024] introduces a user-led
data minimization approach, developing Rescriber, a browser
extension that enables users to proactively detect and replace
PII with placeholders or general expressions. Supporting both
Llama3-8B and GPT-4o, it achieves 0.74 precision and 0.87
recall for PII detection in GPT-40. [Sun er al., 2024] proposes
a prompt-level privacy framework combining fine-tuned PII
identification (95.95% accuracy) with adversarial desensiti-
zation, replacing PII with misleading or generalized data. It
also incorporates adversarial perturbation by injecting special
symbols, complicating PII reconstruction while maintaining
model comprehension. [Frikha et al., 2024] develops Incog-
niText, which uses Private Attribute Randomization (PAR)
to replace real attributes with multiple plausible fabricated
ones. Evaluations on Llama-based models show a reduction
in correctly predicted private attributes from 71.2% to 15.4%.
[Deshmukh et al., 2023] introduces a Transformer-based PII
obfuscation framework that replaces sensitive data with Faux-
PII while preserving usability. Its API automatically obfus-
cates input before LLM processing and restores transformed
data in the output, leveraging user provided tokens, NER, and
part-of-speech substitution to balance privacy and utility.

Locally Deployed LLMs for Privacy. [Chong et al., 2024]
presents Casper, a client-side privacy filter that removes PII
before sending queries to LLMs. It employs a three-layer
filtering system: Rule-Based, ML-Based NER, and Local
LLM Topic Identification, achieving 98.5% PII detection ac-
curacy and 89.9% topic detection accuracy on 4,000 syn-
thetic queries. [Siyan et al., 2024] proposes PAPILLON, a
hybrid approach combining local and remote LLMs. Upon
receiving a user’s prompt, a local LLM filters the input to
remove or transform PII before forwarding partially desen-
sitized queries to a remote API-based LLM when necessary.
Compared to GPT-40-mini, PAPILLON reduces privacy leak-
age from 100% to 7.5%, with only a slight response quality
drop from 88.2% to 85.5%.

6 Challenges and Future Directions

In this section, we discuss unresolved issues in PII leakage
and propose future research directions.

Evaluation of PII Extraction Methods on Diverse
Datasets. As shown in Table 1, many studies rely heavily
on the Enron dataset, particularly those achieving high attack
efficacy, such as [Chen er al., 2024b; Li et al., 2023], whose
extraction accuracy is evaluated exclusively on Enron. How-
ever, the effectiveness of these techniques on other datasets

remains unclear. Additionally, the Enron’s PII is limited to
specific professions, raising concerns about the generalizabil-
ity of extraction methods. Future research should focus on
constructing large-scale PII datasets encompassing a wider
range of professions to enable comprehensive evaluations.

Increased Focus on Non-Targeted PII Extraction. As cat-
egorized in §2.2, most PII extraction techniques in §4 are
targeted, with only a few studies exploring non-targeted ap-
proaches, such as training data leakage-based methods [Car-
lini et al., 2021; Lukas et al., 2023] and fine-tuning-based
methods like [Chen et al., 2024b]. Given that non-targeted
extraction is better suited for retrieving extensive PII from
LLMs, future research should prioritize developing and eval-
uating non-targeted PII extraction techniques to better assess
the scale and severity of PII leakage.

Comprehensive Evaluation and Benchmarking of PII
Leakage. While prior research often evaluates individual PII
extraction methods, broader security assessments considering
multiple privacy leakage techniques are limited, with notable
efforts in [Nakka ef al., 2024b; Li et al., 2024]. Additionally,
there is a lack of standardized evaluation datasets or compre-
hensive PII query prompt benchmarks. Future work should
establish an extensive PII leakage evaluation framework and
benchmark to enhance LLM privacy protections and enable
thorough assessments of real-world PII leakage threats.

Malicious User Prompt Detection. Current PII leakage
defenses primarily focus on detecting and replacing user-
inputted PII but rarely analyze the malicious intent behind
prompts. [Chong et al., 2024] explores using local LLMs to
analyze prompt topics. Future research should leverage NLP
techniques to assess prompt intent, detect PII in LLM out-
puts, and develop defenses against extraction attacks. Cap-
turing and analyzing wild PII extraction prompts could also
improve proactive detection mechanisms.

Semantic-Level PII Extraction and Defense. Most existing
PII extraction and defense techniques rely on direct matching
of PII entities. However, if PII is represented in obfuscated
natural language or indirect hints, new privacy risks may
arise. Future research should explore context-aware PII iden-
tification and LLM-based semantic parsing to develop novel
attack and defense mechanisms capable of detecting and mit-
igating indirect PII leakage.

7 Conclusion

In this paper, we present a comprehensive survey on PII leak-
age in LLMs. We begin by defining and categorizing PII leak-
age, followed by a systematic review of datasets and evalua-
tion metrics commonly used. We then categorize and analyze
attack and defense techniques, outlining the current research
landscape. Finally, we discuss existing challenges, propose
future research directions, and provide insights to guide fur-
ther exploration.
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